HIRED HACKER SERVICE

Hired Hacker Service

With the ever-growing threat of security breaches
and intrusions, securing your business’s vital assets
is critical. Data breaches cost organizations millions
of dollars in business losses, as well as negatively

impacting their reputation.

CSPi's Hired Hacker Service assesses and penetrates your current
infrastructure to unveil potential weaknesses within not only your network,
but also your workforce. While intrusions and hackers become more
sophisticated, the question becomes “can you afford not to invest in the
protection of your assets?”

Our proven Hired Hacker Services will:

- Increase the security of your infrastructure

« Increase the security of your web-applications

« [dentify weak spots and entry points in your environment

- Assess and evaluate current IT security parameters and policies
- Develop a comprehensive action report to mitigate future risk

Risk Evaluation

Potential hazards or events within the technology environment,
which may negatively impact the organizations ability to conduct
business will be identified. The organization’s response methods
and procedures to a breach will also be analyzed.

Penetration Test

Systems, networks and web applications will be tested to find
vulnerabilities that a malicious attacker could exploit. This
process includes: gathering information about the target
prior to testing, identifying possible entry points, simulating
an attack using the vulnerability, and reporting the findings to
the client.

Website Auditing

Web pages, applications and web servers are examined and
tested to ensure weaknesses and vulnerabilities are identified
and addressed.

Social Engineering

One of the greatest threats to an organization’s security is the
employee. Testing can be used to examine an organization’s
security policy compliance, its employees’ security awareness,
and the organization’s ability to identify and respond to security
incidents.
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CIEH

Certified | Ethical Hacker

CSPi Hired Hackers hold Certified
Ethical Hacker credentials (CEH).

KEY SOLUTIONS

In order to align with the security

needs of our customers and their
data, CSPi’s Hired Hacker Service
includes the following:

B Risk Evaluation

B Penetrations Testing
B Website Auditing

B Social Engineering
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Service Overview

HIRED HACKER SERVICE

BASE SERVICES
Scan of the target system

Scan of the stability of the target system
EXAMINATION

Manual examination of the target system
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Examination of the Sub Domains

Manual

Examination of the stability of the HTTP Server

Manual

Examination of safety gaps

Manual

PEN-TEST
Port-Scan

FTP

Passwords

SQL-Injections

Maintenance script

Backdoor-Check

Cross-Site-Scripting

Exploit-Check

AJAX-Exploit-Check

Bruce-Force-attacks

Man-in-the-Middle-attacks

Web Trojan-Check
ANALYSIS
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Approximate Examination time in hours
(determined by # of systems)
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Protocolling of safety gaps

Security Auditing report

Documentation

Findings representation

Complimentary retest
REPORTING
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Risk Analysis
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Remediation
CERTIFICATIONS
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CEH — Certified Ethical Hacker, Offensive Security Certified Professional
(OSCP) Certification, Certified Information Systems Security Professional
(CISSP), ITIL v3 Foundation, Data Security Manager (DSM), Data Security
Engineer (DSB), Data Security Auditor (DSA)

It all starts with a conversation. To learn more about CSPi’s technology solutions

and how they can transform your IT challenges into a business advantage,

contact us today at (800) 940-1111 or us-ts-sales@cspi.com.

The information contained herein is subject to change without prior notice. © CSP Inc. 2015.
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