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1 Introduction - Myricom nVoy Series Packet
Broker

This chapter provides an introduction to the Myricom nVoy Series Packet Broker and
its major user interfaces in the following sections:

o nVoy Series Packet Broker - Overview

e nVoy Packet Broker Features and Benefits
e nVoy Packet Broker User Interface

e nVoy Packet Broker APIs

o Chapter Summaries

Figure 1: Myricom nVoy Series Packet Broker

1.1 nVoy Packet Broker - Overview

The nVoy Series Packet Broker is purposefully designed to help network
administrators to build next-generation fabric visibility networks. The nVoy Packet
Broker makes it easy to tap, aggregate, replicate, tag, strip, filter, and load balance
traffic from the traffic feed to customers’ visibility networks. It also empowers network
administrators to deploy monitoring devices on the fly without the need for SPAN
ports.

The nVoy Packet Broker leverages state-of-the-art technology to provide:

e 48, SFP+/SFP28 ports that operate at 1G, 10G and 25G.

e 6,40Gbps/100Gbps QSFP+/QSFP28 ports that operate at 40G and/or
100G.

e Line-rate up to 3.6Tbps forwarding capabilities over all interfaces, even for
the smallest packet size.

¢ An integrated Web-based user interface (Web Ul).
The nVoy Packet Broker processes data in terms of domains. A domain is a collection
of user-selected ingress and egress ports, interconnected with packet-processing

building blocks. A packet- processing element can be a filter, load balancer, packet
replicator, packet aggregator, or L2 switch.

Myricom nVoy SeriesPacket Broker User Guide v 1.0 Page 1
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1.2 nVoy Packet Broker Features and Benefits

Features

Benefits

Up to 3.6Tbps line-rate packet operation.
48, 1G/10G/25G SFP+/SFP28 ports.
6, 40G/100G QSFP+/QSFP28 ports.

Provides superior line-rate packet filtering capabilities
over a wide range of fields.

Flow Domains provide best flow manipulation with
functional isolation for inline and/or offline tap, traffic
aggregation, traffic replication, filter, tag, and load-
balance applications.

Improves operating efficiency and team collaboration
by providing Virtual Wire connectivity to isolated, point-
to-point, lossless connectivity between two arbitrary
ports.

Integrated lossless connection matrix for mix-and-
match over 1G, 10G, 25G, and 100G interfaces.

nVoy Packet Broker offers a Virtual Wire constructor
backed by drag-and-drop user interface. Virtual Wire
can be used to connect one port to another with
complete isolation and lossless forwarding.

Virtual Wire is ideal when implementing and managing
remote connections without physical re-wiring. Virtual
Wire’s flexibility also enables a traffic source to easily
connect to tools within an inline or offline application.

nVoy Packet Broker has native state-of-the-art HTML 5
Web-based user interface (Web Ul) that can be
accessed from any standard-based web browser.

The Web Ul is compatible with:

Chrome version 56 or later (recommended)
Firefox version 51 or later

Internet Explorer version 11 or later

Safari version 10 or later

Leveraging the latest generation processor and switch
technologies, nVoy Packet Broker is power efficient
and equipped with two redundant power supplies and
four hot serviceable fans.

Reduce customers’ CAPEX and OPEX.
High Availability by Design.
Built for robust and reliable 24x7 operation.

Table 1: nVoy packet broker features and benefits.
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1.3 nVoy Packet Broker Hardware

Front Panel and interfaces

Fan and PSU LEDs

40G /100G QSFP+/QSFP28 Status Lights

\ \ Normal: Green PSU1

N G PSU2
CSPE@WEPREWORWC‘* ormal: Green

PRy org -0 PSU not supplied: OFF

} h Normal: FAN OFF
---- Fan is fault: FAN Amber
| AY . AY[) AV

iEminmiaml

: Normal: Green STAT

A N A

['I 0G/25G SFP+/SFP28 Status Lights

10G/25G Ethernet 1 to 48 Ports Status as below:

A Steady Green: 25Gbps link established
Blinking Green: Transmit/receive at 25Gbps
Steady Orange: 10Gbps link established
Blinking Orange: Transmit/receive at 10Ghps
OFF: No link

L]
|

eloleo| e
A*wﬂﬁax*vﬁ

40G/100G Ethernet 49 to 54 Ports Status as below:

A Valid 100Gbps Link is established: Steady Green
Transmit or Receive Packets at 100Gbps: Blinking Green
A Valid 40Gbps Link is established: Steady Orange

Transmitor Receive Packets at 40Gbps: Blinking Orange

AA AL AA AL AL Ak

No link: OFF

ALCTTED AL AT AA ALTTELAA

|ERIRIAAINIERI|

|
]
1

. I,‘.‘
Vi Tl Fia T

A
/A

10G/25G SFP+/SFP28 Ports

Provide 10G/25G SFP+ Connectivity

40G /100G QSFP+/QSFP28 Ports
Provide 40G/100G QSFP+ Connectivity

Console Port
Management Port
USB Port

For connection to command line interface
Provide Ethernet connection for managementinterface
For Use with USB device

Figure 2. nVoy Packet Broker front panel and main interfaces.
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Back panel with power modules and fans

AC Power Supply

AC power connection for use with the supplied power cords

eto g Y
(Ll 11l]
el L1
[ X Islslsisl ¥ ]
PRO0OCO®(
Ll L Lelel £ 1)
ee0000
[ae—— ®
Hot Swappable Fans

Figure 3. nVoy Packet Broker back panel with redundant power modules and replaceable
fans.
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1.4 nVoy Packet Broker User Interface

The nVoy Packet Broker is shipped with a default IP address and logon information to
connect to the nVoy Packet Broker Web UI.

1.4.1 Default logon information

Default IP address 192.168.0.240

Default administrative username admin

Default administrative account password no default password

Default console port setting Baud rate of 115200, 8 data bit, no parity, and a 1 stop bit.

Table 2: Default login information.

A successful logon displays, as shown below.

nVoy Packet Broker

exit exit shell

config — configuration

exec — execute operation

show — display systenm information

help — display help information

tree — display command line tree

history — display command history
nVoy Packet Broker running

Hardware Platform H

Infini0S Uersion ; nVoy Packet Broker

Control Plane CPU : Intel(R» Core{TM> i3— CPU B 2Z_AAGH=z

Control Plane Uersion: 1.8_4

CP Memory Max-Free D 4137147264./3389046784

CP Core Temp 48,8 (G

Figure 4: Successful logon display.

Once connectivity is established, you can manage the nVoy Packet Broker through the
Web Ul user interface.
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1.4.2 nVoy Packet Broker command line interface and Web Ul

The nVoy Packet Broker offers an easy-to-use command line interface (CLI) as well as
a Web Ul interface.

Command line interface (CLI)
The command line interface enables the user to set up various connectivity protocols
and related diagnostic information such as name, location, descriptions, and so on.

For more information, go to Chapter 2: Command
Line Interface

Web Ul

The Web Ul enables users to gain full control over the design, management, and
monitoring of the nVoy Packet Broker data path. The multi-user Web Ul platform also
enables users to run multiple sessions concurrently.

For more information, go to Chapter 3: Web User
Interface (Web Ul)

A\
i

Command line interface

T

A

— Connection

e | Name = :
— Location = =
— Description

etc.

Figure 5: Command line interface and Web Ul functionality with nVoy Packet Broker.
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1.5 nVoy Packet Broker APIs

nVoy Packet Broker users can leverage the scripting API to automate tasks such as
user, port, and domain management. The scripting APIls are created in Ruby open
source programming language and installed as a Gem file. The APls are cross-
platform and OS neutral.

The nVoy Packet Broker APIs are compatible with the following operating systems:

e Windows
e Linux

e FreeBSD
e MacOS
e NetBSD.

D

(oo D
a
Py A >
‘J - i ‘ f\r11\i\|)

Infiniload™ Test Automation Environment

Figure 6: nVoy Packet Broker — operating system compatibility.
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1.6 Chapter Summaries

The nVoy Packet Broker user manual contains the following chapter summaries:

Chapter Description

Chapter 1 Introduction to the nVoy Packet Broker

Command Line Interface

Describes the features of the FlowDirect-640 command line
Chapter 2 user interface along with commonly used interface and domain
commands.

Web User Interface (Web Ul)

Describes the functional details of the Web Ul. The Web Ul is
the recommended method to interact with the nVoy Packet
Broker appliance.

Chapter 3

Dashboard Tab

Describes the features of the Web Ul Dashboard tab. The
Dashboard tab is the nVoy Packet Broker appliance’s central
Chapter 4 information hub. With a simple point and click, users can
oversee almost all device management tasks without switching
to different tabs.

Interfaces Tab
Chapter 5 This chapter describes the Interfaces tab important features
and operations associated with interface ports.

Flow Operations Tab

The Flow Operations or “Flow OPS” tab offers a
comprehensive view of the nVoy Packet Broker flow domains
attributes and associated user tasks.

Chapter 6

Resource Tab
Chapter 7 The Resource tab displays all available filter and flow domain
information on the Web Ul.

Syslog Tab

Chapter 8 The System Log tab or “Syslog” tab provides a centralized
view of all nVoy Packet Broker events and logs, including

search and filter capabilities.

Help Tab

The Help tab enables the user to access all pertinent nVoy
Chapter 9 Packet Broker online help documents in the form of user
guides and user manuals

Managing Flow Domains
Chapter 10 Provides samples of nVoy packet broker flow domain modes,
describing use cases, traffic flow, and settings.
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2

2.1

Command Line Interface

This chapter further describes the features of the nVoy Packet Broker command line
user interface along with commonly used interface and domain commands.

The chapter includes the following sections:

e The Command Line User Interface (CLI)
o List of Interface Commands

e List of Domain Commands

The Command Line User Interface (CLI)

The command line user interface serves as the first contact between user and the
newly installed system. The nVoy Packet Broker supports Cisco-style CLI access
through the serial port and SSH access through the management port.

Access through the serial port
The console port default setting has a baud rate of 115200, 8 data bit, no parity,
and a 1 stop bit.

Access through the SSH or Telnet connection
Once you have set the IP address through the console port and the device is
accessible through Ethernet connection, you can access CLI using SSH or
through the Telnet connection.

Default administrator account
The nVoy Packet Broker is shipped with a default IP address to establish TCP/IP
connectivity.

For more information on the admin account, go to
the Default logon information section of the
Introduction to the nVoy Packet Broker chapter.
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2.2 List of Configuration Commands

Once you have logged into your account, refer to the config command to configure
the nVoy Packet Broker appliance. Table 3. highlights the most commonly used

configuration commands.

Command root

Command (example)

Description

config interface mgmt ip

config interface mgmt ip
192.168.0.240 255.255.255.0

Sets the device IP address.

config interface mgmt
gateway

config interface mgmt gateway

192.168.0.1

Sets the device gateway.

config system hostname

config system hostname
ga_tester_01

Sets the host name as
ga_tester_01.

config system description

config system description

QA Regression Tester 01

Sets the tester description so
that everyone knows its
intended usage.

config system location

config system location
EngLab01-Rack13-Slot3

Sets the appliance location.

config system contact

config system contact
support@cspi -com

Sets the administrator contact
information.

show running

show running

Displays system runtime
information.

Exits CLI

Table 3: Commonly used nVoy packet broker configuration commands and their description.

For more information on configuration commands,
go to Appendix 3: Supplemental Interface

Commands

Myricom nVoy Series Packet Broker User Guide v 1.0
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2.3 List of Domain Commands

The domain command offers an alternative method to configure simple domains such
as a virtual wire, as shown in Table 4.

Command root Command (example) Description

Creates a virtual wire between

config domain create #config domain create
virtualwire [domain_name] virtualwire testdomain port XG1 atr:d );GZ. Tge p'ort
port [port X] [port Y] port XG1 XG2 hame can be changed using

the interface name command. .

Creates a virtual wire between
myport1 and myport2 using a
system port name. The system

config domain create
virtualwire [domain_name]
sysport [portnamel]

#config domain create
virtualwire testdomain
sysport myportl myport2

[portname2] port name cannot be changed.
Config domain delete #config domain delete ghe CF’”.‘(;“aft‘.‘f’. rsn;ozes the
[domain_name] testdomain omain identified by domain

name.

Table 4. Examples of domain commands and their description.

For more complex domain commands, go to Web
User Interface (Web Ul)
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3 Web User Interface (Web Ul)

Once you have configured the nVoy Packet Broker IP address and linked to your
network, you can now access the device through the Web User Interface (Web Ul).
The Web Ul is the recommended method to interact with the nVoy Packet Broker
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Figure 7: nVoy Packet Broker Web Ul homepage

3.1 Web Ul features

The Web Ul allows the user to easily perform the following tasks on the device:

e Port management tasks such as port allocation, reservation, and state
management.

e Domain management tasks such as domain creation, deletion, enabling,
and disabling.

o User management tasks such as user creation, deletion and edition.

¢ Device diagnostic information, including serial number, firmware version,

location, and administrator contact information.

¢ Device operations, including the ability to update device firmware, saving
configurations, rebooting the appliance, and so on.

Myricom nVoy Series Packet Broker User Guide v 1.0
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3.2 Web GUI Homepage

Familiarize yourself with the layout of the nVoy Packet Broker Web Ul homepage.
Figure 8 displays a typical Web Ul layout and its six essential tabs.

| Interfaces tab IX Resource tab

Help tab

ﬁﬁ‘ﬁl”—“ﬁﬁ\ u“-!u“n|u“n-lﬂ——[=——|u“-||ﬂ“‘-|=~.-|u_~|u_wlﬁw—-—‘l[ﬁrﬂ-‘_u[p_—ln_-:;—l—uunluunlr:mn ]
e e P Pl

ST ————— - A L1 Q™ A
i - () 8 | o e ) e ) o T B =
e ek L o @ L3 @ @ @ - e P
praciia prrim & & e S e & & | — I L T
B e @ L] L] o L] -] ] gy Qv @t ot
e o L] L - o -] ] e
A an e e 3 ] ] @ @
- (-] L] -] ] -] L] L
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Figure 8: Web Ul homepage with highlighted tabs.
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3.2.1 Web Ul tabs
The nVoy Packet Broker Web Ul has six tabs:

Dashboard tab

The Dashboard tab offers a bird's eye view to the device. It groups the most
frequently used device management operations. We recommend users
familiarize themselves with the contents of the Dashboard tab.

For more detailed information, go to Dashboard
Tab

Interfaces tab

The Interface tab provides detailed settings and statistics of each interface,
including port name, port ID, link attributes, traffic statistics, interface module
information, and available operations.

For more detailed information, go to Interface Tab

Flow OPS tab

The Flow OPS tab offers a comprehensive view of all flow domain operations
information such as name, type, admin status, ingress port, egress port, data
path, date, description, statistics, and operations.

For more detailed information, go to Flow OPS
Tab
Resource tab

The Resource tab displays all saved resources such as filters and flow domain
templates. Users can also create and manage IP black lists, pattern lists, and
filters.

For more detailed information, go to Resource
Tab
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Syslog tab
The Syslog tab enables the user to view, search, and filter log events.

For more detailed information, go to SyslogTab

Help tab

The Help tab displays all technical documentation pertaining to the nVoy Packet
Broker appliance.

For more detailed information, go to Help Tab
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4 Dashboard Tab

The Web Ul Dashboard tab is the nVoy Packet Broker appliance’s central information
hub. With a simple point and click, users can oversee almost all device management
tasks without switching to different tabs.

The Dashboard is by far the most complex of the six tabs (Figure 9). Users should
take the time to thoroughly familiarize themselves with its functions before operating
the appliance.

prysa——

H =8 = 8 =8 =| @ =8 = &8 =8 =8 =[8 = 8 = &8 =] &
= - @ @ @ = -
U

=

B w B w8

§ w @ w| @ ® CIE R = =
| = - - - - - - = -

Figure 9: Web Ul Dashboard tab panels

4.1 Dashboard tab panels

Six panels highlight the dashboard’s important features.
1. Device View

The Device View panel displays the status of all device ports, domains, and
topologies. Such device information includes CPU usage, memory
consumption, temperature, service levels, power modules, and fan status.

For more detailed information on the Device View
panel, go to the Device View section in this
chapter.
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2. Device Information

The Device Information panel displays device identification and tracking
information such as software version, serial number, and IP address.

For more detailed information on the Device
Information panel, go to the Device Information
section in this chapter.

3. Device Operation

The Device Operation panel displays the various operational, management,
and configurational settings required for routine device operation. Such
operations include download configuration, reboot device, user
management, service management, and so on.

For more detailed information on the Device
Operation panel, go to the Device Operation
section in this chapter.

4. Service Status

The Service Status panel displays critical log information by port, domain,
task, user, appliance, and so on.

For more detailed information on the Service
Status panel, go to the Service Status section in
this chapter.

5. Flow Domains

The Flow Domains panel lists domains created through flow operations. The
user can edit, activate/deactivate, monitor, and delete domains in this panel.

For more detailed information on the Flow
Domains panel, go to the Flow Domains section
in this chapter.

6. Real Time Domain Display

The Real Time Domain Display panel displays real-time plots and traffic
statistics of active running domains.

For more detailed information on the Real Time
Domain Display panel, go to the Real Time
Domain Display section in this chapter.
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4.2 Device View

Device View is the center of the nVoy Packet Broker’'s day-to-day operations. It offers
you direct access to the device in the following ways:

e Change port name

o Change port attributes

e Set cable identifier

e Open port monitor window
e Enable or disable ports

o Change port link attributes
e Create loopback

o Create flow domain operations

Up close and personal

The Device View displays an array of 54 traffic ports with status and operations tightly
integrated, as shown in Figure 10.

Click to ) Link Speed
rename port ""‘--~H~___3240 3

Port ID, Click A6 16| 7

y e mecne:  oa o
to open E/,i]/ B8 32603 No Cabke ID - Context Menu

context menu

B, change To Tap-Mirror Port...

$) Cable |dentifier...
»  Rename

23 Monitor

") Disable
Link - 10Gbps Full Duplex @

¢ Loopback

@ Create Flow Domain...

Figure 10: Device View
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At a glance

To display port settings and traffic statistics at a glance, hover your pointer over any of
the port icons in Device View. A Tool Tip automatically appears, displaying that port’s
information in real-time, as shown in Figure 11.

> ’ — | : : R

200D |
ceee

Device View Toolbar

“ @ Create Domain % Edit Domain Of Delete Domain {4 Activate Domain Q} Deactivate Domain C‘Port Groups l ‘

The Device View Toolbar tabs are described as follows:
e Create Domain
e Edit Domain
e Delete Domain
e Activate Domain
e Deactivate Domain
o Port Groups
o Port Groups Speed
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4.2.1 Create Domain tab

The Create Domain tab allows you to create a domain by assembling individual
components or by employing templates.

There are two ways to create a Virtual Wire domain:
e Creating a Virtual Wire with “Drag and Drop” (Recommended)

e Creating a Virtual Wire from the Toolbar

oo Creating a Virtual Wire with “Drag and Drop”
°.;: To create a virtual wire domain using the “drag and drop” method, follow these steps:
Example

In this example, port 50 is XLG50 and port 49 is XLG49, as shown in Figure 12a.
1. Click the Dashboard tab and scroll to the Device View panel.

2. Drag and drop port XLG50 to the destination port XLG49, as shown in
Figure 12a.

A virtual wire is created between both ports, as shown in Figure 12b.

XG40 240-XG5 240-XG4 XG46 XG48
(3] 10 106 106 || [36) | 106 106
= = = m |
106 106 106 106 106

= = E = =
XG38 XG41 XG43 XG4S XG47

Figure 12a: Dragging and dropping a port.

XG38 XG40 240-XGS 290-XG4 XG46 XG48
106 || 0] | 106 || B2] 106 || B8] | 106 || BE] 106 106
o] = = / oo ==

106 106 106 || @3] | 106 | @5 | 106 106
&= [ | = / / ]
XG37 XG3% XG4l XGA3 XGAS XG47

Figure12b. Creating a virtual wire between two ports.
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Creating a Virtual Wire from the Toolbar

The Create Domain tab allows you to create a domain by assembling individual
components or by employing templates.

In this example, we will select a template to create a bi-directional virtual

NOTE wire domain. The bi-directional virtual wire cross-connects two ports.

1. Click Create Domain from the Device View toolbar.

The Input Domain name window appears, as shown in Figure 12c.

2. Enter the domain name in the text box and click OK.

The Configuration Editor window appears with the domain name in the Data
Path Components panel, as shown in Figure 12c.

I@ Create Domain

Edit Domain Delete Domain  {-g Activate Domain {v* Deactivate Domain [~| Port Groups
-4 { ] L] L—l

Please input domain name

Domain Name: |DomainExampIe01

OK ||e Cancel |

&=

Data Path Components
& DomainExampleD1

B Pony_Tx
Part:

Spees r
| Loosbackns Leopseck
Enacis VLA Aftachment Datie

-]

Component Properties
Name |DomainExsmple0l
Enable’” | OFF
Deseription, Edit.  View.

Spaes
W] Lcepbsct N Leopeacs
Enakle VLAN Atacheent Dnabie

e wa (813
—m Height[632_ ]
- a Automation [ st Aties Reboot
—a |
o
Traffic Realication Disphyy. [ time it
B TDDnlD!:_u_'f_Dﬂr(eVﬂ
i ot [
=e:
Aggregation And
Fephcation
—a
.
Y —a
* Components
[F [ Mame
Dievices The namse of the document.
w Ok | @ Cancel |

Figure 12c: Configuration Editor window
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3. Click and drag the bi-directional domain template from the Data Path Templates
panel to the grid.

Configuration Editoe ol &
Data Path Templates. Data Path Components
""" =3 1 g pomainExampleny
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W Porty_Rx
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L ®| Loopbacicha Loopback
Enable VLAN Aftschment Disable
Dl [ e
Bi-Directional-
Virtualwire
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—g PortT1.P) Port TPl -
- Speed:SFP+. 100 Ful Duplex -4 Port: TLP1(.)
7] | " Loopbackfia Loopback Cable ID:
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Port Aggregation -] Speed:| 5FP+: 10Gb Full Dup v
a0 Loopback: | No Loopback g
._a —a Enable VLAN Attachment:| ]
—a
Tralfic Replication
s fia

xG2 XG4 XG6 XGE XG10 G122
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G114 XG16 XG18 XG20 xG22 G244 XG26
Eg 1] Ed m [ | (] - |
USRSV R SR B R\
dellr delir XG18 XG20 XG22 XG24 SM7F,
630 (1)  630d.. PO

E =EH B | =E =
RN O B ST WUV AT B TR WO W

dellr dedlr XG17 || XG19 || XG21 | XG23 PB2X | PB2X
630(0) | 630-d... G397 G40

HG13 | XG5S | XGI7 | MG1Y || MG21 | XG23 XG2S HG2T

*63 "- ]| xc3s

R TR

Tap2 || TLRO | TLP2

T

ack s

XGa1

T
LoopB
ack4

)

LeopB

ack.?

T
LoopB
ack.é

XGAS XGAB CG50 |
m m = _
NN TNy
T20P | T20P CG50
! d 3 L L
HGAS XGAT CGAY |
m m =
N T
TZ:.# TZZO.P CGay T‘ I_o m“_:

Disabled By Admin

[ used By This Domain

Figure 12d: Assigning port XG34 to the bi-directional virtual wire template.

4. Double-click the blocks PortX_Rx and PortX_Tx to assign the same port
(Figure 12d). In this example PortX_Rx and PortX_Tx are assigned to port
XG34.

The Device View window appears, displaying the available ports

(Figure 12d inset).

5. Select port XG34 and click OK.

The Device View window closes.
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Figure 12e: Assigning port XG33 to the bi-directional virtual wire template.

Likewise, double-click the blocks PortY_Rx and PortY_Tx to assign the same
port as in Figure 12e. In this example PortY_Rx and PortY_Tx are assigned to
port XG33.

The Device View window appears, displaying the available ports
(Figure 12e inset).

Select port XG33 and click OK.
The Device View window closes.
Click OK in the Configuration Editor Window.

The Start Domain in Progress Window appears. The window closes once the
domain has been configured.

To activate the domain, click Activate Domain from the Device View toolbar, as
shown in Figure 12f.

Page 23




The Domain drop-down combo box appears, as shown in Figure 12f.
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Figure 12f: Selecting the domain to activate.

10. Click the Domain entry (DomainExample01) from the drop-down combo box.

The Start Domain in Progress window appears. The window closes once the
domain has been activated (Figure 129).

_smtmmmmmmm ()

Update received: 3/10/2017, 2:18:33 PM
Status: PROGRESS

Progress: @ start to setup domain DomainExample01...

(@) Close

Figure 12g. Start Domain in Progress window.
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The activated bi-directional domain appears in the Device View window with the
virtual wire cross-connecting ports 33 and 34, as shown in Figure 12h.

yG{{20] 10G| {32] 0G 10(:@
m | o =m |
iGil{29] 10G|{31] 0G 100@
m = |

34 T4PO Ta.t TLPO T{P2  LoopBack

Figure 12h. A bi-directional virtual wire between ports 33 and 34.

For more information on bi-directional domains,
go to Chapter 10: Managing Flow Domains
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Domain Compiler Warning

The current version of the nVoy Packet Broker contains a domain compiler that is
particularly sensitive to filter behaviors. Therefore, if your domain contains filter
components, you may encounter a domain compiler warning like the one shown in
Figure 12i.

The options available to you are as follows:
e CONTINUE - exit the editor and start running the domain.
o OK - exit the domain editor and leave domain disabled.

e CANCEL - return to editing the domain to verify your flow's logic.

If you believe that your domain's filters conform to best practices, then you may select
CONTINUE to activate the domain.

Confirm B3

The domain configuration has the following error(s):
(1) Component Drop SRC IP 155.155.” cannot be connected to
Component 5-tuple Load Balance

(2) Component Drop SRC IP 99.111." cannot be connected to
Component 5-tuple Load Balance

Press OK to close the domain editor with domain in disabled state;
Press Cancel to edit the domain;
Press Continue to activeate with possible failures.

A Continue ! Qf OK . @ Cancel

iy

Figure 12i: Domain compiler warning window.

For more information on filter behavior, go to
Appendix 5: nVVoy Packet Broker — Filter User
Guide
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4.2.2 Edit Domain tab

Edit Domain
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Figure 13: Edit Domain with combo box.
L ]
- - - -
e Editing a domain
oo
1. Click Edit Domain.
A combo box displays all domains as shown in Figure 13.
2. Select the desired domain from the combo box.
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Figure 14: Edit Domain - Configuration Editor window.
3. The Configuration Editor window appears, as shown in Figure 14.

4. Make the necessary changes to the domain.
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5. There are two ways to save the new domain.
a. Click OK to save the edited domain, OR

b. Click Save as Template to save as a template.
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4.2.3 Delete Domain tab

DEVICE VIEW

| @B crosteomain @ pichight porain. @ ol |

32401 ¥ 32903 32404 G10 ] DefaultVirtual Wire(Ports %33.3240-1)
@] e | we [ e | @ e | @@ 0o | Frane
= = = = m | &
MewDomain |
0w 3 e 106 e | (8 w6 | swDomsin
| m . = & ewDomain2
%61 XG3 400-4G5 =) @ HewDomaind
@ HeaDomains
T R T — e ] !iewDomaint
& HewDomainT
- o G tewDomaing
DEVICE INFORMATION
| _ & newDomaing
Serial Number: FM-DO1-7 @V 240415 X638
Up Time: 8 day(s) 10 's) 38 min(s) 25 secls) &V 220-%65_210-%64
System Time: 2015-08-25 09749:35 -0700 ﬁ NLS240:1_3240.2
i & v_3240-1_3250-TP1
3 Fl
Ft fames oMprectr 6 VM 32401 iLaz26-xG1
Mansgement 1P 192,168.0.232 @ s240-2_30407P1
Firmware Version:  1.6.1.7 @ VM_3240-2_ILa226-XG2
Location: Please specify the locati Formation ﬁ WLAM0S S
@M 3240-4_3280.7P1
Contact: Please specify the contact i ation

@l vM_3240-TP1_32401
@M 3240-TP1 32404
@ VvM_3240-TP1_200-XG5
@ vm_3240-TP1_xG24
@ VM_400-XGS_ILoad-XG2
@ VM ILoad XG1_Losd-¥52
@ VMxG18_%612
@ vxeia xe1s
@ M_KG1T_XG18
X X

Delete Domain

E——" oz 5
g Defaun Vi Wire (PonsLoss-XG2,3240-2)  ~

G20 \ogkack G244 Tloed-¥G1  [load-¥G2  ILd226-XGL iLd226-XG2 33 240-4GLS
20 we | we | E we | 28 oo we | BF | we || B we 186
m [} | B = =5 ] =
5 | we wa || (3 we | @ we we | BT | we || B3 | we 156
m m L] L L L - -
X619 Loops! 5 XG31 xG33 G35

: e
teer L)
HodLocator &,
— NG
Healthton
Congole
HTTP
HTTPS
R
Domain
Port
Task
DiskDrive:
Floirector-640

POWER2: ¢ FANL:3f FANZFR  FAN 356

FAN4:

2

_ A G T ¥ e (vt i)

Aug 21 Aug 20 Aug 18

@ @ [0 O [0 [ @&
@ | &[0 © O | &
@ @ O @] O &
@ | & [0 0 o | e
E SE-NE S-S
L @ O o @) @
@ [ (O 0 © e
L < &} O o) @
L) 2 @) 3 @) e
@ (6 (O 0 O e
< o ®) o O <
o ] O O O <
@ & | O O[O | @&

= —
v X641 XG4

Figure 15: Delete Domain display.

Deleting a domain

1. Click Delete Domain.

Copyright E2015 InfiniCORE Inc. Al Rights Reserved

A combo box displays all domains as shown in Figure 15.

2. Select the desire

DEVICE VIEW

d domain.

| @ create Domain 7 Edit Domain

| Delete Domain

(-4 Activate Domain 3 Deactivate Domain =1 Port Groups

.- XG4 XGé XG8  XG10  XGi2 Confirm I () X632 XG34  XG36 XG3B XG40
[@mc.@mc@wc@wc@ma@mc 2110G(34] 106438 104 |[38] 10GH40] 10¢
Please confirm to delete the flow domain. i

|m |- - - - - @ m m | m = -
|11 106]3] 10d(5] 106}(7] 1067 10G[{1] 10G 110633 106335] 10q| (7] 10G37] 10¢
|- | - - - - - R - .= .-
TZP0 TZP1  TBPO TBP1 XG9  XG11 V OK Cancel | XG31  XG33  XG35 NG37  XG39

Figure 16: Confirm Delete Domain.

A Confirm window appears, as shown in Figure 16.
3. Click OK to delete the domain.
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4.2.4 Activate Domain tab

Activate Domain
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Figure 17: Activate Domain operation.
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Activating a domain

1. Click Activate Domain.
A combo box displays all domains as shown in Figure 17 and 18.

2. Select the domain to be activated.

The domain(s) are highlighted. Acti\}ate Domain

— Z

l @ Create Domain @ Edit Domain o" Delete Domain | Artisntn Namain | €58 Naackinte Domain

_ V Firewa||_examp|e_‘]
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| ‘ il . | [ N | | m Bl | & FM_VLAN Filtering_1 !
2P0 T7P1  T8PO TBP1 XG? XGi1  xG13 | (@n)JFM_Tag Only_2 XG23

[ e oy

%) JFM_Tag_Only_1

HTTPS Test Case
CPU; (N 50 MEMORY; [ | 7% TEMPEHR @ T 7 m

Figure 18: Activate Domain combo box.

3. A Start Domain In Progress window appears, as shown in Figure 19. The
window disappears once the domain has been successfully enabled.

The domain in activated.

Start Domain VM_240G-19_XG3 In Progress =

Uipdate receseedd:  B2G2005, 421134 P

Progress, Start to setup domain VM PABG-18 NGD. ..
Domaln W4_ZaoG-19_ X050 complled 5u|:c!ﬂ!'u:]g,-|

&) Close.

Figure 19: Start Domain in Progress window.
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4.2.5 Deactivate Domain tab

Deactivate Domain
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Figure 20: Deactivate Domain operation.

.:. Deactivating a domain
s 1. Click Deactivate Domain.

A combo box displays all domains as shown in Figure 20.

2. Select any domain with a checkmark 4 (activated).

The domain(s) are highlighted and a Confirm window appears, as shown in

Figure 21.
3. Click OK to deactivate the domain operation.
DEVICE VIEW Confirm @
| @ Create Domain QX Highlight Domain ") Edit Domain  of" Delete Domain ® Pleass confirm to deactivate the flow operation.
3240 o 610 \G1
Z] I [# 105 4 = T: :,-._:
: = |lom | = |
00 ™
@@ w]|@ | @ (8] 61 » I mlo&' |.::_sj _‘ B3] | 10s I
m | m m | = = | = = | m | D | = = (| m | = |
61 xE G5 00465 G e BT GIs %617 515 LopBl LoopR2 =7
E B T )y P: | INESIL ‘I
DEVICE INFORMATION D SERVICE STATUS

Figure 21: Deactivated domain confirmation.
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4.2.6 Port Groups

Users can place several ports into a group by clicking the ports in question and assigning an
arbitrary group name for identification purposes, as shown in Figure 22. Similarly, the port
groups can be broken down, updated, or cleared altogether in the same way
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IR T L L I LT T T T I N =~ I =~ I =~ I = I L T
LU ROTR RO BoTN SoVR BoVR R ROUS RO RoT8 ROV RS BOUE R ROT ROTY ROUR RS B BT R ROTE BUN BV BoU8 BoTR RV R ROV
WG2 || KGA | WG6 | WGB || WG10 || ¥G1Z | | WG14 || WG1s || XG18 | WG20 | ®G22 || WG24 Port || Port || WG30 || ¥G32 || XG34 | MG36 | | WG38 | NGO || XGAZ || WG44 | XGas || XGe8 | | CGSO- || €G5
3 2 cos2 || oo
61 | w63 | wes | w67 || ®ee || w11 | | w613 || w615 | wo17 | wo1e | we21 || we23 | | we2s || w627 || w9 | o3 | o33 | weas | | x637 | w639 || wo1 || w643 | woes | woa7 | | coev | oo
LA A A A A A A A A A A A A A N A A I I RN
OB BOUR BOUE ROV ROUN BOUR R RO RO ROUS BOUS BOTR BOUREROUS RO ROV ROTR BOUR BOURRROUR BOUN BOTN BOUR BOUN ROUR RN RO
T7PO | T7.P1 | TePO || TEPL || G || xo11 | | %613 || X615 | %G17 | ®G19 || Wc21 || %23 Port || Port || G29 | XG31 || WG33 | G35 | | WG37 | G39 || Port || Port | Port || Porl | | CGA9- || CGS
[ 1 [ 1 2 3 €651 || oGt

S+ Create Port Group | |#1S Break Port Group | | #1S Update Port Group Setting | | 5 Clear Al
Gous e Gouw coor. [

Port Labels:

Port Group Map
K:!SFD 406G Ports Looped

X
BHEH ==
[17.60 |[ 7701 |[ 18P0 W‘ port1 | port2 [ Pona | [cossc a.ES_l_a:]
== == BEEEEB
[ — o o—

¢ [®cese] o
<

Figure 22: Port groups.
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Port Groups Speed

The nVoy Packet Broker organizes its ports into quads, with each quad including four
ports. For all ports in a quad to share one PLL (phase-locked loop), they need to stay
in the same speed categories of 1G, 10G or 25G.

Example: 1G/10G

1. User sets port quad XG13, XG14, XG15, and XG16 in 10G mode, as shown in
Figure 22a.

Figure 22a: Port group XG14 — XG16.

2. User modifies XG16 port speed from 10G to 25G. This action displays the
following prompt, as shown in Figure 22b.

Figure 22b: Confirming port speed change from 10G to 25G.
To change XG16 to 25G, the other ports need to be changed to 25G as well.

3. User confirms and all ports switch to 25G.
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Port description
Each port contains the following information:
e Port Name
e PortID
o Link Speed
e Port Status

Link Speed

Port Name S
3240-3

Port Status

Port ID

XG12

[2] 10 | (4] 106 || [E] 106 | (8] | 106 || [20] | 106 | [12] | 105

[ 106 | 3] 106 [ [5] 106 | [Z]]| 106 || [5]| 106 | i3] | 105

XG1 XG3 XG5 400-XGS XG3 XG11

Figure 22: Port description.

Port Name
3240-3
{6] 106
=

Figure 22a: Port name.

In this example, “3240-3” is the port name. Port names can be changed at any
time.

Port ID

Figure 22b: Port ID.

In this example, the port ID is “6”. You cannot change the port ID.
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Link Speed
3240-3

{6] 106
0/

Sr

Figure 22c: Link speed.
The “10G” is the port’s link speed indicator.

Link speed settings

10G] : Link attribute is set to SFP+ 10G full duplex

: Link attribute is set to SFP 1G with auto negotiation

—
—

1 anl : Link attribute is set to SFP 1G without auto negotiation

410 AN

Figure 23: Link speed settings.

Port Status
The icon at the bottom of each port indicates the port’'s module and link status. The

port status icon has three modes:
B0 :Linkison
B Link is down and interface module is unplugged

B0 : Linkis down and interface module is plugged

Figure 24: Port status.
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Domain and TAP/Mirror topology area
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Figure 25: Domain topology (highlighted in red).

The highlighted area displays the topology of each domain, as shown in Figure 25.
The topology is updated in real time after domains are configured and activated.

Device Status Bar

The Device Status Bar captures the device status in real-time, as shown in Figure 26.

CPU: B 7% MEMORY: CESSSSSN 15%  TEMPERATURE: OIS 42°C  HTTR: @ HTPS: @ SSH: @ SNMP: NFS: POWER 1: 8 POWERZ: & FANL:E FANZGE FAN3:ER  FAN4:@

Indicates CPU usage information.

SR o Indicates system memory usage information.

TEMPERATURE: Gz 42°C Displays system temperature degree in Celsius.

1

Displays HTTP service status. normal and 8 abnormal.

Displays HTTPS service status. normal and 8 abnormal.

;

Displays SSH service status. normal and 88 abnormal.
Displays SNMP service status. normal and 8 abnormal.

Displays NFS service status normal and #¥ abnormal.

d]
=
Nl E O

:

- S

Displays power module 1 status. normal and abnormal.
Displays power module 2 status. normal and abnormal.

POWER 2: -

FAN 1: "'EF' Displays Fan 1 status. normal and @ abnormal.
FAN 2 uﬂ';. Displays Fan 2 status. normal and @ abnormal.
FAN 3: &8 Displays Fan 3 status. normal and @ abnormal.

: "‘fﬁ' Displays Fan 4 status. normal and @ abnormal.

E

Figure 26: Device Status bar device descriptions.
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4.3 Device Information

The Device Information panel posts a snapshot of the device’s ID and current status,

as shown in Figure 27.

DEVICE INFORMATION

Serial Number: FD-002-5738

Up Time: 8 day(s) 12 hour(s) 49 min(s) 34 sec(s)
System Time: 2015-08-25 11:50:44 -0700
Host Name: CSPi nVoy Packet Broker

Management IP:  192.168.0.240

Firmware Version: 1.8.2.6
Location: Please specify the location information
Contact: Please specify the contact information

|# [Change]

2l

|# [Change]

|# [Change]
[
[

b [Manage]

|# [Change]

J

|# [Change]

Figure 27: Device information panel.

Serial Number
Displays the nVoy Packet Broker ID. It is a read-only field.

Up Time
Displays how long the device has been running since its last reboot.

System Time
Displays the system time. You can change the system time as described in

Figure 28.
oo Changing the system time
";: Change System Time Settings x
Date: [2015-08-25] [~]
Time: [11:52:44 [*]] update
Time Zone: (GMT-07:00) America/Los_Angeles Update... |
Synchronize with a Network Time Server ' Settings... 1

Figure 28: Change System Time Settings window.

1. Click [Change] beside the System Time entry, as shown in Figure 27.
A Change System Time Settings window appears, as shown in Figure 28.
2. Update the Date, Time, Time Zone, and/or Synchronize with a Network Time

Server entries as required.
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Host Name

Displays the host name of the nVoy Packet Broker. You can change the host
name as follows.

eoe Changing the host name

Change System Name x

Please specify the name of device:

ICSPi - Envoy Packet Broker

7/ ok | |@ cancel|

Figure 29: Change System Name window.

1. Click [Change] beside the Host Name entry, as shown in Figure 27.
A Change System Name window appears, as shown in Figure 29.

2. Change the device name, as required.

Management IP

Displays the management IP address assigned to the nVoy Packet Broker. You can
modify the management IP address as shown in Figure 30.

System IP Settings

i’i mgmto| Management Interface: mgmt0 =
Name: mgmto
MAC: 20:60:0c:04:46:71
Role: | Master
IP Address: 192.168.0.240
Netmask: |255.255.255.0
Gateway: [192.168.0.1
Defalut Gateway: ¥/ Use this to default
Primary DNS: [s.8.8.8

Secondary DNS:  [4.4.4.4

Change the settings may interrupt running configuration and views. After click OK, the web GUI will try to connect to the new address.

[/ ok ||@ cancel|

Figure 30: System IP Settings window.
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Changing the management IP Address

o 1. Click [Change] beside the Management IP entry, as shown in Figure 27.
A System IP Settings window appears, as shown in Figure 30.
2. Update the IP address, Netmask, Gateway, Primary and Secondary DNS
entries as required.
3. Click OK.
Changing the IP settings may interrupt the configuration and views.
NOTE: Restart the Web user interface to redirect to the new address.
Firmware Version
Displays the current firmware version running the nVoy Packet Broker as shown in
Figure 31. We recommend upgrading to the latest nVoy Packet Broker firmware
version whenever possible. To upgrade your firmware to the latest version or roll it
back to an earlier version, follow the procedure below.
Device Firmware Management x
Version  Activation Status Size (Byte) Md5Sum Operations
1.6.1.7 - 140883960 |Eh [Calculate] -
1.5.9.0 (=] 185198712 |7 [Calculate] o/ [Activate] i [Delete]
1.6.1.6 =] 140885944 [ [caleulate] 7 [Activate] i) [Delete]
1.6.1.4 @ 140875144 |7 [Calculate] o/ [Activate] (i [Delete]
1.6.1.3 =] 136130040 |_}[Calculate] 7 [Activate] i [Delete]
1.6.1.2 =] 136130952 [ [calculate] o/ [Activate] i} [Delete]
1.6.1 =] 136121320 [ [Calculate] W/ [Activate] ] [Delete]
1.6.0.5 =] 136120984 [} [calculate] 7 [Activate] i} [Delete]
1.6.0.4 @ 130329528 [ [Caleulate] y/[Activate] (i} [Delete]
1.6.0.3.4 8 134752088 |1 [Caleulate] of [Activate] (it [Delete] |~
' ((‘UploadNew Firmware... i'é'(:ancé'l”
Figure 31: Device Firmware Management window.
oo . :
. Managing your firmware

alils
g

1. Click [Manage] beside the Firmware Version entry, as shown in Figure 27.

A Device Firmware Management window appears, displaying a table of
available firmware versions with activation status, file size, and operations, as
shown in Figure 31.

2. Select the firmware to be installed and click [Activate] in the Operations
column.
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A Confirm window appears, as shown in Figure 32.

Confirm

@ Please confirm to activate this image version 1.8.2.6

After the firmware is activated, the device will reboot to start update
process.Please DO NOT power off the device in the middle of update. Use
console (baud rate 9600,8N1) to monitor the progress of update. It usually
will take 5 to 10 mintues to finish.

ok ||@ cancel |

Figure 32: Confirm firmware change/update.

3. Click OK to confirm that you are activating your required firmware version.

The system automatically reboots to activate the new firmware version.

Location
Displays the location of the device.

Change Location *

Please specify the location of device:

[R&DLab

W/ ok | @ cancel|
Figure 33: Change Location window.
.-.
.:O . . .
B Changing the device location

1. Click [Change] beside the Location entry, as shown in Figure 27.
A Change Location window appears, as shown in Figure 33.

2. Enter the desired location and click OK to confirm.
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Contact
Displays the device contact information.

Change Contact -

Please specify the contact information of device:

John.Smith@anycompany.com

!vf OK | [@ Cancel |
Figure 34: Change Contact window.
oo Changing the contact information
LK
g 1. Click [Change] beside the Contact entry, as shown in Figure 27.

A Change Contact window appears, as shown in Figure 34.

2. Enter the desired contact information and click OK to confirm.
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4.4 Device Operation

The Device Operation panel displays the various device operation and management
settings available to the user, as shown in Figure 35.

DEVICE OPERATIONS ®
L \“‘}’ Sae | Creeeen
User And . Event Firmware
Device Settings Notifications Update
Configuration: | [Save] () [Download] ) [Upload] Q [Reset]
Appliance: @ [Reboot] @ [Shutdown] © [Health Log]

Figure 35: Device Operations panel.

e At 4.41 Device and User Management

Device
The nVoy Packet Broker multiple-user functionality enables network administrators,

operators, and users to setup and manage the following tasks:
e LDAP Servers
o TACACS+ Servers (not supported in this release)
o RADIUS Servers (not supported in this release)
e Groups
e Users
e Debug Account

e Port Classes
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Device And User Management

g Port Classes LDAP Servers Lo
= &l A T =

L Name Host Port Domain Search Base Operations

ke LDAP Servers Mew LDAP Server...
%4 TACACS+ Servers

% RADIUS Servers

g Groups TACACS+ Servers

J- Users Mame Host Port Key Operations

#% Debug Account New TACACS+ Server...

RADIUS Servers
Name Host Port Key Operations

Myric

New RADIUS Server...

Groups 3

® Close

Figure 36: Device and User Management window.

Accessing Device and User Management settings

1. Click User and Device in the Device Operation panel of the NVoy Packet
Broker Web Ul Dashboard tab.

The Device and User Management window appears, as shown in Figure 36.

LDAP Servers

LDAP (Lightweight Directory Access Protocol) is an Internet protocol that email and
other programs use to look up information from a server. LDAP servers look up entries
in a variety of ways. LDAP servers index all the data in their entries, with "filters" that
select and return information on the user or group you want.

An example of a filter is one in which all users are sorted by a last name that begins
with the letter “C”, their email address, title, and description. LAPD filters all user
accounts and returns only those accounts fitting the search criteria.

LDAP is not limited to contact information, or even information about people. LDAP is
used to look up encryption certificates, pointers to printers, and other services on a
network, and provides "single sign-on" permissions where one user password is
shared between many services.

LDAP is appropriate for any kind of directory-like information, where fast lookups and
less-frequent updates are the norm.
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Adding an LDAP Server

o= 1. Click LDAP Servers in the left column of the Device and User Management

window, as described in Figure 36.

The LDAP Servers window appears.

2. Click New LDAP Server...

The Add/Edit LDAP Server window appears, as shown in Figure 37.

Add/Edit LDAP Server x

Server Name: [OpenLDAP
Server IP: :192‘158.0.193

Port: 389
Bind DN:  [dc=home,dc=network
Search Base: |

oK | @ cancel
Figure 37: Add/Edit LDAP Server window.

3. Enter the Server Name, Server IP, and Port.

The LDAP Server IP and Port are the most important parameters in the LDAP
server profile. The user may choose to leave the Bind DN and Search Base

dialog boxes.
4. Click OK.

The Login DN dialog box appears, as shown in Figure 38.

E Login DN cn=admin,dc=home,dc=network
Password
Domain CpenLDAP (LDAP} v

O Loain |

Figure 38: Login DN dialog box.

5. Enter the Login DN, Password, and Domain.

6. Click Login.
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TACACS+ Servers

TACACS+ servers are not supported in the nVoy Packet Broker
NOTE: version 1.0 release.
Groups
1 Add/Edit User Group i Edit/Delete Existing New User
7 User Group Group Tab
“x\_-.\ I

Name S Operations |

Add [Edt User Group N GI’OUpS |
Geoup Name: [Defaule Kame ]
System Management: 3 User Management ¥ [Dwice Management
¥ @dFlow Management
= Only Désplay Function Group Related UT
Packet Data Visibility: # Unlimited

mp Network Laver (Lower 3 Layers)
2 Trantoom Layer (Lower 4 Layers)

< Number of Data Bytes |0 ® close
® @Dissbled
¥ (Downicad PCAPS
Port Access: [Chack &ll]  [UnCheck &1]

Port Name Port Location
240G-19 Slotl.Portl
2406-20 slot1.Port2
240G-21 Slotl.port3
2406-22 Slot1.Portd
XG5 Slot1 . Ports
XG6 Slot1.Porte

W Ok | |@ Cancel |
Figure 39: Add/Edit User Group window.
e Adding a new user group
‘sé; 1. Click Groups in the left column of the Device and User Management window,

as described in Figure 39.

The Groups window appears.

2. Click New Group...
The Add/Edit User Group window appears, as shown in Figure 39.
3. Enter the group attributes, as follows:

e Group Name Input the user group name in this field.

¢ System Management User groups can be set up with one or more
management roles and with assigned port access authority. There are
three management roles available to the nVoy Packet Broker appliance:

0 User Management: Controls the accounts setup and assigns user
access and privileges.

o Device Management: Assigns access privileges to the device ports,
storage devices, and other resources.
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o0 Flow Management: Performs flow operation settings and operations.

o Packet Data Visibility Sets the data access authorization level:

0 Unlimited: User group has unlimited visibility to the packet data, for
the purpose of data analysis, manipulation, and so on.

0 Network Layer (lower three layers): User group has limited visibility
to the lower three layers of the packet data, where they can perform
further operations.

0 Transport Layer (lower four layers): User group has limited visibility
to lower four layers of the packet data, where they can perform
further operations.

o0 Number of Data Bytes: User group has limited visibility to the
predefined number of packet data, where they can perform further
operations.

o Disabled: This setting does not apply to the nVoy Packet Broker
appliance.

o Port Access Lists only those ports that a user group can access and
manage. A user group can be assigned one, more than one, or all ports.
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Users

LA X

4

Device And User Management

N2 summary

A Packet Viewer

' Project

Adding a new user
1. Click Users in the left column of the Device and User Management window.

User Name

Domain

Group

Set Password

Password
First/Last Name
Email
Extension

Session Timeout

2 Personality Colors
—-—

Domain Group Operations
sl = "
User Name: ] D
Dol [Local =l
Group: Mmmlsunlor z
Password: [+ Set Password |
First Name:
Last Name:
Email:
Extension: i
Session Timeout: | 5 r.imu:gg E '\’f/ ch
ok | [@ cancel]

Figure 40: Add/Edit User window.

2. Enter the following user attributes:

The Add/Edit User window appears, as shown in Figure 40.

Default set to Local.

Select Administrator or Guest

To create a new user password, click Set
Password and enter the new password

twice. Click OK.

Encrypted password appears as dots.

Self-explanatory

Self-explanatory

Self-explanatory

Select from 5 min, 10, 15, 30, or 1 hour.
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User Personality Colors
You can assign different colors to user profiles for role management

purposes (Figure 41).
Add New Color

Set User Personality ‘ Edit/Edit Color
7 Filter . Rule
T 7

7

Add/Edit User ,."l
! /
f i
f
e /
Add/Edit Color Filter

— Filter
name: |

String:

r— Display Colors

Foreground Color... Background Colar...

W OK @ cancel
OK &) Cancel

Figure 41: Assigning different colors to user profiles.

User PCAP Viewer
You can assign a variety of pcap viewer timestamps to the user profile

(Figure 42).
The default time stamp format is hh:mm:ss.mmm (millisec).
User PCAP Viewer Time Stamp
Settings Format
Add/Edit User / /" %

L Summan,rl.-" —Time Stamp Format

2 Personajity Colors Second.MicroSecond
_‘!, PCAP Viewer Second.NanoSecond
- Project MicroSecond

NanoSecond

® hh:mm:ss.mmm (millissc)
hh:mm:ss.uuuuuu (microsac)

¥Y-MM-DD hh:mm:ss.mmm {millisec)

¥Y-MM-DD hh:mm:ss.uuuuuu(microsec)

t/ oK @ cancel

Figure 42: Assigning pcap viewer timestamps.
Page 49
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User Project Description

You can assign a project descriptor such as project name, system under test,

description, test ID format, and a report icon, as shown in Figure 43.

Project Setting

Set Project
Information

Add/Edit User /

e Summalvl.":

2 Personal;t'ly Colars
& pcap Vibwer

.. Project

Project Name: [

System Under Test: |

Project Description: |

Format of Test ID: <Port=-<App>
® <Port=-<App>-<Incremental Numbsrs

Report Icon: | Choose File | No file chosen

CSHh

Figure 43: Assigning a project descriptor.

3. Click OK to add the new user.
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Debug Account

The Debug Account setting enables users to login through an account password to
perform routine or diagnostic operations. Account access depends on the network
connectivity. There is no additional tunnel or port opened in the network.

Enable/Disable

Debug Account Setting P

/
User Management | o

i
B &l A { Debug Account /,

&4 LDAP Senvfs
7

Debug Account Status:

i ThoACs: ."';en"r" ThanTTg 1 T - operstors, field engineers or InfiniCORE support engineers, under your permission, Is
s 4 RADIUS gler\.';_(s able to login thisigh the account  ‘tech_support’  and password you set to perform disgnosis aperation. The access to
= | the account depenids on the network connectivity. There is not any additional tunnel or port is opened in your network.
B8 Groups |

|

" The debug account Yan be dissbled by rebooting thenVoy Packet Recorder Or by tuming off the ‘Debug Account’ through
—_ the same UL

#£ Debug Account

Please input password x \
Password: : | | ’

Repeat:

:/ 0K :@I(Jancel

@ Close

Figure 44: Debug Account window with a password request.

,:', Enabling the debug account status

1. Click Debug Account in the left-hand column of the User Management window,
as described in Figure 44.

The Debug Account window appears.

2. Set the Debug Account Status slider from ToFF 1o 1
The “please input password” prompt appears.
3. Enter your password twice.

The debug account status is enabled.

You can disable the debug account by rebooting the nVoy Packet
NOTE: Broker Appliance, or by setting the Debug Account Status slider

from | on to [ oFF and entering your password.
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Port Classes

Port classes allow you to set individual ports to SPAN, Tool, or Bidirectional port
classes, as shown in Figure 45. By default, all ports are bidirectional and traffic

direction is determined by the domain connection.

Device And User Management "
! Port Classes Port Classes (x)
= il Al Ports SPAN Ports/Mirror Ports Tool Ports Bidirectional Ports ~
% LDAP Servers Inf-load (0) () Ingress () Egress (®) Bidirectional
% TACACS+ Servers Inf-Load (1) () Ingress () Egress (®) Bidirectional
% RADIUS Servers XG3 () Ingress () Egress (@) Bidirectional
- Groups XG4 () Ingress () Egress (®) Bidirectional
& Users XG5 () Ingress () Egress (@) Bidirectional
o BebugAccount XGh () Ingress () Egress (@) Bidirectional
XG7 () Ingress () Egress (@) Bidirectional
XG8 (7 Ingress () Egress (@) Bidirectional
Vinca (0) ( .\Jlngmss (_j Egress ':_.‘,‘ Bidirectional
Vinca (1) (_.\.l Ingress (_j Egress ':_.‘,‘ Bidirectional
XG11 () Ingress (O) Egress (®) Bidirectional
XG12 () Ingress (O) Egress (®) Bidirectional
XG13 () Ingress () Egress (®) Bidirectional v
® Close
Figure 45: Port classes.
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RADIUS Servers

RADIUS servers are not supported in the nVoy Packet Broker
NOTE:  \ersion 1.0 release.

4.4.2 Service Management
The Service Management utility sets up the HTTP/HTTPS web user interfaces, secure
shell, SNMP access and auto refresh settings.

Service Management
@ HTTPWeb User Interface () Running m
i HTTPS Web User Interface (' Running ﬂ | #[Replace Cert...]
@ Secure Shell ) Ruming T
SNMP Agent @ Sstopped OFF | [[Edit]

1% Auto Refresh: |60 » | SEC.

.® Close |
Figure 46: Service Management window.
== Enabling Service Management settings
b 1. Click Settings in the Device Operation panel of the Web Ul, as described in

Figure 27.

The Service Management window appears, as shown in Figure 46.

2. Set any or all of the following Service Management sliders from

TorF 1o IEEN 1

LA

a. HTTP Web User Interface

b. HTTPS Web User Interface

c. Secure Shell

d. SNMP Agent (Click Edit to modify agent, if required)

3. Click the Auto Refresh drop-down combo box and select the desired auto
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Notifications
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refresh rate (Figure 47).

Auto Refresh: @Tl SEC. [\L'@[Rer'resh]

‘h
-

30
60

Figure 47: Auto Refresh

4. Click [Refresh] to refresh the Web Ul internal data.
5. Click Close to exit.

4.4.3 Event Notifications

The Event Notifications setting enables the user to send special event notifications.

The nVoy Packet Broker supports the following messaging formats:

General Every generated event moves to local storage first to prevent loss,
after which a notification mechanism pushes the event out of the
corresponding pipeline, as follows:

Option 1:

Keep events for: Displays how long the event should be stored.

Option 2:

Clear events: Describes an immediate action, which triggers an immediate
removal of the events from the storage system. For example, when you
select “Keep the past day” from the drop-down combo box, all the events
older than the past day are removed.

SNMP Trap The most widely used messaging format; designed to alert
and monitor device activities across a network. Messages are sent to the
manager by an agent when an issue needs to be reported (Figure 48).

Email Event information is sent via email (Figure 48).

SysLog Displays device system information and logs stored on a server.
Users can filter events by Informative, Warning, and Error category (Figure
49).
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Setting up an event notification
.';‘.. 1. Click Event Notifications.

The Event Notification windows appear, as shown in Figures 48 and 49.

Event Notification

SR SNMP Trap
2. SNMP Trap Enable:
B34 Email

B SysLog

Version: vi v
Community:

Trap Server: 1 Port: 2

Email

Enable:

From:

To: [receiver@ema ¥ Use a comma to separate email addresses,
SMTP Server: [smt ail_ Ct Port: [44

Rewrite Domain:

User:

Password:

\/ 0K @ Cancel

Figure 48: Event Notification window — SNMP Trap and Email.

Event Notification

E & al Syslog
2. SNMP Trap Enable: @
&3 Email Remote Server: 10.0.0.1 Port: [514
| SysLox
Ej e Event Filter: Informative & Waming I Error

\-f oK @ cancel

Figure 49: Event Notification window — SysLog

2. Select the appropriate messaging format in the left column.

3. Click the Enable check box in the right column and enter the required
information in the dialog boxes.

4. Click OK to send the event naotification.
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I 4.4.4 Device Firmware Management
______ oo The Firmware Management setting enables the user to view the device activation
Firmware status, file size and operations.
Update
To manage device firmware, go to the Device
Information section of this chapter.
oo Viewing device firmware status
o0 0
<> 1. Click Firmware Update.

The Device Firmware Management window appears, displaying firmware Version,
Activation Status, Size, Md5Sum, and Operations, as shown in Figure 50.

Device Firmware Management x
Version Activation Status Size (Byte) Md55um Operations
nvoy-1.8.2.14 = 152187704 |, [Calculate]
1.8.2.9 @ 152223720 ~ \[Calculate] g [Activate] @[Delete}
1.8.2.8 (- 152060088 [ L[Calculate] o [Activate] {ji] [Delete]
1.8.2.7 @ 152010584 ~ L[Calculate] o [Activate] {ji] [Delete]
1.8.2.6 (- 151994024 |- L[Calculate] o [Activate] {ji] [Delete]
1.8.2.11 @ 152228456 ~ L[Calculate] o [Activate] {ji] [Delete]
1.8.2.10 (- 152236584 [ L[Calculate] y [Activate] [Delete]
nvoy-1.8.2.13 @ 152183880 ~ L[Calculate] o [Activate] {ji] [Delete]
nvoy-1.8.2.12 (- 152182248 |- L[Calculate] o [Activate] {ji] [Delete]

¢ Upload New Firmware... | &) Close |

Figure 50: Device Firmware Management window.

2. Click [Calculate] to calculate Md5Sum.

The window refreshes to display the Md5Sum, as shown in Figure 51.

Device Firmware Management X
Version Activation Status Size (Byte) Md55um Operations
1821 - 149708920 265302712038Bce57e24e96105(09cc60

I (1 Upload New Firmware... | ® Close |

Figure 51: Window displaying refreshed Md5Sum value.
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Click Upload New firmware... to upload new firmware to the Web Ul (optional)

The Update Firmware window appears, as described in Figure 52.

Update Firmware

Note: Uploading new firmware will overwrite any existing irmware image.

Use the Choose File button to find the firmware file you want to upload. Firmware fhles have a file
extension of .ipkg eg., [product model]-1.0.1.ipkg.

After the firmware is uploaded. the device will rebool to start update process. Please DO NOT power

off the device in the middle of update. Use console (baud rate 9600,8M1) to monitor the progress of
update. It usually will take 5 to 10 minutes to finish.

Please select firmware to upload | Choose File...

File Name:

File Size:

Upload Q Cancel

Figure 52: Update Firmware window.

Once the firmware uploads, the device will reboot to start the update process.
NOTE: DO NOT power off the device in the middle of an update.

Use console (baud rate 9600,8N1) to monitor the update progress.

4. Click Choose File... and select the firmware file with an . ipkg file extension
5. Click Upload to upload the firmware.

The new firmware posts to the Device Firmware Management window.
Uploading new firmware will overwrite any existing firmware image.

6. Click OK to exit.

Myricom nVoy Series Packet Broker User Guide v 1.0 Page 57



CS#i

4.4.5 Save Configuration

The Save Configuration setting allows you to preserve changes that have been made
to the device configuration.

== Confirming a device configuration

1. Configure the device, as described further in the Device Operation section.

Once a device has been configured, the Save Configuration script changes
from blue to red, indicating that the changes have been made.

2. Click [Apply] to save the configuration.

The Confirm window appears confirming that the configuration has been saved,
as shown in Figure 53.

Confirm x

E j Configuration has been saved successfully.

W oK

Figure 53: Configuration Save confirmation.

3. Click OK

Once the configuration is saved, the Save Configuration script changes from
red to blue.
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4.4.6 Download Configuration

The Download Configuration setting prompts the user to download and export system
configurations.

== Downloading a system configuration (from Firefox web browser)

- 1. Click [Download] in the Devices Operation panel.

A text file prompt appears in the lower right corner of Web Ul, saving the file as
Opening <Packet_Broker_Name>-Config-File.txt as shown in Figure 54.

You have chosen to open:

nVoy Packet Broker-Config-File.txt

which is: Text Document
from: http://10.6.0.141

What should Firefox do with this file?

(® Open with |Notepad (default) 4
O save File

[] Do this automatically for files like this from now on.

OK Cancel

Figure 54: Text file prompt

2. Click Save File to save the text file to your hard drive.
OR
Click Open with to open the text file in an editor.

4. Click File > Save to save the text file.

The configuration file is saved to the hard drive.
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4.4.7 Upload Configuration

The Upload Configuration setting prompts the user to upload a configuration file to the
server.

Update Configure x) .

Note: Upload configuration file will cause device to restart.

Please select configuration file to upload:| Choose File...

& Upload | O Cancel |

Figure 55: Update Configure window.

oo

- Uploading a configuration file

ol
ik

1. Click [Upload] in the Devices Operation panel.
The Update Configure window appears, as shown in Figure 55.
2. Click Choose File... and select the configuration file.

3. Click Upload to upload the configuration file.

NOTE: The device restarts after the configuration file has uploaded.
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4.4.8 Reset Configuration

The Reset Configuration setting enables you to reset the device configuration to
factory default.

Reset Configuration to Factory Default x

+| Resel Port Configuration
+| Reset Domain Configuration
Reset User Configuration

Reset Network Management Configuration

[Reset All] 7 oKk | [@ Cancel|

Figure 55a: Resetting the device configuration to factory default.

. Resetting the configuration
L N ]
-i. 1. Click Reset in the Devices Operation panel.

The Reset Configuration to Factory Default window appears, as shown in Figure
55a.

2. Check all four check boxes.

The window refreshes to display the default IP, netmask, and gateway
addresses, as shown in Figure 55b.

Reset Configuration to Factory Default x

v| Reset Port Configuration

+| Reset Domain Configuration

v | Reset User Configuration

v| Reset Nelwork Management Configuration

© Use factory default network settings O Use current network settings

IP Address: 192.168.0.240
Netmask: 255.255.255.0
Gateway: 192.168.0.1

[Reset All] ;y'_ék_: (@ Cancel |
Figure 55b: Displaying default IP, netmask, and gateway addresses.
3. Click OK.

The device configuration is reset to factory default.
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449 Reboot Device

The Reboot Device setting prompts the user to reboot the device.

Confirm x

® The current configuration will be lost when they are not
saved.

Please click "Save" to save the current configuration

RISK OF CONFIGURATION LOSS

Q/ Save ;'QCcntinue\i

Figure 56: Reboot confirmation window.

o Rebooting the device

Save your current configuration before you reboot the device. You run the risk

CAUTION: of losing all your information without first saving it.

1. Click [Reboot] in the Devices Operation panel.
The Confirm window appears, as shown in Figure 56.
2. Click Save to save your current configuration.

3. Click Continue to reboot the device.
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4.4.10 Shutdown Device

The Shutdown Device setting enables the user to shut down the device operation.

Confirm Shutdown System ®

to shutdown the device.

@ By clicking OK, device will be shutdown. Please confirm

& ok ||@ cancel |

Figure 57: Confirm Shutdown System window.

'..“ Shutting down the device

- 1. Click [Shutdown] in the Devices Operation panel.
A Confirm Shutdown System window appears, as shown in Figure 57.

2. Click OK to confirm shutting down the device operation.
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4.4.11 Health log

The Health logfile records the following real-time device statistics in one-minute

intervals:

e Number of runtime crash files in the system

¢ Lodfile creation date and time

o Lodgfile category (INFO)

o CPU temperature (degrees Celsius)

o CPU usage (percentage)

e Available memory (MB)

e System Health File Size in bytes.
Health Log (x]
Recent log output:
Found 0 runtime crash files in system ~
# Logfile created on 2017-01-13 09:00:18 -0800 by logger.rb/316841
I, [01-13 09:004813] INFO -- : Temp (C): CPU 40 Usage 29% Memory Free 7505MB
I, [01-13 09:014813] INFO -- : Temp (C): CPU 40 Usage &% Memory Free 7414MB
I, [01-13 09:024813] INFO -- : Temp (C): CPU 40 Usage 5% Memory Free 7413MB
I, [01-13 09:034813] INFO -- : Temp (C): CPU 40 Usage 6% Memory Free 7412MB
I, [01-13 09:044813] INFO -- : Temp (C): CPU 40 Usage &% Memory Free 7410MB
I, [01-13 09:054813] INFO -- : Temp (C): CPU 40 Usage &% Memory Free 7408MB
I, [01-13 09:064813] INFO -- : Temp (C): CPU 40 Usage 4% Memory Free 7415MB
I, [01-13 09:074813] INFO -- : Temp (C): CPU 40 Usage 4% Memory Free T7414MB
I, [01-13 09:084813] INFO -- : Temp (C): CPU 40 Usage 5% Memory Free 7415MB
I, [01-13 09:094813] INFO -- : Temp (C): CPU 40 Usage 5% Memory Free 7414MB
I, [01-13 09:104813] INFO -- : Temp (C): CPU 40 Usage 7% Memory Free 7413MB
I, [01-13 09:114813] INFO -- : Temp (C): CPU 40 Usage 5% Memory Free 7410MB v
T. MN1=-13 N9:1248131 TNFD == : Temn (C): CPO 40 Tlsage 5% Memorv Free 7410MR

[Clear All]
Log files:
Log File Name File Size Operations
System Health 1068 @ [Download]

File size in bytes

Figure 58: Health Log window.
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Creating a health logfile.
1. Click [Health Log] in the Devices Operation panel.
A Health Log window appears, as shown in Figure 58.

2. Click [Download] to save the health log (optional).

Health Log ® m

Recent log output: 1 [ e

e —| system_health.1484326818.log

which is: Text Document (1.9 KB)
from: http://10.6.0.141

What should Firefox do with this file?

(® Open with | Notepad (default)
() Save File

Do this automatically for files like this from now on.

OK

oS T T Toew To7T TV 50 Usaws 5 FSmiy Tie TAiTas
I, [01-13 INFO -- : Temp (C): CEU 40 Usage 5% Memory Free 7415MB ~

I, [01-13 INFO -- : Temp (C): CEU 40 Usage 5% Memory Free 741418 |

I, [01-13 INFO -- : Temp (C): CPU 40 Usage 7% Memory Free 7413MB Port 3 CCA9-CG51  CG51-CG49
I, [01-13 INFO -- : Temp (C): CPU 40 Usage 5% Memory Free 741048 —

I, [01-13 INFO -- : Temp (C): CPU 40 Usage 5% Memory Free 7410MB 40G Ports LoopedBack
I, [01-13 INFO -- : Temp (C): CEU 40 Usage 7% Memory Free 7400MB —

I, [01-13 INFO -- : Temp (C): CPU 40 Usage 4% Memory Free 7408MB

I, [01-13 INFO -- : Temp (C): CPU 40 Usage 5% Memory Free 7408MB

I, [01-13 INFO -- : Temp (C): CBU A0 Moama &5 Momams Fros 748243 —l

I, [01-13 INFO — : Temp (C): CPU| ynpring cveterm hoalth 1 196818 lon

I, [01-13 INFO —- : Temp (C): CPU| ~F*- = T S TR R T

I, [01-13 INFO -- : Temp (C): CPU |
I, [01-13 08: - : Temp (C): CEU

% Emaa 09+ B IEE :[;;: cer You have chosen to open:

Cancel

Figure 59: Health logfile prompt

A logfile prompt appears in the lower right corner of Web Ul, saving the file as
system_health.<Logfile_Number>.log as shown in Figure 59.

3. Click Save File to save the log file to a text file editor.
OR

4. Click Open with to open the lodfile in a text file editor.

5. Click File > Save to save the lodfile to a text file editor.

The health lodfile is saved to the editor.
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4.5 Service Status

The Service Status panel displays the real-time device status by user, system,
domain, port, task, and so on, as shown in Figure 60.

4 [2017-0322 || B [Today] [Export Log]

Services  Mar22 Mar21 Mar20 Mar19 Mar18 Mar17 Mar16
ver | & | @ @O |0 & | &

ModLocator @ﬂ % Q.ﬂ () | © @d %

e | @@ @0 |0 & &

atvin | @ | @  © O |O | © | ©

cnsole | @ | @ @O O @@
I Qﬂ @ﬂ eﬂ O |0 @ﬂ Qﬂ“\ Active event log with
s | & |1 & & O 1O & | & no errors or warnings.
sswe | @ | @ & | O O @ |9

il % % . @.ﬂ O O Qﬁ c ‘5\ Active event log with
Port Qﬂ Q} _ Qﬂ Q) L) Qﬂ Qﬂ errors or warnings.
= @ |® | &0 |0 & |

i Q Q 0 O O 0 0‘"‘\ Active service but with
nVoy 2 @ @ 0 |0 | & | & no event log.

Figure 60: Service Status panel.
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4.5.1 Services Category

The Service Status lists log events into 13 categories. Clicking any tagged active v
event log opens an Event Log Detail window, where event details can be reviewed.

User

The User Event Log Detail window displays events related to user ID, time, warning

severity, and description, as shown in Figure 61.

Event Log Detail
B A Display Filter: Informative Warning Error
|| System 1D Source Time Severity
|| FlowDirectar-640P 99 User 2?}1;:;2:24'515 @ Informative
9 HITE 107 User 2?);70225215 ) Informative
o 108 User 20170215 | gy |nfarmative
(1 User 09:05:05
[} Domain 109 User 2%;_;{5’:2[;515 @ Informative
] Port 1872 User 221;2'3:2(;1 © Informative
& nvay 2476 User 22?{;33722 © Informative
2757 User 2%;;2:25'53 © Informative
3693 User 2(;1175221 ;6 © Informative
4124 User 22;;3:22';7 © Informative
5048 User 2(;1223:26;8 © Informative
6864 User 2?1771 2_37'52 © Informative

Description
User admin login successfully
User admin login successfully

User admin password has been changed

User with username admin and demain local has been

updated

User admin login successfully
User admin login successfully
User admin login successfully
User admin login successfully
User admin login successfully

User admin login successfully

User __Var__ login failed

Figure 61: User Event Log Detail window.

ModLocator

The ModLocator Event Log Detail window displays events related to traffic modules
device ID assignment, time, warning severity and description, as shown in Figure 62.

[Event Log Detail

B Al Display Filter:[_/] Informative Warning Error
System 1D Source Time Severity

| FlowDirector-640P 5 ModLocator 2?;75222414 © Informative

g HITP 153 ModLocator 2%;73221715 @ Informative

= :::LDCBIDI' 677 ModLocator 201273222;6 o Informative

: Dirhain 1164 ModLocator 2%17?62:26221 © Informative

Port 1265 ModLocator 2%?3225821 © informative

[ nvoy 1372 MadLocator 2%;1;2:25'721 © Informative

1534 ModLocator 2%;7422521 © informative

1618 ModLocator 2%3:5'?_22'521 © Informative

2160 MadLocator 2%2'7422152 @ Informative

2244 ModLocator 2%3;7522052 © Informative

2398 ModLocator 22;77?21__52 @ nformative

Description
Start device registration...
Start device registration...
Start device registration...
Starl deviee registration...
Start device registration...
Start device registration...
Start device registration...
Start device registration...
Start device registration...
Start device registration...

Starl device registration...

| ® Close |

Figure 62: ModLocator Event Log Detail window.
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System

The System Event Log Detail window displays events related to system booting,
running status, shutdown, and reboot, as shown in Figure 63.

Event Log Detail
Il [ A Display FiILer: Informative Warning Error -
1B System D Source Time Severity Description
2017-02-14 ;
I FlowDirector-640P 0 System 125616 o Informative System is starting... ~
| HTTP 75 System 23;?5223;4 o Informative NFS sharing has been stopped.
ModLocator s
! 2017-02-14 s
76 System 0 Informative  SNMP service has been stopped.
User 12:56:33
| Domain 146 System 2%19?3331];5 o Informative Firmware upgrade to version Id640p-1.8.2.9 completed.
2017-02-15 7
" Port 3 i
I 148 System 09-35:08 @ Informative System is starting...
Vi 2017-02-15 5
oy 222 System s o Informative NFS sharing has been stopped
0F:35:25
2017-02-15 y
223 System @ Informative SNMP service has been stapped.
09:35:25
2017-02-15 .| Start domain with name "VW_XG24_XG26" since it is
224 System 00:35.95 ) Informative e
671 System 201;?3822;6 o Informative Firmware upgrade Lo version fd640p-1.8.2.10 completed.
2017-02-16 : i 5
672 System 12:3118 0 Informative System is starting...
2017-02-16 .
747 System 192104 o Informative NFS sharing has been stopped v Vv
® Close. |

Figure 63: System Event Log Detail window.

HealthMon

The HealthMon category displays the device running status. There is no Event Log
Detail window associated with the HealthMon category.

For more information on health logs, go to Section
4.4 .11 Health Log.

Console

The Console category displays the system console interface status. There is no Event
Log Detail window associated with the Console category.

For more information on consoles, go to
Appendix 3: Hardware Specifications.
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HTTP

The HTTP Event Log Detail window displays events related to HTTP traffic and
service, as shown in figure 64.

Fpiant Lig Dl
Bl & Al Display Filter: [ /] Informative Wiarning Error
| ] System D Source Time Severity

| | FlowDirector-640P 2 HTTP 2?12?522181‘1 @ Informative

LENEEER 3 HTTP 221275'2:21';4 © informative

h :;imcamr 150 HTTP 2%19?:;221;5 O nformative

: Domain 151 HTTP 2%19?3:2:2]';5 © Informative

[ Port 674 HTTP 2?_1273222;6 0 Informative

] nvay 675 HTTP 2[;12?3222;6 @ Informative

1161 HTTP 2%17?{;2:25'51 @ Informative

1162 HTTP 2%17?62?5'51 ) 'nformative

1262 HTTP 2%18?:;2:25'121 @ Informative

1263 HTTP 2%;73225121 @) Informative

1369 HTTP 2?!1;‘;2_2:121 © Informative

Description

Web Service is restarted. HTTP: true

Web Service is restarted. HTTPS: true

Web Service is restarted. HTTP: true

Web Service is restarted. HTTPS: true

Web Service is restarted. HTTP: true

Web Service is restarted. HTTPS: true

Web Service is restarted. HTTP: true

Web Service is restarted. HTTP5: true

Web Service is restarted. HTTP: true

Web Service is restarted. HTTPS: true

Web Service is restarted. HTTP: true

® Close

Figure 64: HTTP Event Log Detail window.

HTTPS

The HTTPS category displays events related to HTTPS traffic and service. There is no
Event Log Detail window associated with the HTTPS category.

SNMP

For more information on HTTPS, go to Section
4.4.2 Service Management.

The SNMP category displays the network management status. There is no Event Log
Detail window associated with this category.

For more information on SNMP, go to Section
4.4.3 Event Notifications.
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Domain

The Domain Event Log Detail window displays events related to creating, initializing,
running, and executing a capture domain, as shown in Figure 66.

Event Log Detail o
=) (o A Display Filter: Informative Warning Error A
B System D Source Time Severity Description
| | FlowDirector-640P 102 Domain 201?'0_2'15 o . Domain runner enters execution state ... ~
£l 08:59:26  Informative
Rl 103 Domain 2017-02-15 @ Domain NewConfigl is created and alive

|| ModLocator 08:59:29  Informative

: 2017-02-15 : —_
104 D D NewConfigl Liall
) User omain 08:5929  Informative omain NewConfigl is initializing
n " 2017-02-15
LE] Domain 105 Domain 08:59:30 Ixrmative Domain NewConfig1 is running
| Port e 2017-02-15 @ Domain NewConfigl stops running with reason Stop Request
110 Domain S :
B nvoy 09:06:40 Infarmative From Operator
'3
2017-02-15
111 Domain o n Domain runner enters execution state ...
09:06:40  Informative
) 2017-02-15 @ ) TN 2
112 Domain Domain Ingress_Port_Groups_Testing is created and alive
09:06:43  Informative BIEISNOM PR 8
. 2017-02-15 @ : O
113 Domain Dormain Ingress_Port_Groups_Testing is initializing...
09:06:43  Informative gEs e = g ! £
; 2017-02-15 - . :
114 Domain 09-06:43 Informative Domain Ingress_Port_Groups_Testing is running
. 2017-02-15 o Domain Ingress_Port_Groups_Testing stops running with
115 Domain :
09:11:31 Infarmative reason Stop Request From Operator v v

|® Close ‘

Figure 66: Domain Event Log Detail window

Port

The Port Event Log Detail window displays events related to traffic port assignment,
reservation, name changes, and running status, as shown in Figure 67.

Event Log Detail ()
= &= Al Display Filter: ¥! Informative ¥ Waming |¥| Emor
i4 System D Source Time Severity Description
(i Flowbirector640 || 590 Port N ois” | @ Infomative Change port name from XG30 to iLd226-XG1 =
5 HrTe 591 Port s’ | @ Informative Change port name from XG32 to iLd226-XG2
() Moduocator 1999 Port 20150825 | @ Informative Port 3240-3 switches to TAP and Miror mode
W] User 2000 Port 20150825 | @ Informative Port 32404 switches to TAP and Miror mode
£ Domain 2001 Port 201508-25 | @ Informative Port 3240-3 switches to TAP and Miror mode
\L) Port 2166 Port 22;56281;5 @ Informative Change port name from XG1 to 240G-20
" 5 .
ey 2167 Port 201%08,25 | @ Informative Change port name from 3240-1 to 2406-20 |
2168 Port a5 | @ Informative Change port name from 240G-20 to 240G-19
2169 Port 2 oa2s | @ Informative Change port name from XG3 to 2406-21
2170 Port N osa® | @) Informative Change port name from 3240-2 to 2406-22
2171 Poit 2015.08,25 | @ Informative Change port name from XG19 to 2406-23
2172 Port 201%05-25 | @ Informative Change port name from XG20 to 2406-24 Al
® Close |

Figure 67: Port Event Log Detail window.
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Task

The Task category displays events related to task status and management. There is

no Event Log Detail window associated with the Task category.

DiskDrive

There are many task categories to choose from.

Go to Section 3.2.1 Web Ul tabs and select the
appropriate tab for more detailed task information.

The DiskDrive category displays events related to hard disk drive storage. There is no
Event Log Detail window associated with the DiskDrive category.

nVoy

The nVoy Packet Broker Event Log Detail window displays events related to device
configuration, activation, initializing, loading, power supply status, fan status, and so
on, as shown in Figure 70.

For more information on disk drive storage, go to

Section 4.3 Device Information, or Chapter 8:
Syslog Tab.

Event Log Detail o
B =Rl Display Filter: [] Informative Warning Error
l_.; System iD Source Time Severity Description
- . 2017-02-21 . Aulomatically sync time with internet time server -
L] FlowDirector-640P 1308 oY 08:45:49 @ informative time.nisL.gov disabled
5 HTTP 1371 e 2017-02-21 Inf i Automatically sync time with internet time server
- fxoy Oas:sy | O Informative [ st gov disabled
I ] ModLocator .02-
3 1373 nVoy 2%;?42_25?1 o Informative  Port XG1 SFP module is unplugged
B User :45:
-— 2017-02-21 = Port XG2 SFP module is plugged. New module type:
74 Vi Inf
|} Domain 3 i oBasisy O Informative o oo SFP28 vendor: AVAGO
L 2017-02-21 - Port XG3 SFP module is plugged. New module type:
L] Port 1375 ey ogas:sy | O Informative | o SFP2B vendor: FINISAR CORP.
(15 nVoy 2017-02-21 4 Port XG4 SFP module is plugged. New module type:
= 2320 pNoY oassy | O Informative | o o P28 vendor- AVAGO
2017-02-21 : Port XG5 SFP module is plugged. New module Lype:
e ow ogasssy | O Informative o oo /SFP28 vendor: FINISAR CORP.
2017-02-21 . Port XG6 SFP module is plugged. New module Lype:
1378 Vi Informati
R oBasis7 | O Informative | oo o /SFP28 vendor: FINISAR CORP.
2017-02-21 . Port XG7 SFP module is plugged. New module Lype:
1379 Vi Informati
s opus:s7 | O Informative e crp./SFP28 vendor: FINISAR CORP.
2017-02-21 A Port XG8 S5FP module is plugged. New module type:
2350 nvoy ogassy | O Informative o o SFP28 vendor: FINISAR CORP.
1381 nVoy 2017:02:21 @ nformative  Port XG9 SFP module is unplugged v
NR-45:57
(@ Close
Figure 70: nVoy Packet Broker Event Log Detail window.
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4.5.2 Export Log

Event logs can be exported to an external file through the [Export Log] link.

SERVICE STATUS
[2015-08- [¥] Today]| [Export Log
Event Log Export 4 20150829 [] ¥ [Today]] [Bxport Log |
Services W_ d Aug 26 Aug 25 Aug 24 Aug 23
naow I T T am
Unr S | & | & A
ModLocatar @ & & &, & @ Export Log
System [ @ | @& [ )
Event Log Export 8 x
HealthMao p -
Select Date:  From [2015-08-27] v| To [2015-08-28 v
Consols A
Services: +| Others
HTTP [Uncheck All]
HTTPS
SNMP
Domain
Part
Task
DiskDrive]
FlowDirector: — = =
4 Export§| |@ Close

Figure 71: Event Log Export window.

Exporting an event log

as shown in Figure 60.

1. Click [Export Log] in the upper-right hand corner of the Service Status panel,

An Event Log Export window appears, as shown in Figure 71.

2. Enter the event log export date range.

Check Others for services, otherwise leave unchecked.

3. Click Export.

The event log is exported.
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4.5.3 Event Severity

The service status log events in every Event Log Detail window are categorized into
three severity levels according to the nature of the events, shown in Table 4.

Severity Description

Informative Message |An informative message is just that - information about execution. It is never
used to indicate problems. Only general information, such as system is
starting, storage configuration loaded, disk mount successfully, is found in
informative messages.

Warning Message \Warning messages are generated when a task or operation experiences a
situation that may cause a problem during its execution or when the result
may not be what you expect. You can take action when a warning is
returned, such as canceling the task or by creating another configuration
setting.

Error Message Error messages indicate a critical event, which may prevent a task or
operation from executing. Errors are generated when one or more
parameters have invalid values or when a critical execution process or
routine has failed.

Table 4: Event log severity categories.
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4.6 Flow Domains

The Flow Domains panel lists all domains created through flow operations by domain
name, ingress ports, egress ports, status, and available operations, as shown in
Figure 72. Other domain operations include edit, activate/deactivate, monitor, display,
and delete.

‘ Domain Name ‘ ‘ Ingress Ports ‘ ‘ Egress Ports ‘ A;tt;:f‘;e !| Operations
\ \ \

nowooms v v < v
Hame Ingress Ports Egress Ports Status Operations &

JFM_Simple_TAP Port 1 T7.POT7.P1 (4] -]

JEM_Tag_Oniy_1 Port O TRM (2] @

JFM_Tag_Only_2 Port1 TEP1 e -]

JFM_Tag_Only_2 Port 1 TEPO e [ ]

(@) New Flow Demain_.. - ¢ Flow Domain Operation

‘ Click to Ed‘l‘t Domain ]_\» B =& Domsin
Settings |
' 4 Deactivat
| Activate/Deact / G4 Deactivate
ivate Domain

[ Show Brief Statistics

_» |E2 Monitor ...

Click to Monitor Real-time
Interface Statistics

Duplicate

Click to Show Real-time

Traffic Plot  $ © Download
&

[ - « Hide Realtime Plot
| Delete Domain \»

Delete

Figure 72: Flow Domains panel.

Domain Name
Displays the name applied to the new domain.

Ingress Ports

Shows ingress ports associated with the domain, which can be edited through
the Edit Domain operation.

Egress Ports

Shows egress ports associated with the domain, which can be edited through
the Edit Domain operation.

Domain Status
There are two icons that indicates the domain current activate status.

2 /& : Show domain running status. N s activated; @ s inactivated.
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Domain Operations

Lists all available domain operations such as edit domain, monitor statistics, real-time
traffic plot, activate/deactivate, delete domain (Figure 73). The available domain

operations are described in detail in this section.

Edit Domain

La Deactivate

=i Show Brief Statistics
Monitor ...
Duplicate

© Download

[#Z Hide Realtime Plot

fil Delete
Figure 73: Available domain operations.

4.6.1 Edit Domain

The Edit Domain operation edits domain ingress ports, domain egress ports, and
domain operation and topology, as shown in Figure 74. It can also edit interface and

domain properties.

Diocnaim Duta Fath Designes

Set domain ingress ports

== | | Design domain operation
-e : and topology
P \\_\ Edit interface
| Set domain egress ports properties

Savm To Temolits

Edit domain
properties

Figure 74: Edit Domain operation.

4.6.2 Activate/Deactivate Domain

The domain exists in two states, represented by two distinct command buttons:

&2 - the domain is INACTIVE, click to ACTIVATE the domain.

s : the domain is ACTIVE, click to DEACTIVATE the domain.
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4.6.3 Show Brief Statistics

The Show Brief Statistics operation displays the real-time Rx/Tx packets, bytes per
second, bytes, and Rx errors for a given domain, as shown in Figure 75.

Teceve Packs _WFJ Receive Bytes Recelve Erors Transmit Packets Transmit Bps
focts Rate Total Rate Total Rate Total Rate Total Rate Total Rate Total Rate
Port 1 (1] 1]} (1] 1] o 4] (1] (1] (1) o (] (]
TIPO 0 (1] o [v] o 4] 0 1] o o 1+] 4]
T7.P1 (1] (1] (1] o o o [1] (1] (1] o o o
Figure 75: Domain Show Brief Statistics operation.
Update Status
Displays a statistics progress bar at a given refresh rate. To pause, check the
Pause Update check box.
Select Ports
Allows you to select a subset of ports that you want to monitor.
Monitor Real-time Interface Statistics
For more information on monitoring statistics,
proceed to the following section, Monitoring real-
| time interface statistics
4.6.4 Monitor Real-time interface statistics
The Monitor Real-time Interface Statistics operation displays and updates (per the set
refresh rate) the domain interface module and status, real-time packet statistics, and
configuration status, as shown in Figure 76.
tmtmr T e G o Pae lpte e Countery W Vol leg e Irtwtace Modde e rtmtace St Hide Irtertace SRR Mo Domain Corfs O Rt Counters To Zwo _‘_!.n;,-,!.m_l
N Wi e e - ! | Toolbar Interface Module and Status
C Dt 1wMaIU i
FE;E.-H & L
'—---‘;;.:—-.-m;--'—-—-.'- :-—4—--—- e s, e Bte Bnn | e D Gy ) Bt et B S ntn bt I [
e —— — - Interiace Module L
e 5 4 R s 5 4 R Present true true
e s 2 = Type SFPe SEP 10008s-CX
_ o Bk Vendor Amphendl Amphenist
- i - Serial APF11200022P02 APF124800130GB
——— ' PN S71540002 61034000]
E ! Interface Status
Beatas m— Admin e true
F‘:: - 2 e - - oy - Link On On
¥ | Speed L0Gh 1065
I RxUcstPkts 932,034 607,009,649 932,063 607,009,266
RxUcstPktsNonlP 0 0 0 0
RxUcstPktslPv4 932,034 607,009,649 932,063 607,009,266

Real-time packet statistics by types

IR

— — — S

Figure 76: Monitor Real-time Interface Statistics operation window.
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Toolbar Settings

Reffiesh Frequency: 5 | v | S8C . et the refresh frequency in 1, 5, 15, 30 or 60-second

intervals, as show below.

Refrash Fraguency: [5 '{5 Sac

= ame
Sy ame
© o aIC

30
Column &0 htel

v |Bue Undate : Click the Pause Update check box to temporarily stop interface

statistics from updating; uncheck the check box to resume updating interface statistics.

Hide Counters With Valus Ze0 . )ick the Hide Counters with Zero Value check box to

hide interface statistics with a zero value; uncheck the check box to display all
interface statistics types.

Hide Interface Module . jick the Hide Interface Module check box to hide interface
module information such as presence, type, vendor, serial number and part number;
uncheck the check box to display interface module information, as shown below.

Interface Module

Present true trus
Type SFP+ SFP 1000Base-Cx
Vendor Amphenal Amphenal
Serial APF11200022P32 APF124800130GB
PN 571540002 610540001

Hide Interface Status . )ick the Hide Interface Status check box to hide interface
status information such as admin status, link status, and speed; uncheck the check
box to display interface status information, as shown below.

Interface Status
Admin true true
Link on on
Speed 10Gh 10Gh

Hide Interface Statistics . ¢jick the Hide Interface Statistics check box to hide
interface statistics; uncheck the check box to display interface statistics.
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[Hide Damain Confia . ooy the Hide Domain Config check box to hide the domain
configuration; uncheck the check box to display the Domain Configuration window, as
shown in Figure 77.

Domain Config

Port Name 240G-20 XG8
Type Egress Type Ingress
Port Speed SFP+: 10Gbps Full Duplex Speed SFP+: 10Gbps Full Duplex
Slice Disable
Tag Disable

[F] 240G-20 [F XG8
PPS:607,009,242

PPS:607,009,649
BPS:55,086,326,804 I> BPS:55,085,231,142

[F XG8 [ 240G-20

PPS:607,008,265 PPS:607,008,107
e ey S — P Eraos des 207 282

Data Path

Figure 77: Domain Configuration window.

I Reset Counters To
al UIEE 192519 |- The Reset Counters to Zero command button resets all

interface statistics counters to zero.

# Add/Edit Port : The Add/Edit/Delete command button adds, edits, and deletes ports.

== Adding a port
e 1. Click the Add/Edit/Delete command button.

The Select Port window appears, displaying a map of all ports.

2. Click the port to be added.
The port is highlighted, as shown in Figure 78.

3240-TP XG16 | XG1E  240G-24 Loo 1GWe | WG48 LGSO XLGS2

N Highlighted port

wHS | s WL | ALGS1

mm-p_[gs - T =] o - m
7 o] @
Figure 78: Select Port window.
3. Click OK.
The port is added and displayed, as shown in Figure 79.
Page 78
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Refiash Frequency:[§ [v] Sec  [v|Pause Update [ Hide Counters With Value Zera  [v]Hide Interface Module. (v Hide Intarface Status || Hide Interfaca Statisics v/ Hide Domain Config {ﬁ gm@wu__-m.,zgq [ # addjedit port |
Port Name. 2406-20 [ X68
System Name X62 XG8
Cable ID. AAA
Column l-Eghﬁghl’.er( ” | ﬂ _]
Interface Stati:
Port Name 240G-20
(] Version i | 10
RxUcstPkts 932,034 | 607,009,649 932,063 607,009,266
RxUcstPhkisIPv4 932,034 | 607,009,649 932,063 607,009,266
RxUcstOctetsIPv4 84,580,129 | 55,086,326,804 | 84,583,418 55,086,333,470
RxG64Pkts 599,035 | 455,255,341 699,052 455,254,676
Rxl 232,096 | 151,754,300 233,004 151,754,584
84,580,129 | 55,086,326,804 84,583,418 55,086,333,470
i RxOctetsIPv4 84,580,129 | 55,086,326,804 84,583,418 | 55,086,333,470
i RxPriorityPkts.0 932,029 | 607,009,634 932,055 607,009,257
RxPriorityOctets.0 04,580,556 | 55,086,326,826 | 84,561,607 55,086,331,675
TxPriorityOctets.0 54,579,936 | 55,086,227,282 | 84,582,201 55,086,331,143
TxUcstPkts 932,025 | 607,008,107 932,046 607,009,242
TXUcstPktsIP 932,025 | 607,008,107 932,046 607,009,242
TxUcstOctetsIP 84,580,343 | 55,086,227,090 84,581,431 55,086,329,732
Tx64Pkts 699,031 | 455,253,807 699,045 455,254,657
[ Tx128to255Pkts 232,092 | 151,754,204 232,998 151,754,579
[ TxOctets 4,579,936 | 55086,227,282 | 84,562,201 55,086,331,143
FloodForwardedPkts 932,025 | 607,008,111 932,047 607,009,247
P 1 | 1,519 0 i
t 1,007,657 | 25,241,403,592 1,007,660 25,241,403,228

Figure 79: Port interface statistics.

[} spiit
: The Split command button enables the user to run several real-time
simulation tests on different interfaces the same time, as shown in Figure 80.

NVOY PAGKET BROKER - ST =
S T 8 S
o B [ secil jRmes Lodeial Hide Co [l ] . u
Cable 1D
A =
. cohmavigtee) [ (5] O (BSE) OO
Initestace Modile
false
NiA
NiA
NiA
NA
R
on
NiA
Bt iR
Total Counter itate x T
[ 0 Rbiytes. 0 0 |
o a Pk o 0 |
o o Tubytess o o |
0 0 TaPtts 0 0 ]
] 0 0 o L[] retmicatras 0 0 o | 0
] 0 0 o L[] resicastitas 0 0 o 0
0 0 0 0 o [I[E0]  reroadcanrris 0 ° 0 o v
3¢ _ >

Figure 80: Split-screen representation of two interfaces in real-time.
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Multiple operations example:

The toolbar can also group operations together. In the is example we have selected
Pause Update, Hide Counters with Value Zero, Hide Interface Module, Hide
Interface Status, and Hide Domain Config to demonstrate NVoy Packet Broker Web
Ul flexibility (Figure 81).

[ FiewDioecnon 442 -_-m:-;-;un\'o-e;r-.tr,:. . 8
C  Gebaet//192.1680.232 o hernl? ! VM_240G-20_XG3 I

Rafreth Frocuercy. 3 v Sl o Pause Updats » Mdw Countens WED Vilue Jeo o Mide Interlice Moduly  » Midw Dnterfice Statun Mt Irterlace SLERECE  » MowDomuin Confly Ol Reset Courseny To Jen B st pot

Port Kame. 140G 20 xos
Systees Name X6} xa
Cable ID ) A
— 2 () ¢ () ¢ =) ¢ ()
Interf se SLthtios
Port Name 240G-20 XS
| Counter Rate Totsl e Totsd
| Version : 10 o 10
| RatboutFaty #L0M 607,000,649 #32.063 07,000, 266
Rt Ped Lo 07,000, 640 912083 07,000, 248
RaotOctetal Ped BI85 35085006804 84,380,430 53.084,31),470
Roled Picts. #9005 455,253, 41 99,052 455,154 678
Rxl 2810253Fhts L0 137300 233,004 LILTHINM

RaGoodOctets 04100105 35,006, 106,804 84,500,418 55,084,110 470
ReGctetalPed 04500009 95.006.126.804 84,500,428 43,086,300, 470
RaPriorityfhtsd #2020 607,009,604 912088 407,000,257
RaPriontyOctets0 B4 550,556 55,006,126,806 B4 301,087 $5,006,101,675
TaPriontyOctets0 84370008 B32201 35.084.3)1.14)

Tatboathts #20s #)2.046 07 005, 243

TelscstPitsl P 2025 912,044 607,000,243
TabotOctetal P 84.080,34) 35.004.227.000 B4 55.004.009.702

Tuked Phts L RO H 435,151,007 R 04l 455,154,657

Trl FBtods3rhts 02 107N 23178 15,7545
TaOctets 54575906 55,006,227.202 302,200 55,086,331.143

Fhoodl ormwardediits 12015 607,000,111 #12,047 407,009,247

Parl rrropfats 1 1319 ] o

[T 1,007,652 29,243,40) 902 3,007, 846 35.247,400,208

Figure 81: Interface group operations example.

4.6.5 Display Real-time Plot

The Real-Time Plot command button displays the real-time traffic plot and port
statistics, as shown in Figure 82.

Figure 82: Real-time traffic plot and port statistics.
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4.6.6 Delete Domain

The Delete Domain operation deletes the flow domain.

Deleting a domain

1. Click the Operations pull-down menu in the Flow Domain panel and select
Delete Domain.

A Confirm window appears, as shown in Figure 83.

2. Click OK to delete the flow domain.

Confirm X

® Please confirm to delete the flow operation.

Vf 0K Q Cancel
Figure 83: Confirming domain deletion.
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4.7 Real-Time Domain

The Real-time Domain panel displays real-time plots and traffic statistics of active
running domains, as shown in Figure 84.

Available domain |22 Monitor... || 4 Edit Config... | |7 Topology Map... | | Ga| ||
operations ;v
o ", 8 " ﬁ
P T - | e Aoty Rt B = 3
P S oo e (S SYRS | M W) o) me My w1 e
" (/J m—
\ [2206-20 [Rate Total -
Real-time domain traffic plot L SIS L) ‘
\RxBytes 706.72M 6630.626
[TxPkt |973.44K 9.136
TxBytes 88.34M |828.83G
{CongDrop |0 0
|xcs Rate Total
RxPkt |973.45K 19.136 |
Real-time packet statistics by port |RxBytes |706.73M |6630.60G L
TxPkt 973.45K 9.136
Ty o0 24m o0 03 I

Figure 84: Real-time Domain panel.

4.7.1 Real-time Plot Area

The real-time domain traffic plot displays Ingress and Egress plots in bit-per-second
format (Bps) with congestion packets in packet per second format (CongDropPkts), as
shown in Figure 85.

) M Ingress « M Egress
5.0G

4.0G

.?.OG A A - wrr— l

08:50:39 08:51:29 08:52:19 08:53:09
Incoming Bps: 70266.47G Egress Bps: 8783.30G CongDropPkts: 0

Figure 85: Real-time domain traffic plot displays.
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4.7.2 Real-time Port Statistics

The real-time statistics of ports are displayed below. In this example, the table lists the

following real-time port statistics from port 240G-20, as shown in Figure 86.

RxPkt
The port receive packet rate in packet per second and total packets.
RxBytes
The port receive bytes rate in bytes per second and total bytes.
TxPkt
The port transmit packet rate in packet per second and total packets.
TxBytes
The port transmit packet rate in bytes per second and total bytes.
CongDrop
The port congestion packet rate in packet per second and total packets.

240G-20 ' Rate Total

'RxPkt 1973.44K 19.13G6

|RxBytes | 706.72M 16630.62G

TxPkt 1973.44K 19.13G

 TxBytes 706.72M 6630.62G

| CongDrop 0 0

XG8 Rate Total

|RxPkt 1973.45K 19.13G

|RxBytes 1706.73M 6630.60G

TxPkt 973.45K 9.13G

:I TvbDhdre 00 2AM . 070 022

Figure 86: Real-time port statistics display (example).
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4.7.3 Domain Operations

The Real Time Domain Display panel, enables the user to monitor, edit domain
configurations, check domain topology maps, deactivate, and delete operations, all
from the Operations toolbar, as shown below.

Operations Toolbar

L2 Monitor... || 4 Edit Config... -‘_':. Topology Map... | | ¢l

|- Monitor... |- The Monitor... command button launches the Domain Monitor window,
displaying the domain’s interface modules, status, interface statistics, and domain
configuration in real-time at a set refresh rate.

.« EditConfig... : The Edit Config... command button launches the Domain Data Path
Designer window, displaying domain ingress ports, egress ports, and domain
topologies, all of which can be edited.

7% Topology Map... |. The Topology Map... command button displays the selected

domain data path topology, as shown in Figure 87.

I 240G-20 o XG8

PPS54,074 529,403 PPS5:54,074378.031
BPS:4.607,281,950,225 D BPS:4,907,272.256,118

i XG& 5 240G-20

PPS54.074,378,008 PP5:54,074,376 950
BPS4.807 27225712 D BPS5:4,907,272,159,260

Figure 87: Selected domain data path topology.

A 5 D 5 : The domain exists in two states, represented by
.2 Activate Domain v eactivate Domain o
a G two distinct command buttons:

v . . .
t- : the domain is INACTIVE, click to ACTIVATE the domain.

. : the domain is ACTIVE, click to DEACTIVATE the domain.

: Deletes the flow domain.
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5 Interfaces Tab

The Interfaces tab presents detailed information about interfaces ports, as shown in

Figure 88.
Interfaces List Interfaces Table ‘ Interfaces Operations
= ._.i: ,i’{’! = - /_! ‘.’I ]I‘| [Fe] . -,‘° __-,E
/ / i‘ vﬁ. - “ J.%mw-dmxm 1 (&) L ) Logost

Figure 88: Interfaces tab displaying detailed port information.

5.1 Interface tab panels

Four panels highlight the interface tab’s important features.
1. Interfaces List

The Interfaces List panel displays a record of all the nVoy Packet Broker
devices ports.

For more detailed information on the Interfaces
List panel, go to the Interfaces List section in this
chapter.

2. Interfaces Information Table

The Interface Information table displays device information and attributes
such as, name, port, cable, admin status, statistics, and so on.

For more detailed information on the Interfaces
Information panel, go to the Interfaces Information
Table section in this chapter.
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3. Operations

The Operations panel displays the various device operation and management
settings available to the user.

The operator can invoke operations such as:

¢ Renaming ports

e Enabling or disabling ports

o Filtering ports

¢ Viewing interface module information and port status
e Viewing port statistic counters

e Probing port link attributes

o Clearing port statistic counters

For more detailed information on the Operations
panel, go to the Operations section in this chapter

4. Interfaces Toolbar

The Interfaces Toolbar enables the user to quickly detect, edit, disable, or
enable a specific port.

| For more detailed information on the Interfaces
Toolbar, go to the Interfaces Toolbar section in
this chapter
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5.2 Interfaces List

The Interfaces List panel lists all nVoy Packet Broker devices ports by device and port
ID sequence, as shown in Figure 89.

T T INTERFACES LIST oK |
:;Zt:fo':m 'L‘i‘;’lfftf: =1 IR Flowbirector-640 ~] | Click to fold/unfold
v (=] & vFabric-640-1 Interfaces List panel
expand or fold B 2406-19
¥ 240G-20
8 210621
B8 240G-22
¥ xGs
Listed in Device ID + LB \ scollup/downto :
BottiDisetsice B 40065 check a complete list
. | of ports

Figure 89: Interfaces List panel.

Up close and personal

To view the details of a specific interface port or to perform further operations, click on
the port name, as show in Figure 90.

[ DASHBOARD v ples i iiziii, S| @ rLow ops || () Resource | [ svsioc | @ nELe |
| Edit 3 Disable W} Enable | Filter: [ | T Apply @ Clear |
| e, US'F . 2 Module wFabric-640-1
= m FawDirector-540
=] @ vFabric-640-1 Mo b
M 240610 Port ¥G2
Pl | e =
W 250G-21
! 240622 Admin Enabled
! blcd] Setting SFP+: 10Gbps Full Duplex .
s - = __| Detailed Port
AD0XGS : g
; : = Information
XGE :
Rate Total
XG2
! RxPkts 1,095,174 76,236,349,793
= <o TxPkts 1,075,159 76,236,141,502
o 61 RxBits 780,583,502 780,583,502
Statistics TubBits 780,561,224 780,561,224
W 612 RxBytes | 780,583,592  55,347,798,182,976
o oo TxBytes 97,570,153  6,918,461,393,007
RxErrors a i
M 3240-TP1 Congestion 0 0
XG15 Plugged
! TypeSFP+
M xG16 Vendor:Amphenol
4 Interface Module Serlal:APF11200022P32
M xc17 Part Number:571540002
Rxpwr:N/A
! Xa1g Trpwirz/A
M 240622 ] flliclesr Statistics]
W 20624 Operations Al ] ik sters]
ﬂ;[P obe Link Attribute ...]
M Loope

Figure 90: Specific interface port details.
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5.3 Interfaces Information Table

The Interfaces Information table displays pertinent interface information and
operations, as shown in Figure 91.

=
Tapits [}
Rabits [}
wabric440:1 240619 0
0
o
[
o

5
§

Enstled FraA | A nies
= RaBytes

Tyt

Rafrony

Congestion

FuPias #H THT03,339, 344
T 951,204 76,705.330,442 799,
. RaBis 690,575,120 690,575,120 yunior,
Cindrae Lo 106 b 90,575,800 690,575,860 Seral 29F11200022912
” RaBytes | 690,375,120  55,888,431,563,560 Pt Number:S71540002
Tallytes 86321375 6,961,040,388,380 RIEAd
RaEron o o
Congweion

whabnc£40-1 240G-10 2 A Eratled

o
Raze Total
Rapity
Tabits

Rl

bl 240621 53 (== Enabled P+ 10Gbes Full -
Duphes

RaBytes

Tabytes

RxEnon
| Congetian

v
ity
Tabits
; [
Vhabric£40-1 240622 0G4 oo Enabled i g 0 ] 1068 B
i RaBybes
Tadytes
Rarors
Cangeition

o Plugoed
TroeSs

B vendorASource.

0 SeralHT1412181000

0/ Part Mamberd SFFP-DAC-0

RaPity

Tubuts

Ralizs

SFPe: 10G00s Full " Nk e
L RaBytes
Tuytes

whabng-£40-1 G5 s Enatied

seoes lovoealocs loseeaeea lo

RxErons
Congwdan

3l lo'o

L

Figure 91: Interfaces Information table.

Ten fields highlight the Interfaces Information table’s important features.

Module
The nVoy Packet Broker device ID, as defined by the user.

Name
The port name.

Port
The system port ID of a specific nVoy Packet Broker device. It is a read only
field and cannot be changed.

Cable
The connecting cable identifier.

Admin
Port administrative status.

Setting
Port link attribute.

Link
Port link status.

Speed
Port link speed.
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Statistics
Displays port counters statistics:

Receive/transmit packet rate and total
Receive/transmit byte rate and total
Receive error rate and total

Congestion packet rate and total

Interface Module
Displays interface module status and ID:

Type

Vendor

Serial number
Part number

Receive and transmit power
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5.4 Interfaces Operations

The Interfaces Operations panel displays the most commonly used port operations, as
shown in Figure 92.

Statistics Interface Module Operations
Rate Total
= :
RxBits 0 Bl o SR @ [Dissble] Y [Clear Statistics]
TxBits 0 0 Serial:1110010002 £3/[Monitor]  |3i] [Registers]
RxBytas ] 0} Part Number:OMCS-MB5-L9AHS | & [Probe Link Attribute ...]
T'KBVTE"S 0 i RXDW!':N;”A
RXEmmors 0 i atiaia o
Congestion 0 ]
Rate Total
RxPkts 1,240,234 72,213,818,080
TxPkts 1,240,230 72,213,619,648 ?:ﬁ?gﬁm _ B
RxBits 900,415,784 900,415,784 vendor:amphenol (i [Disable] gy [Clear Statistics)
TxBits 900,408,608 900,408,608 Serial:APF11200022P]2 £33/ [Monitor] | o] [Registers]
RxBytes 900,415,784  52,427,428,993,200 Part Number:571540002 W;.[Probe Link Attribute ...]
TxBytes 112,551,076 6,553,415,876,952 RXPWEN/A
Txpwr:N/A
RxErrors | 0 0
Congestion 0 1]
Rate Total

Figure 92: Interfaces Operations panel.

Description

{2 [Enzble] , (g[Diszble]  Enables or disables the port.

@E[Enahle] The port is enabled; click to disable the port.
va [Disable] The port is disabled; click to enable the port.
3l [Clear Statistics] Clears the port statistics counters and resets them to zero.

_ Displays statistic counters for a selected port, as shown in
3 [Monitor] Figure 93. This operation is identical to the Flow Domains panel
[Monitor] operation.
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/Il FlowDirector-640 [Unsay. x / [ PortMonitor:2406-20 X \__|
& - C | B b#ps://192.168.0.232/monitor.htmi?portid={"deviceid":0,"meduleid":1,"portid":1}
NVOY PACKET BROKER
Refresh Frequency: |5 [» |Sec [ |Pause Update  [v|Hide Counters With Value Zero [ |Hide Interface Module [ |Hide Interface Status [ |Hide Interface Statistics ‘H Bey colnhes o z.x.,‘ Emd]gd;tpu;tl
[ e 2406-20
e XG2
AAA
Column Highlighterl‘ ” ﬁ E]
Interface Module
Present true i
Type SFP+ |
il Vendor Amphenal |
I Serial APF11200022P12 I
PN 571540002 |
Interface Status
Admin| true
Link on
Speed 10Gh
Interface Statistics
I Port Name 2406-20 :
Counter Rate | Total
Version 0 | 10
RxUcstPkts 1,302,054 138,071,291
RxUcstPkisIPv4 1,302,054 138,071,291
RxUcstOctetsTPv4 118,162,546 12,530,019,416 |
Rx64Pkts 976,529 103,553,008 |
Rx128t0255Pkts 325,527 34,518,287
RxGoodOctets 118,162,546 12,530,019,418
RxOctetsIPv4 118,162,546 12,530,019,418
RxPriorityPkts.0 1,302,063 138,071,306
RxPriorityOctets.0 118,164,702 12,530,021,788
TxPriorityOctets.0 118,193,677 12,530,030,668
TxUcstPkis 1,302,406 138,071,315
TxUcstPkisIP 1,202,406 138,071,315
TxUcstOctetsIP 118,194,938 12,530,031,502
Tx64Pkis 976,789 103,552,944
Tx128t0255Pkts 325,614 34,518,371
118,193,677 12,530,030,668
FloodForwardedPkts 1,302,078 138,070,987
ParseErrDropPkts 2 331 |
timestamp 1,405,686 119,624,057,335 |

Figure 93: Displaying statistic counters for a selected port.

Lie] IRegisterc] and pasted to a clipboard, as shown in Figure 94.

Displays port registers values in the Port Registers window to be copied

Port Registers

Please use Ctri+A and Ctrl+C to copy text to clipboard.

Dump FlowDirector-648 Port2:

{:ingress_used=>true,
:egress_used=>true,
:id=»1,
rport=x{:id=>1,
slport=232,
:path=>"slot.1/port.2",
:objid=>16988295,
:uuid=>16988295,
sname=>"2486-28",
rsysname=>»"XG2",
rtype=>"1G/18Gb SFP/S5FP+",
scapture=>false,
scaps=»{:capture=>false,
:tool=>false,

Figure 94: Port Registers window.
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ﬁ[the Link Attribute vee]

Probe Port Link Attributes

Messages

Probing Link Attributes: |l 0%

Use S5FP:
Use SFP:
Use SFP:
Use SFP:
Use SFP:
Use SFP:
Use SFP:
Use SFP:

SERDES with Autolleg...

SERDES with AutoNeg...Link OFf
SERDES without Autoheg...

SERDES without AutoMeg...Link OFff
SGMIT with Autoleg...

SGMII with AutoNeg...Link OFf
SGMII without AutoMeg...

SGMII without AutoNeg...Link OFFf

Probe Completed: 1 usable link attributes are detected.
SFP+: 18Gbps Full Duplex

Available Spead Mode:  [SFP+: 10Ghps Full Duplex] = | (&7 Apply

Figure 95: Probe Port Link Attributes window.

Tests and confirms port link attributes, in the Probe Port Link
Attributes window, as shown in Figure 95.
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5.5

Interfaces Toolbar

The Interfaces Toolbar enables the user to quickly detect, edit, disable, or enable a
specific port, as shown in Figure 96.

o| & FLow ops |] () RESOURCE |L B sysLoG H_@ HELP |

| (7 Edit &d Disable €2 Enable | Filter: 2406

] 7 Apply @ Clear |

 INTERFACES LIST

Rl Auabn

Figure 96: Interfaces Toolbar.

Editing a port

The Edit port window appears.

Select the port on the Interfaces List, as shown in Figure 97.

Click [Edit] on the toolbar.

Make the necessary changes to port name, admin status, speed, or mode.

Click OK.

e

INTER
- Pﬁ-f::a- 540

- ! Enabie

EEEEEEEEREEESEEEEEE

M ioooE

£ DASHBOARD ~ s\ jio i =28 (X FLOW OPS

Ifer:

REsOURCE | [ sysLoG | @ HELP
T 2pply @ Osac

Module

ahric-540-1

Cable

Admin Disabled o
Setting SFP Gops Full D
Link "
Speed
Rate Total
RxPkts
TxPkis
RxBits
Statistics TxBits
RxBytes
TxBytes

Port Name:
Admin:
Speed:
Mode:

RxErrors

Interface Module

Operations

240619
o
SFP+: 10Gbps Full Duplex =
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Figure 97: Edit port operation with Edit port window.
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Enabling a port

e 1. Select the port on the Interfaces List, as shown in Figure 98.
&
1. Click [Enable] on the toolbar.
The port is enabled.
oo . .
- Disabling a port
<

2. Click [Disable] on the toolbar.
The port is disabled.

| B DASHBOARD v il (42,7, = 4| (&) FLOW 0PS || ) RESOURCE || [B sysLoG | @ HELp |
| 7 apply @ Clear |

| (2 @8] Gl Disable & Enzble || Filter: |

. ) . Module
=1 [ Flowbirector-64) -

[ & vFabric-64001 Name
# 240615 Port
bad 2406—{120
— - Cable
[ 240621 1@
W 240622 Admin
8 s Setting

X
B %66 Link
¥ 100-%G5
" xGs Speed
8 co
B xc10
XG11

- Statistics
M xG12
8 xG13
B 3240-TP1
¥ xG1s
W Gis
" 617 Interface Module
M G
B 240G-23
¥ 240624 Operations
B | nanR1

Figure 98: Enabling and disabling a port.
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o0 Port filtering
[ XK ]
bt The filter offers a string-based match capability, enabling the user to drill down to

specific port quickly and easily.

Example 1: Port “XG35”

1. Enter XG35 in the Filter: dialog box.
2. Click Apply.
All ports containing the string Port XG35 are displayed, as shown in Figure 99.

Module M Port Cable Admin Setting Link Speed Statintics Andertace Module Operatans

RaPisy
Tupats
Rats
wEaee G401 333 X535 Enabied S 0GRl Dl B LY Tabits
RaBytes
Tobytes
RaEron
Congemion

tnciuged

sesoesse

cesooeoee

Figure 99: Port filtering example 1.

Example 2: Port “240G-2”

1. Enter 240G-2 in the Filter: dialog box.
2. Click Apply.
All ports containing the string Port 240G-2 are displayed, as shown in

Figure 100.

e 240G-2 1oty J& o

ok os- [ Post Catie Adme Setting Lk Spesd
VR B40-1 240G-20 Gz ana Enaied SFP+1 L0GDDS Rl Dupies. 1060
a1 240G-21 | w o Graied it B 06
vFabnc £40-1 2406_22 NG oo Enabled SFP4: LOGODS Full Duplex 1 106k
e 441 240G-23 | e F—— i honnaedd (1 TH 13
e 8403 240G-24 | nbied sssgion | g e

Figure 100: Port filtering example 2.
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6 Flow Operations Tab
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Figure 101: Flow Operations or “Flow OPS” tab.

The Flow Operations or “Flow OPS” tab offers a comprehensive view of The nVoy
Packet Broker flow domains with the following attributes (Figure 101).

The domain name

The type of domain

Domain admin status

Domain ports and their roles

Domain data path

Domain date, descriptions, and statistics

Domain operations

Myricom nVoy Series Packet Broker User Guide v 1.0

Page 96



CSAi
Tasks

The Flow Operations tab enables users to perform the following tasks quickly and
easily, as shown in Figure 102.

o Creating a new domain

¢ Uploading a domain

e Editing a domain

e Enabling or disabling a domain
e Deleting a domain

e Downloading a domain

e Selecting all or unselecting all domains for a specific task

Myricom nVoy Series Packet Broker User Guide v 1.0 Page 97



CSai
6.1 Flow Operations tab panels

Four panels highlight the Flow Operations tab’s important features.
1. Flow Domains List

The Flow Domains List panel displays a record of all flow domains in
alphabetical order.

For more detailed information on the Flow
Domains panel, go to the Flow Domains list
section in this chapter.

2. Flow Domains Information Table

The Flow Domains Information table displays flow domain information and
attributes such as, name, domain type, admin status, ingress ports, egress
ports, statistics, and so on.

For more detailed information on the Flow
Operations Information table panel, go to the Flow
Domains Information Table section in this
chapter.

3. Operations

The Operations panel displays the various flow domains operation and
management settings available to the user.

For more detailed information on the Operations
panel, go to the Operations section in this chapter

4. Flow Operations Toolbar

The Flow Operations Toolbar enables the user to quickly detect, edit, disable, or
enable a specific flow domain.

For more detailed information on the Flow
Operations Toolbar, go to the Flow Operations
Toolbar section in this chapter
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6.2 Flow Domains List

The Flow Domains List panel lists all The nVoy Packet Broker domains by time or
alphabetical order, as shown in Figure 102.

ogieray: # Time

ﬂ,@l All Flow Domains Ay
/ l
CE Default Virtual Wirs(Ports:ILoad \\

' / 5 - i XG3,3 LN ;
Sort Flow Domains / @ Default Virtual Wirs(Ports:XG3,3 | Click to fold/unfold

by Time order or @ Fans o
; Domain List panel
Alphabetical Order € Filter 2

@ NewDomainl
&) MewDomainl0
€0 NewDomainll
@ NewDomain12
@ NewDomain2
QE NewDomain3
Cﬂ NewDomaing
@ NewDomains T

Listed in directory & NewDomain6 ~._ | Scroll up/down to
tree form, click to & NewDomain7 check a complete list
expand or fold & NewDomaing of domains

Qﬂ NawDomaing

@ VM_240-XG15_XG38
@ VM_240-XG5_240-XG4
@ vM_240G-19_XG9

A YM_240G-20_XGB

@ YM_240G-24_Loophack

Figure 102: Flow Domains List panel.
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Viewing flow domain details

<

To view the details of a specific flow domain, follow these steps:

1. Select the domain from the Flow Domains List, as shown in Figure 103.

The Configuration Editor window appears with detailed flow domain information.

| Detailed Flow Domain Information

[

T
e Tt

BORLERLLLERRERE

-----

Figure 103: Configuration Editor window with detailed flow domain information.
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6.3 Flow Domains Information Table

Important flow domains information and operations are organized and displayed in
table format as shown in Figure 104.

DRDDDDDDDHEH & ®

Mame Domain Typs Addmin States Ingrras Porty Egress Pony Datapath  Date Modified Dencrption Hatntae Operatean
NenDomainld  RowDirector Domain e AGLONGIL AG11,XGE0,9629 Dutal 20150903 11:59:07 2 B o
NesDocuin2  FowDivctae Domain (1] Ty 00NG5MOGIINGE Dval 20150804 18:30:44 3
NewDorand  FlonDissetae Doman ] xG26 2400-20240G22 | Oetal 20150804 07:32:08
NewDomaind  RowDisctie Domain a 320TR 240620200622 | Dutal 20150812 20:28:19
NwDormang  FonDewcize Doman a 3240TR1 X058, 56 Dl 20150813 23:45:51 A
NwDomaing  FowDissctor Domain a 240TR 20622 Dital 20150814 0609:13 )
KereiBormaind Fonlirsctor Doman e 240-TPLNGI6 NG Loonback  400-NGH, Loopback Dwtal  201508-17 22:17:00 A
NewDoraind  FowDisecty Domain a XG0 BLNGITAGIINGSS  NGSNGILAGRY | Detal 20150818 185431 )
Newlomaind  RowDirector Domain a Detal  201508-18 20:32:36 4

VM_2404G15_ X538 RowDisvetae Domain a YGI6,XG38 ¥538,X636 ol 2 : "
WM_240065_240-054 FowDirectar Domain (=] NHALNGH NG NGAE Det : 2
VM_240G-19069  RowDitcior Domain a 2405-19,059 XG9,2406-19 Detal 20150824 15:95:28 2
240620 Intwrface Statistics
Name Rate Total
Pits HATK 51.26M
[ 06,594 TN6
VM_240G20 468  RowDisvete Domain e 24062068 X68,2406-20 Detal 20150962 1407:08 e T s s rax=
Name Rate Total
pits 109 45368
L .21 4486
CongDrop o 0
L " e 240G-24 Loopback Looghack 240G | Dweal 20150827 14:33:36 4@ =
4 Lropback wctor Domas 240624, shack 24062 | 20150827 14:33: et
VIL32401_3240.2  RowDirector Domain (-] 2406.20,2406-22 G060 Dwal 20130809 238227 @
VM_3240-1_3240-TP1 RamDirectse Dormain a 2306-20,3240-TP1 40-TPLNG20 | Detal 20150819 09:00:28 A @z
WLIHILLES  goptincior Dorain (-] 240G-10,X630 ¥I630,2406-20 Dot 2015-08-28 03:21:23 @& @r
VM_1240-2_3240TP1 FowDisector Dormain (] 240G-22,3240.TP1 J40TPLINGZ | Dital 20150818 204932 A @c
VRIS gouticor Domain (-] MOG-220632 NGOG Dal 20150825 032148 R
VM_32403_ 31404 RawDieector Domain a G668 X836 Detal 20150818 20:20:16 A @z
VM_32404_3240-TP1 FowDirector Domain a X68,3240-TP1 JOTPLIGE | Dl 20150814 015101 A @ o
VM_3240-TP1_3240-1 Rowbirector Dormain a 3240-TP1, K626, 46266300612 20620 Detal  2015-08-25 08:14:18 A @ o
WM_3240-TP1_3240-4  AowDirector Domain e 3240-TP1,NG8 NGE,I40-TRL Dutal  2015-08-14 00:46:28 A e
WIHETPL A0 powbictor Domain (1] 3401 AN0KG5 SO0NGEIN0TPL | Detal 20150817 234532 A @B
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HDHODDDDDEDHHDHOD B

Figure 104: Flow Domains Information table.

Flow Domain information table features:

Name
The Flow domain name.

Domain Type
The flow domain attribute and type.

Admin Status
The flow domain administrative status.

i
@ The flow domain is INACTIVE. Click (-Il to ACTIVATE the domain.

(5 The flow domain is ACTIVE. Click ‘& to DEACTIVATE the domain.

Ingress Ports
The flow domain ingress ports.

Egress Ports
The flow domain egress ports.
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Data Path
Displays the flow domain’s data path configuration, as described below.

Click Details in the Data Path column to launch the Data Path Configuration
window, as shown in Figure 105.

Domain in7 Data Path Confi

®C\G;e
Figure 105: Data Path Configuration window.

Date Modified
The last date and time the flow domain was modified.

Description
The flow domain description.

Statistics
Displays the activating flow domain port statistics counters:

¢ Receive/transmit packet rate and total
e Receive/transmit byte rate and total
e Receive error rate and total

o Congestion packet rate and total

An example of activating flow domain port statistics counters is shown in

Figure 106.
240G-20 Interface Statistics
Name Rate Total
Pkts. 959.47K 51.26M
Bytes 696.59M 37.21G
XG8 Interface Statistics
Name Rate Total
Pkts 1.09M 49.36M
Bytes 99.22M 4.48G
CongDrop 0 1]

Figure 106: Example of flow domain port statistics counters.
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6.4 Flow OPS Operations

The Flow OPS Operations panel displays the most commonly used flow domain
operations, as shown in Figure 107.

Statistics

240G-20 Interface Statistics

Name Rate
Pkts 950.47K
Bytes 696.59M

XG8 Interface Statistics

Name Rate

Pkts 1.09M
Bytes 99.22M

CongDrop 0

— Flow OPS operations
l ] /
Ca
L
Total
51.26M g
37.21G6 @
Total \ /
49.36M
4,486

1]

Figure 107: Flow OPS Operations panel.

Description

| [Edit]
R [Enable] | i [Disable]
G2 [Enable]
(:d [Disable]

[£ [Show Statistics]

Monitor ...

Duplicate

@ Download

@ [Delete]

Edits the flow domain settings.

Enables or disables the flow domain.
The flow domain is enabled; click to disable the flow domain.

The flow domain is disabled; click to enable the flow domain.

Displays statistic counters for a selected flow domain. This
operation is identical to the Flow Domains panel [Monitor]
operation.

Displays the flow domain’s interface modules, status, interface
statistics, and domain configuration in real-time at a set refresh
rate.

Duplicates a flow domain entry.

Downloads a flow domain file to the Web UI.

Deletes the flow domain from Web UI.
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Editing a flow domain

2. Click [Edit] in the Operations panel.

= 1. Select the flow domain from the Flow Domains Information table.

The Domain Data Path Designer window appears, as shown in Figure 108.

3. Modify the flow domain settings as required.

4. Click OK.

The flow domain settings have been edited.

‘Domain Data Path Designee
Data Path Compenents

=gl

| o
| » s

Figure 108: Domain Data Path Designer.
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Enabling a flow domain

LA

ToE 1. Select a flow domain from the Flow Domains Information table.
2. Click [Enable] in the Operations panel.
The flow operation is enabled.
.ﬂ. . . .
oo Disabling a flow domain

Sl

1. Select a flow domain from the Flow Domains Information table.
2. Click [Disable] in the Operations panel.

A Confirm window appears to confirm disabling the flow operation (Figure 109).

Confirm

E’Tj Please confirm to deactivate the flow operation.

Y oK ||@ cancel

Figure 109: Confirm window for disabling a flow operation.

3. Click OK to confirm.

The flow operation is disabled.
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Displaying flow domain statistic counters

1. Select a flow domain from the Flow Domains Information table.

2. Click [Show Statistics] in the Operations panel.
The flow domain’s Statistics window appears, as shown in Figure 110.

Domain JFM_VLAN_Filtering_1 Statistics

Pause Update MMl Select Ports | 1 Monitor .. | Update Status: wassss 3

i Receive Packets Receive Bps Receive Bytes Receive Errors Transmit Packets Transmit Bps Transmit Bytes
Rate Total Rate Total Rate Total Rate Total Rate Total Rate Total Rate Total

Port O o o o o (+] (v] o (1} (] (4] o o (v]

Port 1 o 0 0 o 4] o o o 4] o 4] 4] o

T7.PO o o (v} (] (4] (] o o o ] (4] 0 o

TB.P1 o 0 [+] [+] ¢} o o [ v} [+] [+] (¢} 1]

Figure 110: Flow domain’s Statistics window.

oo Deleting a flow domain
[ XX ]
<> 1. Select a flow domain from the Flow Domains Information table.

2. Click [Delete] in the Operations panel.

A Confirm window appears, as shown in Figure 111.

Confirm

C - j Please confirm to delete the flow operation.

if 0K @ Cancel

Figure 111: Flow domain delete confirmation.

3. Click OK to confirm.

The flow domain has been deleted from the Web UI.
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6.5 Flow Operations Toolbar

The Flow OPS Toolbar enables the user to create, edit, disable and enable, or delete
flow domains quickly and easily.

To ensure that all active toolbar operations at your disposal for a specific flow
domain, click the Select check box of the corresponding domain (Figure 113).
Unchecked flow domain entries are limited to the Create Domain and
Upload Domain operations, as shown in Figure 112.

NOTE:

Unchecked flow domain entry

(s
\ LI_ unchecked

active operations inactive operations

Figure 112: Unchecked flow domain entry.

Checked flow domain entry

= DMHBQARDZ,“ 2 INTERFACES ]M‘ () RESOURCE “ B svsLoG H @ HeLp l

| & Create Domain.. & Upload Domain... | [ Edit Domain (G} Activate  fiif Delete () Download | | [] Select All

3 Time| 4 Alpha (@) [ Name Admin Statu Ingress Pom\Egrm Port Datapatt Date Modified
e | g— - - o

™) M

E ¢ All Flow Domains

checked \4 active operations

Figure 113: Checked flow domain entry.
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Creating a new flow domain

1. Click [Create Domain...] from the Flow OPS toolbar.

2. The Configuration Editor window appears, as shown in Figure 114.

_': | Create Domain..

' RESOURCE SYSLOG ‘ﬁ, HELP

<

vy 4 Time| + Alpl
| Flow Demains -
%) JFM_Port1_to
5 JFM_Port0_to |
https_f Ingress Port
A% JFM_VLAN_Fill -
i JFM Simple_TA “
& JFM_Tag_Only,
5 JFM_Tag Only, | Ingress Port Group
cxl JFM _Tag Only:
»;
]
|
Filter
Aggregator
. & w
() Devices
| save s Template... |

Load From Template Library |

oy

A Data Path Components
() MewConfgl

me[Novcorie1

‘ Description
|
I
I

]

Width [70&}7_
Heightlsco |
Automation [] Restart After Reboot
Realtime Piot

Topology in Device View

. it Line mla@

Display

The name of the document. j

' oK | |@ Cancel

 —— ~\
Ma

Figure 114: Configuration Editor window.

Enter the domain name and description in the Component Properties panel. You

may choose to change the remaining default settings.

Click, drag, and place the required component and device icons from the left-
hand panel to the grid.

Click OK.

The Start Domain <NewDomainName> In Progress window appears.

Click Close.

The new domain entry appears in the Flow Domains Information table panel.

NOTE:

Once the domain name is created, it cannot be changed.

Myricom nVoy Series Packet Broker User Guide v 1.0

Page 108




CSHi

Uploading a specific domain

o 1. Click Upload Domain... from the Flow OPS toolbar.
=
The Upload File window appears, as shown in Figure 115.
2 DASHBOARD || 2. INTERFACES RESOURCE SYSLOG || (@) HELP
] Create Domain... Upload Domain... a Select All
Order By: 4 Time| 4 Alpha MName Admin Statu Ingress Ports  Egress Port  Datapatt  Date Modified  Description
= All Flow Domains ; ; o | 2017-01-08
‘ []  JFM_Simple_TAP a Port 1 T7.POT7.P1 | Detail 2o
7] JEM_Simple_TAP 105804
=] JEM Portl to XG7 [] JFM_Portl_to XG7 @ Port 1 T8.P1 Detail 23;?321223
JEM_PortQ_to_XG1 | v Porto o Upload File x
Ll https_filtering . .
2 JFM_VLAN Filtering 1 } N Please select domain zip file to upload: | Choose File... |
= https_filtering
7] JFM_Tag_Only._2 Ffle hlarme:
| JFM_Tag Only_2 i Port O Interface 5t
| JFM_Tag_Only_1 e
Pkts
Bytes
Port 1 Interface St
Upload | [@) Cancel | | Name
Pkts
Bytes
" T7.P0 Interface St
- Mame
Figure 115: Upload File window.
2. Click Choose File...
The File Upload window appears.
3. Select a domain zip file to upload.
4. Click Upload.
The domain zip file uploads to the server.
oo Editing a specific domain
200
< 1. Click the specific domain check box from the Flow Domains Information table.
The Edit Domain button becomes active.
2. Click Edit Domain.
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The Configuration Editor window appears, as shown in Figure 116.

M ingressport1
ot b weiFillert B Egresspantt
- Enable 1, Detaull. Do ke Pod
Protocol S{TCP) Speed
(] Source O Dest PORTAA 44304 TPE)
L]
+ Loadbatance!
Source , Destrianon 1P b
Frotocol ]
Destnation
&)
B Egressport3 [ Egressportd B Egresspons
bt | bt 3 port -
Spoed Speed 5 5o
o -]

<

Save As Template... || Load From Template Library

Figure 116: Configuration Editor window.

3. Edit the component and device icons, as required.

4. Click OK.

The flow domain has been edited.

~  Data Path Components
=" (&) hittps. filtering.

 treressport
we: Filierl
 Replicatort
of Loadbalancel
B Evespontt
B Eeresspont2
I Ewresspon3
I Ewresspona
I Epressponts
Component Properties
Narme hitps._filtering

Use case for

Description| £iltering https

packets
Width| 2441
Height 1951

Automation| [] estart After Reboot

ooty ) Realtioe Plot
[ epatogy in Device Wiew

Display

Line Color | |

[F v Mame

>

The name of the document.

o OK
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Deactivating an active domain
T 1. Click the active domain check box from the Flow Domains Information Table.
The Deactivate button becomes active in the Flow OPS toolbar.
2. Click Deactivate.

A Confirm window appears, as shown in Figure 117.

Figure 117: Confirming domain deactivation.

3. Click OK to confirm domain deactivation.
The domain is deactivated.
o Activating an inactive domain
+ 1. Click an inactive domain check box from the Flow Domains Information Table.
The Activate button becomes active in the Flow OPS toolbar.
2. Click Activate.
A Confirm window appears.
3. Click OK to confirm domain activation.

The domain is activated.
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Deleting a specific domain

oz 1. Click the specific domain check box from the Flow Domains Information table,
as shown in Figure 118.
.
C—e ©
@ ey 'L elete e P
A Q@ s

Figure 118: Confirming specific domain deletion.

The Delete Domain button becomes active.
2. Click Delete.

A Confirm window appears.
3. Click OK to confirm domain deletion.

The domain is deleted.

oo Downloading a domain
LR

1. Click the specific domain check box from the Flow Domains Information table.
2. Click Download from the Flow OPS toolbar.

3. The Zipping files window appears. The domain zip files are created.

4

. Click OK.

o Selecting or unselecting all domains

[ X X ]
- The ' Seectal gng Ll unslectalll check boxes an effective way to batch select or
unselect all domains for a specific task.

Example 1:

To select all domains for deletion, follow these steps:

1. Click the Select All check box.
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All domains are checked, as shown in Figure 119.

t] Delete Capture Domain in Batch

Plaase confirm to delete the following domains:

NenwDomaing

Figure 119: Checking all domains operation.
2. Click Delete.
A Delete Domain in Batch window appears.
3. Click OK to confirm domain deletion.

All domains are deleted.

Example 2:

1. To deselect all selected domains, click the Unselect All check box from the
Flow OPS toolbar

All selected domains are deselected.
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7 Resource Tab

The Resource tab displays all available filter and flow domain information (Figure 120).
Users can also create and manage filters and filter folders.

We suggest that you follow the directions in the Envoy Packet Broker Filter
User Guide in Appendix 5. to acquaint yourself with the basics of creating a
NOTE: filter domain first before moving on to the more detailed procedures in the

nVoy Packet Broker User Guide.

Resource
Resource List Toolbar : Operations
Information Table P
' — = — — / el = 3
/ / =]
/ P ki;uwvu::l@.v..,\-
- F

Figure 120: Resource tab.

Users can run the following operations from the Resource tab:

e Creating and deleting filters
o Editing filters
e Creating filter folders

e Deleting flow domain templates

7.1 Resource tab panels

Four panels highlight the Resource tab’s important features.

1. Resource List

The Resource List panel displays all available filter and flow domain
resources by time and alphabetical order.

For more detailed information on the Resource
panel, go to the Resource List section in this
chapter.

2. Resource Information Table

The Resource Information table displays flow domain resource information
and attributes such as, name, name, description, filter template detail,
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operation, and so on.

For more detailed information on the Resource
Information table panel, go to the Resource
Information Table section in this chapter.

3. Operations

The Operations panel displays flow domain filter operation and management
settings available to the user.

For more detailed information on the Operations
panel, go to the Operations section in this chapter

4. Resource Toolbar

The Resource Toolbar enables the user to quickly detect, edit, disable, or
enable filters.

For more detailed information on the Resource
Toolbar, go to the Resource Toolbar section in
this chapter

Myricom nVoy Series Packet Broker User Guide v 1.0 Page 115



CSHi

7.2 Resource List

The Resource List panel lists all The nVoy Packet Broker resources, such as filters
and flow domains, by time or alphabetical order, as shown in Figure 121.

OrderB},f Time . B
S— = Pl IP Black List '
ort Resource Lis ;
: Y L[ pattem s .| click to fold/unfold
Time order or : ;
A o e O B [ Filters Resource List panel
phabetical Order = [FcEsm

Y Filter-MAC#A-Pass
Y Filter-SourcelPv6-Vian-Pass

. = = =} |} Flow Domains
Listed in directory i L@ S
o itualWire
tree format, click to
& Filter
expand or fold )
& Aggregator-Filter-Replicator

Figure 121: Resource List panel.

To view the details of a specific resource category or to perform further operations,
click on the resource category, as show in Figure 122.

Available flow domains template Information

B pasimounn +| 8, NTIRGACEs G new o (LRl s [ sveos @ e
Ve (4 ke R Tree ) Tempions Craph Cpmmans
ALt = =]
ey LU e T e g e ) Dot
Doa
e

Figure 122: Details of a specific resource category.
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7.3 Resource Information Table

The Resource Information table displays important resource information and
operations, organized and displayed by category. For example, the Filters information
tables is displayed, as shown in Figure 123.

checkbox column template detail operations
Name Dwsc

Firter-MaCeaA-Pass Creats 3 fiter to paas affic that macches MACFA

Fiter-Sourcel Pv-Vian-Pam Create a filter to D233 Source [PV6 with feld Vin

Figure 123: Resource Information table.

Five fields highlight the Resource (Filter) Information table’s important features.

Checkbox column , - ,
Click the checkbox to check or uncheck the filter template for further

operations.
Name The name of the filter.
Description The description of the filter template.
Template Detail Click View Detail to view filter template details, as shown in Figure 124.
Operations The [Edit] and [Delete] operations of the filter template.
Filter Template Detail
Name Field Value Mask
Match Action Pass
default filter VLAN o:ulum gf:;:?:
Source IPv6FA 1:2:3:4:5:6:7:8 FFFF.FFFF:FFFF.FFFF.FFFF.FFRFF.FFFF.FFFF

Unmatched Packets: Drop

-@Uose_

Figure 124: Filter Template Detail window.
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7.4 Resource Operations

The Resource Information table displays the most commonly used filter and flow
domain configuration operations, as shown in Figure 125.

Name A Desc Template Detail Operations
[ | View Detail | [Edit] G [Delete]
Source MAC and .
i ai Edit] Delet:
D Destination IP address filter custom filter View Detail | [Edit] [ elete]

Figure 125: Resource Information table.

Operations
View Detail Displays the filter template detail.
¥, [New Filter] Creates a new filter.
| [Edit] Edits a filter setting.
fiii] [Delete] Deletes a filter entry.
% [Export to CSV] Exports a filter to the server in CSV format.
[ Import from CSV] Imports a filter to the Web Ul in CSV format.
T [Load from Templates] Loads a filter from a template.
(18] Duplicates a filter entry.
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Creating a new filter

We suggest that you follow the directions in the Envoy Packet Broker Filter User
Guide in Appendix 5. to acquaint yourself with the basics of creating a filter domain
first before moving on to the more detailed procedures in the nVoy Packet Broker
User Guide.

NOTE:

1. Click [New Filter...] in the lower left-hand corner of the Resource Operations
sls panel.

2. The Add Filter window appears, as shown in Figure 126.

Name Desc Template Detail Operations .

L stion [P
: B

Mame: . ¥
Folder: /Custom

Description:

Name Ficld Value Mask Operations
#[Export to CSV] [ [Import from CSV] T [Load from Templates] ) [Mew Filter]

oK | @ Cance
Figure 126: Add Filter window.
3. Enter afilter name and description
4. Create the filter in one of the following ways, as shown below:
%[Export to CSV] Exports a filter to the server in CSV format.
[ Import from CSV] Imports a filter to the Web Ul in CSV format.
T [Load from Templates] Loads a filter from a template.

Adds filter detail at the link, network, and transport layer field

¥ [New Filter]
I level.

5. Click OK to create the new filter.
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Editing a filter

o 1. Select a filter entry from the Resource Information table and click [Edit] in the
corresponding Operations column.

2. The Edit Filter window appears, as shown in Figure 127.

B DASHBOARD »| . INTERFACES | (il FLOW OPS

Select Al {5} Delete Create Filter

Order By: + Time |+ Alpha Template Detail

Filters

Edit Filter: §5 and
Name: Source MAC and Destination IP address filter
Folder: {Custom

Descripio:  |custom filter

it CAE ?;
Name Field Value Mask forations
Match Action Pass (RN NER
Filter-1 Source MACRA 00:60:DD43:48:85 FF:FF:FFFFFFFF - | .
Destination IPAA 10.6.0.140 255.255.255.255 I

Unmatched Packets (8) Use other filters, drop if nane () Pass
®|Export to CSV] | <(Import from C5V] ? [Load from Templates] ?'|Ncw Filter]

< >

WO (@ cancel]
Figure 127: Edit Filter window.
3. Modify the filter in one of the following ways, as shown in Figure 128.
|4 [Edit] Edits a filter setting.
[ Deletes a filter entry.
[l§=)] Duplicates a filter entry.
[ Deactivates a filter entry.
[Q_‘] Activates a filter entry.
(4] Moves filter entry up (when there is more than one filter entry).
€ 5 Moves filter entry down (when there is more than one filter entry).
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Edit Filter: /custom/Filter-MAC#A-Pass

Name: Filter-MAC#A-Pass TS i & 2
Edit Filter | | Delete Filter | | Duplicate Filter ‘
Folder: /Custom &
Description: Create a filter to pass traffic that matches MAG#&\ Y \
~ ",
e N \
S B \
e N Total:2 Fiters\[# [@ i A
< e 4
Name Field Value Mask-~.__ % Operations
~
Match Action Pass ey RN 1
> e 7 :
Filter-MacHA Source MACZA 00:00:00:00:00:01 FEFRFEFFFEFF g\
Match Action Pass
Rt Source P#A 1101 255.255.255.255

—

Unmatched Packets Pass (@ Drop ) \
#[Export to C5v]  [[Import from CSV] _5FFroad from Templates] Z[‘I\Jaw Filter]

Deactivate Filter | Move up Filter

¥ o ] [@ond]

Figure 128: Filter modification methods.

. Importing a filter from a CSV file
.i. 1. Open an Edit Filter window.

2. Click [Import from CSV] from the Edit Filter window.

The Import From CSV File window appears, as shown in Figure 129.

Edit Filter: /custom/Filter-MAC#A-Pass

Name: Filter-MAC=A-Pass
Folder: /Custom
Description:  |[reate a filter to pass traffic that matches MACH#A

Total:2 Filters | % E TT

Wens ¢ Click to browse and Mask
X select CSV file to Fass
Filter-MACHFA : o1 FF:FF-FF-FFFRIFF
import pass
Flter-1 Source IP2A ‘\ 1.1.0.1 255.255.255.255
Linmatched Packets Pass () Drop 9
‘\\ ®[Export to C5V] | [*(Import from CSV] | 7 [Load from Templates] W, [New Filter]
Import From CSV Flle \ — *
Please salact csv file to upload rChoose FI_|E!_I 9
File Name:
File Size: = ey
W oK | @ cancel

e | ¢ Upload ||@Cancel |

Figure 129: Import from CSV File window.
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3. Click Choose File... to select a CSV file to import.
The File Upload window appears.
4. Select the CSV file and click Open.
The Import From CSV File window displays the file.
5. Click Upload to import the filter from a CSV file.

Exporting a filter to a CSV file
1. Open an Edit Filter window.

2. Click [Import from CSV] from the Edit Filter window.

3. Save thefile as a template_export._csv text file
OR

4. Open the file in an application of your choice.
Click OK to export the filter to a CSV file.
Loading a filter from a template
1. Open an Edit Filter window.
2. Click [Load from Templates] from the Edit Filter window.

3. The Load Filter Template window appears, as shown in Figure 130.

Edit Filter: [custom/Filter-MAC2A-Pass

Name: Filter-MAC#A-Pass
Folder: fCustom
Description:  |[Ereate a filter to pass traffic that matches MAC#A

Total:2 Filters | % -1- Y

Name Field Value

Mask
Match Action Pass
eV Source MACFA 00:00:00:00:00:01 FRFFFFFFFFFF
Match Action Pass

Filter-1

Source IP=4

Unmatched Packsts Pass (s Drop

1101

{Export to CSV]

255.255.255.255

Select the filter
template

Ooo

+{Import from CSV) Filter]
Lnad Filler Tomgplhete
F— S oo Replace,  Ingresa TrafBic Porsis) 0
= [ oumen Mame: Filter SourcelPyé-Vian: Pass
T R sscosdus Dvicrstion: Creite 3 Wter 19 0308 sonrte I
T FiterSourcelPv-an Fas e Faa !
F ] w1838
Sl st fiter
0] CfTEE
- mm—_— | [ |
Uarmatched Pachats: Grop
Vi
Vi
o
/
/

Figure 130: Load Filter Template window.

Myricom nVoy Series Packet Broker User Guide v 1.0

Page 122



CSHi
4. Select atemplate and click OK.
The template creates a filter in the Web Ul.

Duplicating filter detail

1. Open an Edit Filter window, as shown in Figure 131.

Edit Filter: /custom/Source MAC and Destination IP address filter (x
Name: Source MAC and Destination IP address filter
Folder: /Custom

Description: custom filter

Total:1 Filters | & [ 7 duplicate

Name Field Value Mask Operations
Match Action Pass I _';||@
Filter-1 Source MACHA, 00:60:DD:43:48:B6 FF:FF:FF:FF:FF:FF [ - Jl
Destination IP#A 10.6.0.140 255.255.255.255 L

Unmatched Packets @ Use other filters, drop if none O Pass
& [Export to CSV] | @[import from CSV] 7y [Load from Templates] 7 [New Filter]

Figure 131: Edit Filter window for filter duplication.

2. Click Duplicate in the Operations Column.

3. A duplicate filter entry appears below the original, as shown in Figure 132.

Edit Filter: /custom/Source MAC and Destination IP address filter x
Name: Source MAC and Destination IP address filter

Folder: /Custom

Description: custom filter

Total:2 Filters [& (€ F T,

Name Field Value Mask Operations
Match Action Pass [ ][@][ ]
Filter-1 Source MACHA 00:60:DD:43:48:B6 FF:FF:FF:FF:FF:FF [l‘ J"']
Destination IP#A 10.6.0.140 255.255.255.255 e
Match Action Pass [ ,][@][ ]
Filter-2 Source MACHA 00:60:DD:43:48:B6 FF:FF:FF:FF:FF:FF [ = ‘][ 1
Destination IP#A 10.6.0.140 255.255.255.255 Ga ‘
nmatched Packets se other fiters, drop If none ass

& [Export to CSV] “®[Import from CSV] 7 [Load from Templates] Z_[New Filter]

e T

Figure 132: Duplicate filter entry.
4. Click OK.
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Viewing filter detail
1. Select Filters category in the Resource list.

The Resource Information table appears.

2. Click a filter View Detail link in the Templat

e Detail column.

3. The Filter Details Template window appears, as shown in Figure 133.

Operations

Cuilec B tTine | * Mamm Desc el Dot
- ] Baly's Filter just playing around Vitw Chotal
Hame Field Value Mask
Match Action Pass
Co Filter-1 Source MACHA 00:60:D0:43:48:86 FF:FF:FF:FF.FF:FF
Destination IP#A 10.6.0.140 255.255.255.255

.l JFM Strip VLAN ang
Unmatched Packets: Drop

Figure 133: Filter Details Template window.

Viewing configuration detalil

® Close

1. Select Configuration category in the Resource list.

The Resource Information table appears.

2. Click a Configuration View Detail link from the Data Path Topology column.

3. The Template <ConfigurationName> Data
as shown in Figure 134.

Path Configuration window appears,

Template JFM Strip VLAM and tag pkt Data Path Configuration

H Ingressport1
PartPort "

B Egressportt
POt T7.PO N
Speed SFP4+: 10Gbps Full Duplex

Speed:SFP+: 10Gbps Full Duplex

: Na;ne:. F.gressporr._i
Port: T7.P0
Cable 1D:
Speed: SFP+: 10Ghps Full Duplex
Enable Egress Tag: Enable

Figure 134: Template <ConfigurationName> Data Path Configuration window.
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Deleting a filter entry

.w.
o 1. Select Filters category in the Resource list.
&
The Resource Information table appears.
2. Click [Delete] from the Operations column.
A Confirm window appears, as shown in Figure 135.
Order By: + Time | + Alpha Mame Dese Template Detail Operations
Filters, - Siew Detnil
Cirstom = Bob's Filte gt plaving around . :
[ Source MAC and Destination IP =i S ket
= Build In Conlwm
j Bob's Filter
e @ Poours MAC and Destination P adeess Wer?.
W oK ||@ Cancel
Figure 134: Confirming a filter entry deletion.
3. Click OK.
The filter is deleted from the Web UI.
- Deleting a configuration entry
LA
voe 1. Select Configuration category in the Resource list.
&

The Resource Information table appears.
2. Click [Delete] from the Operations column.

A Confirm window appears, as shown in Figure 136.

Order By: -4 Time | + Alpha Name Type Desc Datapath Topology Operations

Filters D
Custom o <
New_Template FLOWDIRECTOR Description of the te De
| Source MAC and Destination IP Temp. FLOWDIRECTOR Description of the te De
Build In Confirm X
i Bob'sFilter
Configuration Are your sure you want to delete template JFM Strip
: VLAN and tag pkt'?
£l JFM Strip VLAN and tag pkt

) New _Template

r Temp.

Ok |[@ Cancel |

Figure 136: Confirming a configuration entry deletion.

3. Click OK.

The configuration is deleted from the Web UI.
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7.5 Resource Toolbar

The Resource Toolbar enables the user to perform commonly-used tasks on filters
quickly and easily.
Filters Category

The Filters category enables the user to select, create, and delete filter and folder
operations, as shown in Figure 137.

|| v| select All {§i] Delete | ¥, Create Filter ||, Create Folder Delete Folder |
Figure 137: Filters category menu.

i Batch deleting all filter templates
[ XX }
4 You can easily batch delete all filter operations as follows:

1. Click Select All from the filters toolbar, as shown in Figure 138.
2. All available filter templates are selected.
3. Click Delete.
All filter templates are deleted.
[& DASHBOARD v .-E_.m_rﬁg}sczs & row ops [ i e [ sysioG | @ Hewe

| |[4] select All ||{] Delete || ; Create Filter LJ; Create Folder

B

—— ET T Er=—r——
P e Comte i foter 0 2w 1affc ot st MACPA [ wic
P Sl P Nt i ot i 1, [ Sts 19, it Pl Vo Lt 15 et

Figure 138: Deleting all filter templates.
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Creating a new filter

1. Click Create Filter from the filter toolbar.

Folder: fCustom

Name Field Value Mask Operations
wiExport to C5V] | #{impor from C5V] T [Load from Temalates]  “T[New Filter]

W ok | @ e

Figure 139: Add Filter window.
The Add Filter window appears, as shown in Figure 139.
2. Enter a filter name and description

3. Create the filter in one of the following ways, as shown below:

% (Export to CSV] Exports a filter to the server in CSV format.

“[Import from CSV] Imports a filter to the Web Ul in CSV format.
T [Load from Templates] Loads a filter from a template.

. [New Filter] Adds filter detail at the link, network, and transport layer field level.

4. Click OK to create the new filter.
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Creating a filter folder

oz To create a folder for a specific filter type, follow these steps:

1. Click Create Folder from the toolbar.

An Add Folder window appears, as shown in Figure 140.

Add Folder

Please input folder name:

v’" 0K @ cancel
Figure 140: Add Filter Folder window.

2. Enter a folder name and click OK.

A filter folder has been created.

: Deleting a filter folder
L N ]
o .- To delete a filter folder, follow these steps:

1. Select a filter folder and delete all filter templates from the folder.

2. Click Delete Folder from the toolbar.
A Confirm window appears.

3. Click OK to delete the filter folder.
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8 Syslog Tab

The System Log or “Syslog” tab consolidates all nVoy Packet Broker events by log list
category, with search and filter capabilities, as shown in Figure 141.

CPU; fae 30%

nVoy Packet Broker ey v iaoe. o Loesnd i admin | )1 @) Lot
4 r T — ¢ =08
L DASHBOARD | | 8, INTERFACES | (flRowops | [ Wiy Brer|
Search: [ 17 Aeele @ Clear | Find: [ 4 Pevicn B Nt | Totalevents: 11222 |4 FistPage 4 PreviousPage b NexiPage B Lt Page | [ Copyto Clipboard @ System Info |/ Discard Al Events
: 2ol | o | Soure Time' Sereerity Drscription \ |
154 LoGs 11221 oy 2017-03-22 100749 olnmmh\m Port XG18 link status has changed to On "
n User . 11220 vy 20170322 100749 () Informative Port XGA7 link status has changed to On
11219 rivioy 2017-03-22 1007:12 u Informative Port XG18 link status has changed to Of
n i I 11218 riviey 2017-03-22 1007:12 o'"lol"“‘l\’l Port XG17 link status has changed to Of SyS|og TOOIbar [
n FlowDirector- 40P I 1217 oy 2017-03-22 100609 o informative Port XG18 link status has changed to On
n ModLocator I 112186 vy 017-03-22 100607 () Infarmative Port XG17 link status has changed to On
( 11215 riviey 2017-03-22 100353 ) Wnformative Port XGAE link status has changed to Of
| 11214 vy 2017-03-22 100353 () Informative Port XG17 fink seatus has changed to Off
i svitem | 1213 vy 0170322094610 () Informative Post XG18 fink statuss has changed to On
F 11212 vy 017-03-72 094610 () Informative Poet XG17 link status has changed to On
i pomain 11211 vy 2017-03-22 094509 () Informative Post XG18 fink status has changed to O
i Pon | 1210 vy 2017-00-22 074509 () Informative Poet XG17 fink status has changed to Off
I 11209 ey 2017-03-22074100 ) Infarmative Port XG18 link status has changed 1o On
11208 vy 2017-03-22 07:41:00 o Infarmative Port XG17 link status has changed to On
I 11207 vy 017-03-2207:3%26 ) Infarmative Post XGAE link status has changed to Off Syslog Table
I 1204 oy 2017-03-2209:3926 () Informative Port %517 link status has changed to C1
LO List | (LT ey 2017-03-21 213303 ) Wnlormative Poet NG link statuss has changed to On
g | 11190 vy 2017-03-21 21:3257 o Informative Port XG12 link status has changed to Off
I 11189 vy 2017-03-21 21:3228 oinlomhn Port XGA2 link status has changed to On
| 11188 vy 2017-03-21 21-32:22 () Informative Port XG12 link status has changed to O4f
I 11187 vy 2017-03-21 21:3216 olnlomllv! Port XGA2 link status has changed to On
11186 vy 2017-03-21 21:3206 0 Informative Port XGA12 link status has changed to O
11185 oy 2017-03-21 21:31:51 o Informative Poet XG12 link statws has changed to On
11184 riviey 2017-03-21 213149 0Inrr.wnmw Port XG12 link status has changed to Of
11183 ey 2017-03-21 21:31:40 0IMDM\M|\|‘ Port XG12 link status has changed to On
11182 riviey 2017-03-21 21:31:38 olnfomulive Port XG12 link status has changed to Of
11181 vy 2017-03-21 21:33:26 ) Informative. Port XG12 link status has changed to On
11180 vy 2017-03-21 21:31:20 ounrowm Port XG12 link status has changed to Off
1179 vy 2017-03-21 21:31:17 0|"|0"“WVE Port XG12 link status has changed to On
11178 vy 2017-03-21 21:31:14 olnfommiw Port XG12 link status has changed to O#f
11177 riviey 017-03-21 21:31:03 () Informative Port XGA2 link status has changed to On
11176 riviey 2017-03-21 21:30:55 0Inrr.wnmw Port XG12 link status has changed to Of
11175 ey 2017-03-21 21:30:50 olﬂ[mliv! Port XG12 link status has changed to On
11174 vy 2017.03-21 21:30:50 0"![6"!\}11\!! Pt XGA1 link status hag changed 1o On v
CSPi Inc. 2017
H . “ ”
Figure 141: System Log or “Syslog” tab.
. . y s
Three panels highlight the Syslog tab’s important features.
1. Log List
The Log List displays all available log categories.
2. Syslog Table
The Syslog table lists all available event logs by ID, event source, time, severity,
and detailed description.
3. Syslog Toolbar
Search: [ Apply @ Clew | Find: | Proviows Next Total evends; 11222 o First Page o Proviows Page b Neat Page M Lost Page | [5] Copy to Clipboard &% System info - Discard AN Events. |

The Syslog toolbar provides quick access to event log search and filter
capabilities.
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8.1 Log List

The Log List displays all Syslogs by category, as shown in Figure 142.

LOG LIST
=l | Loes

B system

B Flowbirector-640
HTTP
ModLocator

B InfiniLoad
FlowMagic

B Domain

E Lsar

| Click to fold/unfold

Log List panel

Figure 142: Log List displaying all Syslog categories.

L]

8, .
oI 10
L]

Viewing specific event log category details

To view the details of a specific event log category, such as nVoy Packet Broker, click

nVoy Packet Broker from the Log list. The log table displays all event logs related to
the nVoy Packet Broker appliance, as shown in Figure 143.

B pAMBOARD » B INTIRIACTS O F1OW OPS L) RISOORCE M i

Show system logs related selected category

| hee T xon @ oaw A Pwicas B et | o Copyna Ooboses o * Srme Irfe
"9".”_ v el T vty [e———
= 3 100 —
[] St a1 Foalrw i £4) gl o Load & dreama
s i FoGrnc 40 -l
[ d 17 Fomlnm s 44 i FANE 3 ot
[ Mosocms it P Yor e 013004 JaTa ) Momaitw e
13 Foalmwrim 445 ISR 1402 () Mherulie FAND 11 Cwtertmt
B sheton 1 Pt 643 318004 10202 @ Pute FaN0 1 1 wrvce
B Fomtage 13 Poaluwt 443 0130004 142822 ) Dhmate FANY i debuctd
D) o 1 Foalumet 44 01300 32020 Iemute AN 1 e
n FomDirmc 44 WFON 142 It Falid g detacted
L I FomCuacy 445 0 > FUIE A et tad
L] [ [ JEE PEAMT pnmr S0STUE 1 0
] Foaliw s £43 Qi BRI I et
7 Pl dad 0 Lrizaioe Jofriond Compormty
L Fomlvecsy 442 0: L T
: FomiOun 2 &3 L] Mror g iy d T W Ptert T v T Sl oo it
FiaCirme e b 0 BPoraed % B T W et T e Tr SO0 Bl
Figure 143: Log table showing Syslogs by selected category.
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8.2 Syslog Table

The Syslog table displays event log information in detail, as shown in Figure 144.

v Soures Time

0o

" — . oo
52 Doman 20150804 16:25:11
51 Dorman 20150944 16:25:10
0 Doman. 20150904 16:25
it Doraen 20150504 16:25:03
48 Domain 20150904 15:27:13
47 Domain 20150904 15:26:57
% Doemain 2015-0%-04 15:25:31
45 Domzn 20050904 15:25:31
4 Doenain 20150504 15:25:51
43 Domain 20150504 15:25:51
42 Domain 20150504 15:25:48
41 Domain 20150504 15:18:41
40 Domain 20150904 15:1841
] Domain 20150904 15:18:41
] Dormain 20150904 15:18:41
Erd Domain 20150904 15:18:38
k) Domain 20150904 15:18:03
35 Domain 20050904 15:17:15
M Domain 2015-09-04 15:17:15
3 Domain 20050904 15:47:15
2 Domain 0150804 15:17:15
3 Domain 20050904 15:17:12
E ] g 20150904 14:53:17
3 Domain 2015-09-04 14:28:29
k] Domain 2015-09-04 14:28:28
n Domain 2005-00-04 14:28:28
26 Domain 20150904 14:28:25

@ Emor

Q) Informativg
0 Informatie
O Informative
& Emor

& Emor

& Emor

@ Emr

) Informative
O Informatve
0 Informative
& Ermoe

© Ermor

W Informative
0 Informathe
0 Informative
@ Ermor

@ Esror

© Emor
 Informative
0 Informative
0 Informative
0 Informative
10 Informathe
0 Informative
i Informazive
) Inforrmazne
~ e

“"I;‘igure 144: Syslogs table.ﬁ'

8.2.1 Description
Five fields highlight the Syslog table’s important features:

ID Column

Descrgtion

" n o -
Domain ewecution Internupted. Resource not avallable. Type: Egress Port. Number of Domain: 2
Domain NewDomaind I intializng...

(Domain NewDomain] ks crested and alve

DOMSN IUNMT ET8E SxeCution 53t ...

1Domain with "Defat Vitusl Wire(PortsG3,3240-1)° 15 not Xt

Donain witn “Default Vimual Wird POtsnG3,3240-1)" 15 not acthe

Domain Default Vitual Wire POMIcNG3, 3240-1) Is Deminated with exception

Durmain eveCuton intermuoted. Resoute not avallable. Tyoe: Ingrets Port. Number of Domain: 2
Domain Default Virtual Wine{PortsX3, 3240-1) Is intializing..

Domain Defat Virual Wind PormsiG3,3240-1] is creatied and allve

DOMIN Nunf enters eeCution Site ...

Dormain VM_240G-20_XG8 i5 terminated with exteption

Demain ivecution interrupted. Rescausce not available. Tyow: Ingress Port. Numbser of Domain: 2
Domain VM_240G-20_XGS It Inadzing...

Donsain VH_240G-20_XGS is craated and alive

D runfner enlers emecution sate ..

Domain with “VH_XGE_240G-20" exists aiready

Domain VM_XGS_240G-20 i teminated with exteption

Doman execution interrupted. Resource not avallable. Type: Ingress Port. Number of Domain: 2
Diomain VH_XGS_240G-20 i Intializing...

(Domain VM_XGS_240G-20 is created and alive

Dot rumine enters ymecution 2ate ...

User adimin fogin successfully

Domain NewDomainl 1 is running

Domain NewDomain11 is initlafisng. ..

Domain NewDomain11 is created and alive

Domain runner enters execulion state ...

Displays the event log ID, assigned to each event automatically and

continuously.

Source

Displays the event source.

The source categories are dynamic. They are populated as events
NOTE: occur by the component that captures them. Suggestions are included

below.

e User

¢ ModLocator

e System

e HealthMon

o Console
e HTTP

e HTTPS
o SNMP

e Domain
o Port
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e Task

Time

The date and time of the event log.

Severity

Indicates the severity of the event log. There are three severity levels:

Severity

Description

Informative Message

An informative message is just that—information about execution. It is never
used to indicate problems. Only general information, such as system is starting,
storage configuration loaded, disk mount successfully, is found in informative
messages.

Warning Messages

Warning messages are generated when a task or operation experiences a
situation that may cause a problem during its execution or when the result may
not be what you expect. You can take action when a warning is returned, such
as canceling the task or making another configuration setting.

Examples

System starting

Load all stream

Storage configuration loaded

Error Messages

Error messages indicate a critical event that prevented a task or operation from
executing. Errors are generated when one or more parameters have invalid
values or when a critical execution process or routine has failed.

Examples

Domain xxx terminated with exception
Domain with xxx exists already
Domain execution interrupted

Description

Displays detailed event description. Examples include:

o System start

e Load all stream

e Storage configuration loaded

e Disk drive xxx probed

e Disk xxx mounted successfully

e Task xxx created and live

e Task xxx running

e Xxxis live
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8.2.2 Sorting Operations

Syslog is assigned a continuous ID from the time the event occurred and re-initialized
every day. By default, event logs are listed by log ID number in descending order, and

by chronological order, as shown in Figure 145.

The Syslog tab window displays only today’s syslog. Old syslogs are saved to a log file

on a daily basis.

For more information on accessing old syslog
files, go to Section 4.5 Service Status.

Figure 145: Sorting events logs.

Sorting by ID in From
| High to Low Order

4

Sorca

e
L
Ve
Domain
Coman
Doman
Doman
Coman
Doman
Doman
Doman
Doman
Doman
Domain
Doman
Doeman
Doman
Domain
Doman
Domain
Doman
Deman
Dorman
Dorman
Doeran
Doesan
Uer
Dorman
Doman
Detran
Doman
FoaMagic
Syem
Fowlirctor £40
Pl tor £40
Infiniload
n Infreload
19 Infiriload
i Fronliretor 440
17 FrowDinactor £-40
e FomDinector £-40
15 Foralinetor£40
H P Eree tor 440

L5832 LLLRYE «

P¥EERbprdEyYEgsaEL S

i 1~
E I g i g

Sorting by Time in From
Latest to Oldest Order

/
o

JUL 12910 ) Informacie Uger S8 hogin st Cemafully

0154004 2035323 ) Informutie Liser 3cmin login sucoessfuly

01540904 203313 @ Informasve ser 3.0 logn faled

W150004 1625111 Emoe Domain NewDomain] i terinoted with xcecton

20190MM 162511 Q) Four Doman excufon niemcted. Rexourte not yvadable. Trpe: Epness Pot. Nurter of Domae: 2
0150904 1625110 ) Ik Doman NesnCn i IRy

0150004 162507 ) Informatie Doman NewComan] & ceted and alve

150904 1625:00 ) Informane Domiin nufess enders exulion itae ...

0150004 15271 Q) e Domain wi Dot Vitus! Wind Ports NG, J240-1)7 8 £t X
150904 152657 Q Emee Doman wes “Defilt Vitual Wind Portsa 5, 3240-1 )" i ot xctive
20150004 1525:51 @ [or Doman Dufaut Vimusl WindPormciGl, 33401 ) i teminated with exceccon

20150904 15:25:51
20154904 1525:53
20150904 15:23:31
10150504 15:25:48
0150904 151041
J015-09-04 1518040
20150004 15:18:41
0150004 1510041
10150904 15:18:33
010904 13:10:00
20150004 15:17:1%
20130904 13:17:13
0150908 151715
20150004 13:17:15
Wismoaisr: 0
20150004 1433217
0150904 1428:29
20150004 1428:38
20150904 142828
20150004 1428228
0150004 142823 O
0154904 142825 O
20150004 142825 @
10150005 142020 O
0150904 142823 O
0150904 1420:2) @
0150004 142820 @

o

o

o

o

o

i

20150904 14:28:22
10150504 14:28:22
0150904 1420:22
150504 1428:22
20050504 14:28:22

Dorman evecution intemugted. Resource not avalable. Tyoe: Ingres Port. Number of Docan: 2
Domain Dofaut Vtual Wie(PortinGl, J40-1) & Intlang...
Doman Dofault Vitusl Wire( Poes G, 3240-1) is crested and abve
D MUrvee sefers suCUtOn @30

Domain VM_240G-20_XGE & teminabed with excecton

Doman se(uon ntempoted, Retiurte fot dvalible, Trpe: Dngeis Port. Nunber of Doman: 2
Doman VM_240G-10_XG8 & intalang..,

Domin VM_2500-10_X08 1 (reitvd and M

DOMain MUt enters eeouton 22 ...

Doman weh “WW_XGD_1400-20" exnty slweady

Doman VM_XGE_J40G-20 1 taminated with ealecfon

Doman secuton intemucted, Resourte not avalable, Tyoe: Ingress Port. Number of Doman: 2
Domain VM_XGE_240G-20 5 Intalzng...,

Dormain VM_XGI_2405-20 &5 created and abve

DO nurres srfiers vaeC fon Wate .

Uker 3ckmin Jogin uccesfully

Do NewDoman11 is ruseineg

Domain NeaDomainl § i nzaiang....

Ooman NewQomani] i crested and sive

DOman narvier enter] enduton St ..

Start Corman with name NewDomanll” snce o erabled

IFS thaieg hi Bewn R2g0nd

Load 3l strears ..

Intialae Foatagis Comganents. ..

Discovered O tescanes for user Q81 Qlocal

Dritrvred D Sendiiies for U st Slocsl

Discoversd 0 testcanes for use adminglocal

FANT | i seriice

FANL 1t Catecteod

FAND 1 i serice

FAND it ot

FRIG 3 0 service
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Sorting events logs by source

By default, the Source table header lists all event logs by descending ID order.

Click the Source table header and an “Up” arrow appears, with all event logs listed in
ascending alphabetical order, as shown in Figure 146.

Click the arrow a second time and a “Down” arrow appears, with all event logs listed in
descending alphabetical order.

Sorting by Source in From A to 2
Alphabetical Order

i - T Savamny L scnprian
Seatee
3 Copmainy 0150904 161511 ﬂ'EM'I'- Dorrain SewDomain] ks eminaded with esoeption
L +4 Dosmadeny 2OL500-04 16:25:13 q-Emw Divivain ssecution FisTupted. Resoune nol adabia. Type: Epress Port. Mumber of Domain: 2
LH] s DOLREA04 161916 i Erdormatve B Mewlloman] mnmsEeg,,
50 Ducurnagdey Z0L50904 162507 . It Dormasn NevDomain] fs crested and sive
i D 20150004 163503 i Erformafive DT St e ameCLBon e ..
a8 Coareaiin 0050904 15000 ) Eor Domiin with "Dl Virtual Wil PorbiGT, 3240-11 1 ot acthe:
aT Cupregini ZOLSO9 152657 g e Domain with "Dafauit Virtual Wirel Porbs0G3, 3240-1 )" I not actie
a8 Desaadei DOL5O0D4 (50551 Q) Emoe Cuiviiri Dbt Wistual Wins| Porta G, 32 80-1 ] i terrrinated with sscepbon
4% Doy IO SDG-4 150980 Emor Coman sescution mismupssd. Bemousts not svalshis. Type: ngrem fod. Bumber of Domen: 3
44 Dacsrngdny Z0L509-04 15:25:51 Erfarmat Domain Defaul Yictual Wire PorteiGe, 3240-1) s nitaltzing...
4% [ oL E00-04 15:05:57 Erformatve Dasrradn Dol Vel Wivs PorteXG3, X2 80-1] & crosted wnd alve
ar Dorain 0150904 15:15:40 i) Irformatie Comin runnes enfers snecution itate ...
41 Comaini DOLSOGDH 150841 iy Enee Diomain VM_2405:30_3153 |5 beminated with excaption
&0 Desade TOLS00-04 151843 Emoer Cosiraei ampcution nterrupted. Besoimrs not svalabes. Type: Drgreas Pod, Kumbser of Demany: 2
el Doyreagiry 0109 13:18:491 Irfamatia Doraany VM_1505-21_NC 13 intigliang.
3B Ducsrnaginy 20150804 151841 Irfarmatse D VM_2405-20 58 b5 created and allve
i} [T DOLSOR-D4 157838 i Enformative [afusfl e ol Searutan s .
k-l Copregeny 015094 151803 eEW Dorrain with “vM_%G8_I40G-20" ety sready
35 Darmainy 20150004 15:17:15 ﬂ Envee Domasn VM_xG8_2405-21 15 beminabed mith escaption
M DCewadn Do1S0004 150718 Enmger Dsrmain anecution itsrrupted. eiuers ot Svsiabis. Type: brgreas Pon. humber of Deman: 2
33 Cowrmaan 20150904 15:17:1% § Erfarmanie Doarain VRI_NGE_1405-111 8 irebiafizng
a2 Dacirnaziiny 20150004 15175 Erformitve: Duowmaaini VM _NG8_ J40G-11) 1 created andd alive
1 Ciamady LS04 1507 i Informatve Dy Furine eident smeifinn Lae .,
23 Domain 2015094 14:18:23 B Dorain 1E I8 nanning
28 Dacsmaini TOL5E004 LT8R Informatm Cuvaan MevsDomaind | in inbiaésng....
Fil Dxmain 20150004 14020 Ird Domain 15 1n comated and i
F ] Dormain DOLIL-04 14:28:15 Irfarate Dormain Ponmen eien meeduton sabe .
¥ oD tor£40 0150004 L E:38:25 s Irfarmatve Lo 28 svearra...
21 Phgsw Do biyr e300 20150004 14:00:2) o Erfarmative Irotiphss Mowbtigic Comporents.,
18 RowDissctor-i40 20158904 14:78:21 : Irfarmane FARL b in senvice
1T FreswDirec tor 40 20150004 | 818122 Irformatve FARL b oetectad
1% Fowlisector 440 SR04 1400 Informatie FARG it I tervice
15 RowDirector-{-40 20150904 141872 Irfarmiee FANZ b deetectod
14 ReswDisctorE40 0150004 (838 3T Enfiormative AR i i wrvice
13 FloswDirst 40 Pl bt R B b Informadive FARD iy detectid
1z Peswlispr bor 40 20L509-04 14:189:22 Irfarmams AN b in e
11 ReswDisctorg40 3O150004 1 aE2] i Irformatve Fakd s detectod
10 FessDivectar-6411 0150904 1102 Irformatie PBSUIE Iy chebected
L] PoawDirec tor-40 20150904 14:18: 72 Irfarimine PSAIY power outpet 5 good
] ReswDisgtorE40 THL5-00-04 L408:3T Irfgrmative PG b delagned
¥ FoswDirector640 2015094 [E18:10 Irfmate Initigipe Infinilosd Componenty,
B ReoawDispctor£40 20L50004 14:18:11 Irfarmitsg Acthate confguration...
3 Flzwisagar-£40 TOLSSN04 1AEE oy Enformatve ATl O D Wil (RSOl T e e L 0w dlialyied
Figure 146: Sorting event logs by source.
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Sorting event logs by severity

By default, the Severity table header lists all event logs by descending ID order.

Click the Severity table header and an “Up” arrow appears, with all event logs listed
from most to least severe, as shown in Figure 147.

Click the arrow a second time and a “Down” arrow appears, with all event logs listed
from least to most severe.

Sorting by Severity in From high
to low Order
-

10 Soarce Time i Cescription
Severity

53 Domain 2015-09-04 16:25:11 ) Emor Domain NewDamain i terminsted with exception

52 Domain 20150004 16:25:11 @ Emmor Domain axecution intemipted, Resource not avalable, Typa: Egress Port. Number of Domain: 2

48 Domain 20150904 15:27:13 | Y Emor Domsin with "Default Virual Wirs(Poets:X53,3240-1]" Is nat active

7 Damain 201509404 15:26:57 @ Emor Damain with "Default Virual Wine(Ports:X53,3240-1)° Is not active

46 Domain 2015-09-04 15:25:51 @y Emor Doriain Default Vietual Wire(Ports:NG3, 3240-1) is terminated with exception

45 Domain 20150944 15:25:51 @ Emor Domain execution intemupted. Resource not avalable, Type: Ingress Fort. Number of Domain: 2

41 Domain 2015-09-04 15:16:41 ° Emor Domain VM_240G-20_X58 &5 tenminated with exception

4n Domain 20150004 15:18:41 | i@ Emor Darmiain sxecution intermipted. Resource not available. Type: Ingress Port. Number of Domain: 2

36 Domain 20150904 15:18:03 g Emor Daomain with “VM_XG8_2406-20" exists slready

35 Domain 20150904 15:17:15 | @) Emor Domiin YM_XGE._240G-20 i teminated with exception

34 Bomain 20150904 15:1715 &Y Emor Domain exscution nterupted. Resource nok avalzble, Type: Ingress Port. Number of Domain: 2

5 Domain 20150904 16:25:10 ) Informative Domain HeaDomainl i inftializng...

4 Domain 20150004 15:25:51 | { Informative Domain Default Virtual Wire{Portsi53,3240-1) is initializing...

41 Doman 20150904 15:25:51 () Informative Domain Defauit Virual Wirs(Ports:0G3, 3240-1) 15 crested and aive

41 omain 20150904 15:25:46 @ Informative Domain runner enters sxecution sate ..

30 Comain 20150904 16:25:07 | () Informathe Domiain NewDomainl ks created and alive

48 Domain 20150904 16:25:03 () Informative Domain nunner enters sxecution state .

39 Domain 20150904 15:16:41 () Informative Domain VM_240G-20_XGA i inibiaizng...

38 Domain 20150004 15:16:41 ) Informative Domain YM_2406-20_%G4 is created and alive

r Damain 20150904 15:18:38 | () Informative Damain runrer enters emecution sate ...

54 Lsesr 2015-09-04 20:52:15 () Informatna Unser 34,06 bogin failed

56 Liser 2015090 21:27:10 ) Informative Liser admin login sucessfully

55 User 20150964 20:53:23 | ) Informative Usar admin login successfully

33 Domain 20150904 15:17:15 o Informative Domain VM_XGE_240G-20 i initiaizing...

32 Domaini 20150904 15:17:15 ) Informative Domain VM_XGE_240G-20 i ereated and alive

31 Domain 20150904 15:17:12 | () Informative DOmain fnner enters execution Sate ...

] Liser 201500404 14:83:17 | ) Informative Lizer admin login successfully

i Domain 201509-04 14:28:29 () Informative Damain hewDomaind1 Is unning

IE Densin 201500404 14:28:28 () Informative Domain NewDomaind 1 ig initializing. ..

27 Domain 20150004 142628 () Informative Domain NewDomain1 1 is created and aiive

2% Domain 20150004 14:28:25 | ) Informative Dxmiain nunmer enters sxecution state ..

% FawMagic 201509-04 142825 ) Informathe Start damain with name "NewDamainl1” dngw It is enabled

24 System 20150904 14:28:25 () Informative INFS sharing has besen stopped.

23 FlowDirsctor-640 2015-09-04 14:26:25 () Informative Load all streams...

27 FowDirector-640 20150004 14:26:23 | ) Informative Initisfize Fiowdagic Comparents...

1 InfiniLoad 20150904 14:28:23 ' informative Discavensd O testcases For usr Q4_18loca

0 InfiniLoad 20150804 14:26:23 () Informative Discavered 0 testeases for user gues@local

18 InfiniLoad 2015-09-04 14:26:23 | () Informative Discovered 0 testrases for user admin@local

18 FowDirector-640 20150004 14:28:22 ) Informathve FANL Is In servica

7 RowDirector-640 20150904 14:28:22 | () Informative FAN1 is detucted

16 RowDirector640 201508404 14:28:27 () Informative FANZ I8 in service

15 FowDirector-640 20150904 14:28:22 | () Informative FaN2 Is detected

14 FowDirector-640 20150904 14:26:22 | () Informative FaN3 Is in service

Figure 147: Sorting event logs by severity.
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8.3 Syslog Toolbar

The Syslog toolbar, enables the user to perform tasks such as event log filtering,
searching, copying logs to clipboard, and so on, and shown in Figure 148.

| = DASHBOARD .H 22 INTERFACES | (& FLOW OPS HH RESOURCE w @Here

| Filter: l:l f Apply ) Clear I Find: |:| 4 Previous B Next I 2| Copy to Clipboard €
Figure 148: Syslog toolbar.

Creating a syslog filter

A Syslog filter allows you to manage the flow of event messages. To create a Syslog
filter, follow these steps:

1. Select any event log entry from the Log List panel.
2. Click Apply.

3. The log filter results appear in the Source column, as shown in Figure 149.

Filter input | | Apply
textbox Filter
DASHIOARD » (il FLOW 0S| L) RESOURCE MOW

. | s 4 Predows. B et | LV Cooy to Oipboand Cuar #* System Indo
L T— p—T EI touce e . [a—
= 10ss Severty
B sime 53 Doman 0150004 16:25:01 @ Emae Domain NewDioman] i3 teminated wih ssceoton
2 Domain 20150904 16:25:11 Emor Domain sostution interusted. Resource Nt svalabie. Trow: Egrvss Port. Number of Domain: 3
B Fonbirector 640
48 Domain 20150004 15:27:1) @ Evor Domain with “Defautt Virtual Wine PortiG3,3240-1)" Is mot active
B v a7 Doemain 0150904 15:26:57 ) Enoe Do with "Dl Virtual Wire(PorteX03,3240-1)° Is not active
B Mocuocan 46 Comain 0150004 15:25:51 @ Emoe Domain Definlt Vel Wine Portii3, 3240-1 ) i3 terminated with enception
45 Doemain 20150004 15:25:51 Q) Emor Deomain smsCution intermupted. Resounte not svailable. Tyow: Ingress Port. Number of Domain: 2
B nfivtoad 41 Doman 20550904 15:18:41 @ Emor Dromain WM_240G.20_XGS is lrminated with mteption
[ Fowstaoic 40 Domain 0150904 15:1841 Q) Emor Domain smecution interupted. Risource not availabie. Type: Ingness Port. Number of Domain: 2
B 36 Dorain 20050904 15:180 | @ Enor Doomain with “VM_XG8_240G-20" waists abreacty
35 Domain 0150904 150705 ) o Domain VM_XGE_240G-20 is brmmenatid with exception
I vser M Doman 0150904 15:17:15 | @ Emoe Domain evecution intemupted. Resourte fist vadatle, Type: Ingress Port. Number of Domain: 2
51 Doemain 20050904 16:25:00 () Informative Domain NeaDomaint. 13 insalizing...
4 Doman 20150904 15:25:51 () Informutive Domain Default Vimual Win POrtinG3, 1240-1) i3 intaisng...
43 Eomain 20050904 132581 Q) Informutive Deomnain Detinalt Vit Wi POrEsnd), 3240-1 ) 13 created and alive
42 Doman 20150904 15:25:48 () Informutive DOMEN Munfel s eneCuton 2R ...
50 Doemain 20150904 16:2507 | () Informative Domain NenDomain] s crested and aive
el Doman 20150904 16:25:03 () Infarmtive Domain nuaner entse eveuton wte ...
”» Domain 200150904 151841 () Informative. Domain VM_240G-20_X068 s ntializng...
» Coman 20150904 15:18:41 () Enformanve Domain WM_140G-20_XG3 s crested and alive
14 Domain 20050904 15:18:38 ) Informutive DOmain Munner enle eCUSOn S0 ...
b} Dormain 20150904 15:17:05 () Infarmatve Domain VM_XG8_2400-20 i itialtzng...
n Comain 0150504 151715 () Informatve Domain VM_XG8_2406-20 s crested and allve
n Coeain 0150004 150702 () Informatve Domain nunnier ender) euson stite .
% Domain 20050904 14:28:21 () Informate Domain NewDomaini1 s ureing
m Domain 20050904 142828 () Inforrute Domain NeaDomainl1 i insalizng...
m Dormain 20050004 14:20:38 () Informatie Domain NewDomain] 1 ks crested and M
o Dorgin 20150904 14:28:15 () Inforrutive Dionin nunfier enters eeCUSon Site ..
5 FonMagi 20150904 14:28:25 ) Enforrutve LT domain with rame “NewDomainll” gnce & 15 snsbed

| Filter results

Figure 149: Creating a filter operation.
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Clearing a syslog filter

To cancel or clear an applied filter, follow these steps:

1. Click Clear.

2. The action clears the syslog filter from the Source column. The event logs
reappear, sorted by descending event ID, as shown in Figure 150.

| 4 previous B Newt | ¥ Copyto Cliphoard ./ Clear %" System Info

Time & Description

B svtem 53 Domain 2015-09-04 16:25:11

Domain NewDomainl is temminated with exception
B Fondirector-£40 52 Domain 2015-09-04 16:25:11 Domain excution intemupted. Resource not available. Type: Egress Port. Number of Domain: 2
a8 Domain 2015-09-04 15:27:13 Domain with "Default Virtual Wire[Ports:XG3,3240-1)" is not active
B AT a7 Domain 2015-09-04 15:26:57 Domain with "Default Virtual Wire(Ports:XG3,3240-1)" is not active
B Modiocaor 46 Domain 2015-09-04 15:25:51 Domain Default Virtual Wise{Ports:XG3,32490-1) is terminated with exception
45 Domain 2015-09-04 15:25:51 Domain execution intemupted. Resource not available, Type: Ingress Port. Number of Domain: 2
B tnfintosd 4 Domain 2015-09-04 15:18:41 Domain YM_240G-20_X(G8 is terminated with exception
B FowMagic 40 Domain 2015-09-04 15:18:41 Domain exscution intemupted. Resource not available. Type: Ingress Port. Number of Domain: 2
B Comain 36 Domain 2015-09-04 15:18:03 Domain with "VM_XG8_240G-20" exsts already
EL] Domain 2015-09-04 15:17:15 Domain VM_XGB_240G-20 is terminated with exception
B us 34 Domain 2015-09-04 15:17:15 Bomnain exscution intemuptad. Resource not available. Type: Ingress Port. Number of Domain: 2
51 Domain 2015-09-04 16:25:10 Domain NewDomain] Is initialigng...
44 Domain 2015-09-04 15:25:51 Damain Default Virtual Wire{Pors:XG3,3240-1) Is initiaigng...
43 Domain Domain Default Virtual Wirs(Ports:XG3,3240-1) Is created and alive
42 Comain Domain runner enters exscution state ..
50 Domain Domain KewDomain] Is created and alive
40 Domain Domain nunner enters execution state ..
39 Domain 2015-09-04 15:18:41 Domain YM_2406-20_XGB s Initizizing...
38 Domain 2015-09-04 15:18:41 Domain ¥M_240G-20_XG8 Is crested and alive
kT Domain 2015-09-04 15:18:38 DOMSin MUnnEr enters Sxecution SEEe ..
54 User 2015-09-04 20:53:15 User zd,om login falled
56 User 20150904 21:27:10 User admin login successfully
55 User 2015-09-04 20:53:23 tser admin login successfully
33 Domain 2015-09-04 15:17:15 Domain YM_XG8_2406-20 s initiziizing...
32 Domain 2015-09-04 15:17:15 Domain YM_XG8_240G-20 s created and alive
i Domain 2015-09-04 15:17:12 Domain runner enters execution state ...
30 User 2015-09-04 14:53:17 User admin login successhully
2% Domain 2015-09-04 14:28:20 Domain NewDomaini1 is running
28 Domain 2015-09-04 14:28:28 Domain NewDomaind1 is inttialiang...
27 Domain 2015-09-04 14:28:28 Domain NewDomain11 is crested and alive.
2% Domain 2015-09-04 14:28:25 Domain runner enters exscution state ..
5 FlowMagic 2015-09-04 14:28:25 Start domain with name “NewDomaini1® since it is enabled
24 System 2015-09-04 14:28:25 NFS sharing has been stopped.
23 FowDirector-640 2015-09-04 14:28:25 Load all strearms...
12 FlawDirector-540 2015-09-04 14:28:23 Tnitialize FlowMagic Companents...
21 Infiniload 2015-09-04 14:28:23 Discoversd 0 testrases for user Q4_L@local
20 InfiniLoad 2015-09-04 14:28:23 Discoversd 0 testeases for user guestiBlocal
19 InfiniLoad 2015-09-04 14:28:23 Discovened D testeases for user admin@local
18 FlowDirector-540 2015-09-04 14:28:22 FAN1 is in service.
17 FlowDirector-640 2015-09-04 14:28:22 FANT s detected
16 Flawirector-640 2015-09-04 14:28:22 FAN2 i% in senvice
15 FowDirctor-640 2015-09-04 14:28:22 FAN2 s detected
14 FlowDirector-540 2015-09-04 14:28:22 FAN3 i in service

Figure 150: Clearing a syslog filter operation.
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Searching for an event log

The search operation allows users to locate event logs quickly and effectively. To
search for an event log that matches the search parameter(s), follow these steps:

B pASHBOARD +| 5 INTERFACES | G FLOW OPS | L3

1.
2.

3.
in Figure 151.

4.

Click Next or Previous.

Enter the search word in the Find: search box.

search a previous event log, click Previous.

Search input
textbox

Search
previous one

Search next
one

Filter:

106G LIST )

.
g 10 [
B sytem o
B Fowbirstar-640
B v
B Modiocator
B 1nfinLoad
B rowmagsc
B comain
B vser 10

T Apoly @ Clear

| Fnd: [NewDeman

9
System
FowDin o640
FlowDirector-540
HTTP
HTTP
ModLocaor
FlonDiretor-530
FlonDirector-540
FlonDirector-540
FlowDirector-640
FlowDiretor-530
FlowDirector-540
FlonDiretor-640
FlowDirector-540
FlowDirstor-540
FlowDirector-540
FlonDirector-640
FlowDiretor-540

FlowDirsctor-540
FlowDirector-540

Qlinformative
O nformative
@ Bfomatve

2015:09-04 14:28:01
2015:09:04 14:28:07
2015-09-04 14:28:08
2015-09-04 14:28:08
2015:09-04 14:28:08
20150904 14:28:09
2015-09-04 14:28:11
2015-09-04 14:28:11
201509-04 14:28:22
2015-09-04 14:28:22
2015-09-04 14:28:22
2015-09-04 14:28:22
2015-09-04 14:28:22
2015-09-04 14:28:22
2015-09-04 14:28:22
2015-09-04 14:28:22
2015-09-04 14:28:22
2015-09-04 14:28:22
2015-09-04 14:28:22
2015-09-04 14:28:23
2015-09-04 14:28:23
2015-08-04 14:28:23
2015-09-04 14:28:23
2015-09-04 14:28:25
2015-09-04 1428125
2015-08-04 14:28:25
2015-09-04 14:28:25

20150904 14:28:28
20150904 14:28:28

20150904 14:28:29 () Informative
20150804 1453117 (@ Informative
20150904 15:37:12 | () Informative
20150904 1517115 (@) Informative
20150904 15:17:15 () Informative
20150904 15:17:15 | @ Eror
2015-09-04 157:15 @) Emor
20150904 1511803 @) Emor
2015-09-04 15:18:38 () Informative
20150804 15:18:41 (@ Informative
20150504 15:18:41 | () Informative
20150904 15:18:41 ) Eror
2015094 15:16:41 @) Emor

=

Systemn is starting....
Autoenatscally Synd time with intermet Time Server tine. nist g
Automatically syne tine with inteemet bime server timenist.g
Wb Service i restarted. HTTP: true

Web Service is restarted. HTTPS: tug

Start Bevice registation

Activate configuration...

Initiafize Infiniload Components...

P51 is detwcted

PSUIL pawer oUTHLL i3 good

PSLI2 is deticted

FAN4 i3 detected

FAl4 is in senvice

FAN3 is detected

FAN3 s in senviee

FANZ I3 detected

FANZ s in senvice

FAN] i3 detected

8 P is in senviee

Roiscovered 0 testeases for user sdmingocal
Roiscovered 0 testcases for user guestilocal
Bacoversd 0 testeases For user QA_LGlocal
« Componsnts..

Lagal\ strEars...
NFharingabizs been stopped.
Starte th name “NewDomain11® since it is enabled

Domain uilter enters execution 3t ...

Any word in an event log that fits the search parameter is highlighted, as shown

To search the next event log that matches the search parameter, click Next; to

Deseription

ov diabled
av disabled

Dema ereated and alive
Domain N InTIBAg.,.

Domain NewDomain1l Srunning
Usee admin login successfully

Demain nunfier enters execution state ..

Domain VM_XGE_24H1G-20 is crested

)

Filter results

Domain VM_XGB_240G-20 IS initializi

Domain execution interupted. Resource nat available. Type: Ingress Port. Numbsr of Domain: 2

Domain VM_XGB_240G-20 is terminated with exception
Domain with *YM_XG8_2406-20" exlsts already
DOMan UNNer eNters evecution ate
Domain VM_240G-20 eated and alive
Domain VM_240G- italizing...

Domain execution interupted. Resource not available. Type: Ingress Port. Number of Domain: 2

Domain VM_240G-20_XG8 is teminated with exception

Figure 151: Searching for an event log operation.
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z Copying an event log to the clipboard
.:é, The Copy to Clipboard operation allows users to copy all event logs to the Windows
Clipboard.

1. Click Copy to Clipboard on the toolbar.

A System Information window appears, as shown in Figure 152.

2. Enter Ctrl+A and Ctrl+C to copy events log text to the clipboard.

The event log is copied to the clipboard.

3. Click Close.

Copy log table to
clipboard
2 oasunoanp | B INERraces | &F fLow ops |2 resource ooy @ e \*\\ o
|w7?m @O | Fnt: NewDomain | 4 pevicus b hed i ot # Syster Info
&%7 o) . Source Teme Descripion
F.Lﬁm ]
n Symery o Syter 20150904 14:28:01 Syiter i stating.
B roocen : e e e
b wre 3 WrTe 20150004 14:28:08 Vieh Service I3 rearted. HTTP: buw
n ModiLotstar 4 HTTR 20150904 14:28:08 Wb Service i3 retarted. HTTPS:
n Ishod 5 Moclocater 20150904 14:20:09 ot device registrason...
i I Lk 20150804 142801 Jrfomatre fre
D Fonsagic : = = - &
B Doran 4 o8
(L= ]
1
: Time Severity Desc
1 2015-89-84 21:27:18 info User admin login
1
! 2015-89-84 20:53:23 info User admin login
ll|successfully
LS4 User 2815-89-84 28:53:15 info User ad,om login failed
i 53 Domain 2015-89-84 16:25:11 error Domain NewDomainl is
Flliterminated with exception
FANI52  Domain 2015-89-84 16:25:11 Domain execution
IMllinterrupted. Resource not available. Type: Epress Port. Number of Domain: 2
§ 51 i 2815-89-84 16:25:18 info Domain NewDomainl is
Fllllinitializing...
ElI56  Domain 2015-89-84 16:25:87 info Domain NewDomainl is
i created and alive
3 & 2815-89-84 16:25:83 info Domain runner enters
3
: s jour of Domain: 2
3
W TOTTRON T TR0 A
:: Domain z:wmmu::a;u owm;uﬁ: Domain VM_2405-20_XG8 i © aive
» Domain mlmlszllfﬂ ) Informacive Domain VM_240G-20_X58 &5 initaizng..
“ ey TR e v s moames ol SYstem log table
42 Domain 20130904 13:25:48 qlr\fm« DM AUner erlers suecLnon Fate ..
Figure 152: Copying a log table to the clipboard.
.:. Copying a specific log to the clipboard
?‘d To copy a specific log or logs from the same category, follow these steps:
1. Select a log category from the Log List panel.
2. Click Copy to Clipboard on the toolbar.
A System Information window appears, as shown in Figure 153.
3. Enter Ctrl+A and Ctrl+C to copy events log text to the clipboard.
The event log is copied to the clipboard.
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4. Click Close.

ce

I_;~_l o Srtenstormation
! L \ Please ute Ol e a and CorleC to Copy tet £ Chpband,

\ fio Tine Severity Desc
‘\ 0150904 T4 TH:00  dnfo Mep Service I3 reatarted.

2015-09-04 14:78:08 dnfn Meb Service Is restarted.

Select log category

| category results to
Do

Copy select log ‘

clipboard
Figure 153: Copying a specific log to the clipboard.
= Clearing event log displays
-i- The Clear operation allows users to clear the entire event log display from the
Systems Log table.
= Displaying syslog system information
LN
L;' The System Info operation displays nVoy Packet Broker system information such as

model, version, data plane version, PCI bridge, and so on. To display syslog system
information, follow these steps:

1. Click System Info on the toolbar.
A System Information window appears, as shown in Figure 154.
2. Enter Ctrl+A and Ctrl+C to copy the events log information to the clipboard.

The syslog system information is stored as a JSON (JavaScript Object Notation)
file to the clipboard.

3. Click Close.
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Figure 154: Displaying syslog system information operation.
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9 Help Tab

The Help tab enables the user to access all pertinent nVoy Packet Broker online help
documents in the form of user guides, user manual, and video tutorials, as shown in
Figure 155.

The Help tab has been revised since the release of this document.
NOTE: Refertothe Myricom nVoy Series Packet Broker Release Notes to
access the newly revised Help tab.

I CSH

I DASHBOARD | 2 INTERFACES | (§]FLOW OPS | | 3 RESOURCE | [ SYSLOG (@i

USER GUIDES - USER MANUALS
T UG100-InfinkCORE FlowDiractor-640 Getting Started Guide-v1.02 T UM100-InfiniCORE FlowDirector-640 User Manual
In this Hardware Cwner's Manual and Getting Started Guide, you will find This user manual provides a definftive guide on how to operate InfiniCORE
comprehensive information about hove to verify recelved package, how to setup and FlowDirector appliance through its innovation Web User Interface.
te FlowMagic-3200 appli . A fully functional Flowivagic-3200 appl ill
e e AR Sl ) e LTI RS RRANER T UM104nfiniCORE FlowDirector-540 SFP+ to GSFP+ Conversion User Manual

be ready to use after the instructions in this guide are completed.
This user manual provides a guide on how to use 4 SFP+ interfaces as one native

GQSFP+ interface through proper cabling.

InfiniCORE Networks SNMP Structure of Management Information

This file contains INANICORE Metworks SNMP Structure of Management Information
InfiniCORE Networks SNMP MIB for FlowDirector-640

This file contains InfiniCORE Metwarks SNMP MIB definfton for FlowDirector-640

Figure 155: Help tab.

User Guides
User guides offer an overall view of the tasks associated with the nVoy Packet
Broker and on how to initiate a specific task.

User Manuals
User manuals offer detailed guidance and instructions on the management and
operational aspects of the nVoy Packet Broker appliance. Companion
documentation includes API reference manuals, evaluation guides, case
studies, white papers, and so on.
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10 Managing Flow Domains

The nVoy Packet Broker organizes its data path around the concept of a flow domain.
Each Flow Domain has a set of ports and a rule to define how to process the flows
among the ports. Flow Domains are distinct entities and do not interfere with one
another.

The nVoy Packet Broker supports a range of domain modes such as:

e Virtual Wire

e Bidirectional Traffic

o Traffic Replication

o Traffic Aggregation

o Traffic Aggregation and Replication

e Load Balancing

10.1 Virtual Wire

Use Case

The purpose of Virtual Wire is to provide an efficient way for the user to conduct
automated cable management. Virtual Wire Mode can be viewed as a mode where
two switch ports are internally connected through a lossless wire. This setting provides
the best flexibility when the user wants to create a dedicated connection across a set
of ports.

The two ports connected by virtual wire will be bi-directionally lossless that is capable
of 10Gbps traffic @ 64 bytes with minimum latency.

Traffic Flow
In virtual wire mode, all the traffic coming from the TrafficPortO is sent to TrafficPort1,
while all the traffic coming from the TrafficPort1 is sent to TrafficPort0.

-

TrafficPort0 TrafficPortl

Figure 156: Example of a virtual wire domain.

All the virtual wire domains in the switch are isolated and will not interfere with on
another.
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Settings
Figure 157 demonstrates how a simple virtual wire is created in the Configuration
Editor, displaying the domain name, ingress ports and egress ports.

Domam Dista Fath Desigaer

D2 Pac Comgonansy
1 ememts o

s P H (rgwss1) B Egmat)
u, o—14
=
"
"
P
et B irgrwd) W Egwisl)
- - ' —_ Compunet Frocwse
- Hame NewDaoman 13
Aggrepatns | racie [N
- Darmon
wem 1158
Regheae wegte 737
[T RS T —
- Displar:. # Show Teseiopr
: o )
Lot Balarce
Eva e
Teut
+ Do
Save To Tamclate oo o

Figure 157: Setting up a virtual wire in the Configuration Editor. _
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10.2 Bidirectional Traffic

Use Case

Bidirectional traffic allows the user to receive and transmit data within the same
interface port. For the most part, ports are explicitly assigned to an egress or an
ingress role; however, there are instances where hardware limitations require that one
port take on both roles. For example, bidirectional traffic occurs in machines with only
one PCI slot that rely on one port in an ingress and egress capacity to receive,
analyze, and transmit traffic.

Traffic Flow

The capabilities to handle bidirectional traffic are inherently built into many devices.
This is called running in Full-Duplex mode. Full-Duplex mode allows for both Rx and
Tx traffic on paired-off interfaces, compared to Half-Duplex mode, which only allows
unidirectional traffic streaming. The traffic through the wire is unaffected.

Settings
Bidirectional traffic on an interface requires two ingress and two egress ports, as
shown in Figure 158.

Domnaie Data Path Designes

Companenia
_,, Wingressporti B Eoresspartt
Port e For
»" Spead SFP+ 1060 Ful Cuplex s a pif®
8 L
- ¢ ir - L
= L; : pa g
- o
[;\:_ A =
Repicator - |
-
4 - Wingresspart2
: otk
to38 sance Spest 57 160 SERDES Ful Dupke =
L
» '
- -
Eorems Port w w
[R—

Figure 158: Setting up a bidirectional traffic scenario.
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10.3 Traffic Replication

We suggest that you follow the directions in the Envoy Packet Broker Filter
User Guide in Appendix 5. to acquaint yourself with the basics of creating a

NOTE: filter domain first before moving on to the more detailed procedures in the
nVoy Packet Broker User Guide.

Use Case
Traffic Replication allows the user to apply different processing technologies to the
same traffic path.

Traffic Flow

The Traffic Replication domain replicates the traffic coming into the Traffic port and
sends it out to the FanoutPorts. Each FanoutPort transmits the same traffic
(Figure 159).

& ' —

TrafficPort - '

FanoutPorts
Figure 159: Traffic replication between TrafficPort and FanoutPorts.

Each FanoutPorts do not receive traffic. The dataflow is unidirectional from TrafficPort
to FanoutPorts.

Settings
The traffic replication requires one Ingress Traffic port and more than one Fanout
Egress port to operate. The Fanout ports are completely isolated and don’t interfere
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with traffic, as shown in Figure 160.

Donsain Data Path Designer ol
. ..
| , :
Tngress Port M (iIngress 1) ¥ Replicator! IFM- Soid M (Egress1)
. o, o—T3. ‘ : [ S 0 o9
- - -
[ E b
-
"

iter
Witz W (Egress2)
. Filters:0 L Eﬂl. %

!m / Replicator

B
225

Sice Size Disable

W Finer3 ¥ (Egress3)
a Filtars:0 L 4
P P

Load Balance

Egress Pott
Test

Sor o Tompite W o |[@ans

Figure 160: Setting up a traffic replication scenario.
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10.4 Traffic Aggregation

We suggest that you follow the directions in the Envoy Packet Broker Filter
User Guide in Appendix 5. to acquaint yourself with the basics of creating a
NOTE: filter domain first before moving on to the more detailed procedures in the

nVoy Packet Broker User Guide.

Use Case
Traffic Aggregation can be used to construct N to 1 traffic concentration with filtering

capabilities. Traffic coming from Traffic ports is sent through filter banks, aggregated
together, and then forced out the Aggregation Port.

Traffic Flow
The following diagram shows the traffic flow for this domain.

T —
0>

uonedai3ddy

Figure 161: Representation of a traffic aggregation domain.

Settings
The Traffic Aggregation Domain can manage two or more traffic ports and one port as

the aggregation port.

Domain Data Path Designer

e Tl

b Devices
53 To Template

Figure 162: Setting up a traffic aggregation scenario.
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The user can also configure the filters to define which traffic is permitted to egress.

Tinten i (iets Pt Dot

gt s Files Cntiaokt vots § 00 s
a, = - e -
- * W
>
»"
|
Eda e
: EEa vereien
W Overview Fiter Name it
T s Bty atch Actiem Dvoo. Pass
i . Erank o Faine:
* 000000000301 FFFFFFFFFFFF  Ow)OOOOOOO0001  ONFFFFFFFFFFFE
* 0000 0000 0002 FEFEFFFFFFFF  (wDOOOCODO000Y  OnFFFFFFFFFFFE
101 255265355255 De(nOI0001 OFFFEFFFF
+o202 ZE50RE265055 [w000000D OFFFFFEFF
12345678 FFFF FFFF FFFF
*NZA4BETE FFFF FFFF FFFFFFF FRFFFFFFFFFF
» 80 Lokl B5535 D050 WFFFF
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Figure 163:

Configuring filters for the traffic aggregation domain.
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10.5 Traffic Aggregation and Replication

We suggest that you follow the directions in the Envoy Packet Broker Filter
User Guide in Appendix 5. to acquaint yourself with the basics of creating a

NOTE: filter domain first before moving on to the more detailed procedures in the
nVoy Packet Broker User Guide.

Use Case
Traffic Aggregation and Replication Domain merges Traffic Aggregation and
Replication together with slice engine and filtering capabilities in a single domain.

Traffic Flow
There are several important elements in this domain (Figure 164.)

|
B— . — 1 ! &
> | v I =
E 3 : ﬁ.
: o N
B s e 2
= 13 =
- 3 3> ! ®
g Filters g 2 1 : 3
2 l--

Figure 164: Representation of a traffic aggregation and replication domain.

Filters
The filters are applied to traffic at the ingress port and egress port. The user
assigns the default action of a port to be either pass or drop. Filters are set to
screen a subset of the traffic and direct remaining traffic through the pipeline.

Slice Engine
The slice engine can be configured to truncate the packet to a specific size.

Replication Ports
The replication engine replicates the aggregated packets into multiple copies
with its own filters.
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Settings

An example of a Traffic Aggregation and Replication domain is shown in Figure 165

below.

B (Ingress1) [ Fittert B Aggregatort I Filteed B (Egress)
Tt : bz
s : :
.
.
Fiter:
M (Ingress2) W Filttee2 ¥ Replicator! M Filters M Egress2)
¢ » Fiters0 = Fiters:0
e = P
H H
Agoregator
= ‘ = Bl (ingreas 3] i Fier W Fillert B (Egress3)
o Filters w Filters:0
- > | Tt =

Save To Tempiate |

ey

Data Path Camponents:
(@] Newoomain1

Name [NewDomain13
Eaole

Description|
wicm 1159 |
Heoht 765

‘Automation: [ Restart After Reboot.

Oisplay: # Show Topology
Line Color ]

o ok | @caca;

Figure 165: Setting up a traffic aggregation and replication domain scenario.
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10.6 Load Balancing

Use Case

In a network, it is common to create a bridge between high speed traffic (such as
10Gbps) and processing nodes with less capability. Examples of such nodes are IDS,
IPS, and data recorders. The nVoy Packet Broker Load Balance domain offers a

solution to this problem.

Traffic Flow
The nVoy Packet Broker Load Balance domain manages the high-speed traffic by
splitting the traffic across many low-speed interfaces while maintaining flow integrity

and processing capability.

Load Balancing Ports

Load Balance

Traffic Port

Figure 166: Representation of a load balancing domain.

Settings
An example of a Load Balance domain is shown in Figure 167.

I [ Loacbaiancet (Egress1) 1
4 » |
1

K Ii

Flter

v ok | @cmal

Figure 167: Setting up a load balancing domain scenario.

In this example, the Load Balance domain has one traffic port and multiple Load
Balance ports. There are many ways to load-balance traffic.
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10.6.1 TAP/RSPAN Required for Replication prior to Load
Balancing

A user wants to replicate incoming traffic by sending one flow to a Load Balance
component and the other flow for separate examination. Selecting a Replicator
component may be a wise choice, but due to the nature of pipelines with the nVoy
Packet Broker Tomahawk chipset, a different component is required. To interrupt the
pipeline the user must rely on the TAP/RSPAN component instead of the Replicator
component.

To demonstrate, Figure 168 shows a Flow Domain connected to a Replicator. While
this may seem the intuitive way to create the domain, the Replicator cannot prevent
the Load Balancer from drawing all traffic to itself.

M Multiple Flows Incoming { Replicatort = Five-Tuple Balancing I Balanced Egress 1
Part Load Balance Method Port
Speed nd =d SIP+DIP+TCPIUDP SPORT+DPORT |2, Speed nd
L 5 L | Loopback:No Loopback
Enable VLAN Altachment Disable
@ & & @
/ / [ Balanced Egress 2
§ Pt s
Replicator Load Balancer ] LoaphackNo Loopback
Enable VLAN Attachment Disable
®
) Balanced Egress 3
Port
Speed "
| B et st
[-]
B Full Flow Egress
Port
Speed -
| Loopback Mo Loopback
Enable VLAN Attaehment Disable
@
Figure 168: Flow domain connected to a replicator.
To successfully create two full flows, replace the Replicator component with a
TAP/RSPAN component, as shown in Figure 169.
= n
3 Multiple Flows Incoming @, TAP/RSPAN Compoenent 4 Five-Tuple Balancing B Balanced Egress 1
Port Use GRE Tunned Disable Load Batance Method: Port
Speed =d =4 SIPYDIP+TCRIUDR SPORT+DPORT [ Speed ad
L =) L4 Loapback No Loopback
Enable VLAN Attachment Disable
.- @ D
O [
/ / B Balanced Egress 2
Port
TAP/RSPAN Load Balancer | Liopimckio Loopéeck i
Enable VLAN Altachment Disable

B Balanced Egress 3
Port

Speed
®| LoopbackNo Loopback
Enable VLAN Attachment Disatie

B Full Fiow Egress
Port

Speed
| LoopbackNo Loapback
Enabile VLAN Altachment Disable

@

Figure 169: Flow domain with replicator replaced by a TAP/RSPAN component.
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Appendix 1: List of Error Messages

10

11

12

13

14

15

16

17

18

19

nVoy Packet Broker error messages and their possible cause.

Message shown on user interface

Fail to connect "5.0.0. XXXXX"

Invalid port ID #{id}

User #{username} exists already

User #{username} does not exist

You can't delete administrator account #{username}

Domain #{domain} is not found in system. Invalid domain #{domain}.
The old password is incorrect. Please retry with right password
Server \#{name}\ already exists in LDAP server list.

Server \#{name}\ already exists in TACACS+ server list.

LDAP Server #{name} does not exist.

Group #{name} exists already

Group #{name} does not exist

Current role is #{get_role_mode()} find a port that does not exist locally
All cluster links are used, please retry later or reconfigure cluster with

more cluster links

When CSPi nVoy Packet Brokers are placed in cluster configuration,
domain type \#{nd[:mode]}\ cannot be created with ports mixed from
different CSPi nVoy Packet Broker appliances.

Please change the ports so that they can be located on the same nVoy
Packet Broker appliance

CSPi nVoy Packet Broker Cluster does not support mode #{nd[:mode]}
User #{owner} has domain named #{name} already
This device is a slave device of a cluster. Please use cluster master to

operate slave device

Domain with id #{domain_id} does not exist in the system

Myricom nVoy Series Packet Broker User Guide v 1.0

Possible cause

Internal Error; Reboot to clear.

Port number is invalid.

User name exists already.

User name does not exist.

Administrator account is reserved

and cannot be removed.

Domain name is not found.

Password is not correct.

LDAP server exists already.

TACACS server exists already.

LDAP server exists already.

Group name exists.

Group name does not exist.

Cluster link uses a non-existent port.

Cluster link has been used up.

Ports can't be mixed within cluster
setup.

Cluster model is not supported.
The domain name is duplicated.
Operation needs to be started from

Master.

Domain is not existed.
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ID

20

21

22

23

24

25

26

27

28

29

30

31

32

Message shown on user interface

This device is a slave device and has active domain in use.

Please use master device to remove domain before change the mode.
Master device's URL is http://#{@role[:master_ip]}

Fail to find port by port name #{port_name}

Fail to find domain with port #{from_port} #{to_port}

Free invalid filter VLAN id #{vlan_id}

Port indexed by id #{portid} does not exist.

No Interface Module Detected!

Currently nVoy Packet Broker supports English and Chinese language,

requested #{language}

#{port_sysname} is taken by domain #{dom[:name]}, please disable or
delete domain #{dom[:name]} to release #{port_sysname}

Lack of mirror resource #{@mirror_id_res.length}

Lack of filter resource left #{@acl_id_res.length} require #{num}

Please specify an extra port for hardware processing resource.
that required for the operation

Only one processing port can be used in this domain

Please specify one port to provide processing resource for domain
operation.

Myricom nVoy Series Packet Broker User Guide v 1.0

Possible cause
The action needs to started from
master device.

Port name does not exist.

Domain that contains specified port
does not exist.

VLAN id does not exists.

Invalid port index is used.

Port does not have interface optical
module.

Local language is not supported.

Port has been used already.

There is no mirror left in device to
use.

There is no filter resource left in
device to use.

Hardware processing port is
needed.

Each domain can have one
processing port.

The domain operation requires an
additional processing port.
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Appendix 2: Supplemental Interface Commands

Command root Command (example)

Description

#config interfaces
trafficports port-name

Accesses the interface commands node.

speed [1G]10G]

Changes the port configuration to 1Gbps or

10Gbps. When setting the port to 1Gbps, the
SFP module converts 10Mbps and 100Mbps
speed grade to 1Gbps using SGMII protocol.

name [string]

Names the port name to string.

admin [enable]disable]

Enables or disables the ports.

show

Displays the current port configuration and
status.

sfpctrl [read]write] # sfpctrl read OxA2 0x80
i2caddress reg_addr [data] # sfpctrl write OxA2 Ox0 0x1140

Reads or writes to the SFP configuration
space.

linksync [enable]disable]

Enables or disables the link synchronization
feature when the virtual wire is created.
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Appendix 3: Hardware Specifications

Hardware Specifications

Function Compliance Type Quantity
Bi-mode IEEE 802.3by Optical fiber, twinaxial, 1G SFP+ Fiber Optics 48
1Gb/10Gb/25Gb Traffic backplane 25 Gigabit Ethernet 1G SFP+ Passive DAC Cable
Ports IEEE 802.3ae 10 Gigabit Ethernet 10G SFP+ Fiber Optics
IEEE 802.3aq 10GBASE-LRM 10G SFP+ Passive DAC Cable
25G SFP28 Fiber Optics
25G SFP28 Passive DAC
40Gb/100Gb Traffic Ports SFF-8436, SFF=8635 QSFP+ 40Gb QSFP+/QSFP28+ Fiber Optics | 6
port; QSFP28 100Gb Ports or QSFP+/QSFP28 DAC
Cable
40Gb/100Gb Traffic Ports Each 40Gb/100G Traffic Port can be 40G QSFP+ to 4x SFP+ 6 x QSFP+/QSFP28
Breakout Capabilities split into 4 ports to support splitter cable to 24 SFP+/SFP28
QSFP+ 1Gb/10Gb/25Gb Operation. 100G QSFP28 to 4x SFP28
QsFp28+ IEEE 802.3ae 10 Gigabit Ethernet splitter cable
IEEE 802.3aq 10GBASE-LRM
) SFP+ MSA, Revision 4.1
4 x SFP+/SFP28 Direct-attach copper support up to 10
1Gb/10Gb/25Gb | Meters
1Gb/10Gb/25Gb Traffic Four (4) adjacent 1Gb/10Gb/25Gb QSFP+/QSP28 Fiber Optics or | 48 x SFP+/SFP28 to
Ports Gang Capabilities Ports can be ganged into one (1) QSFP+/QSP28 DAC Cable 12 x SFP+/QSFP28
4 x SFP+/SFP28 QSFP+/QSP28 Port with
QSFP+/QSP28 to SFP+/SFP28 Cable
QSFP+
- QSFP28
LED - System Power Module 1 Status LED GREEN/AMBER 1
Power Module 2 Status LED GREEN/AMBER 1
FAN Status LED GREEN/AMBER 1
STAT Status LED GREEN/AMBER 1
LED - SFP+ Traffic Ports Combo LED for Link and Activity GREEN LED 1 per Port
LED - QSFP+ Traffic Ports Combo LED for Link and Activity BLUE LED 1 per Port
10/100/1000 Mbps 10/100/1000BASE-T Copper RJ-45 1
Management Port Category 5, Category 5e, Category 6
UTP
Visible LED LED for Link GREEN/ORANGE LED 2
RJ-45 Management Port LED for Activity GREEN LED
Console Port 115200 Baud 8 Bit Data No Parity 1 Mini USB Type B 1
Stop Bit
USB Port USB 2.0 High Speed 480Mpbs Port USB Type A 1
Air Flow and Fans PWM Controlled Long Endurance Fan Front to Back Air Flow 4
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Function Compliance Type Quantity

Redundant Power Supply Dual 750W High Efficiency 90-230V AC | 1+1 Redundant Power Supply | 2
50-60Hz Class |

Rack Mount Kit 19-inch Rack Mountable 19 Inch Rack Mountable 1

Chassis Dimension Height x Width x Depth (inches) 1.75x17.3 x19 1

Standard Peripherals

Part Name Quantity
DB-9 to Mini-B USB Serial Console Cable 1
UTP Cat 6. Ethernet Cable 1
Rail Mounting Kit 1

Package and Environmental Specifications

Iltem Description
Dimension (Unit: mm) 485 x 440 x 44 (Width x Depth x Height)
Net Weight (Unit: Kilogram) 8.5
Operating Temperature: 10~ 35
Environment Non-Operating Temperature:  -40 ~ 70
Humidity: 20 ~ 90% (Non-condensing)

Protocols Support

The nVoy Packet Broker supports the following protocols:

TRILL, MPLS, VPWS, Q-in-Q, MAC-in-MAC, IPv4, IPv6, GRE, ECMP, TCP, UDP,
IGMPv1, IGMPV2, IGMPv3, VEPA
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Appendix 4: Recommended Reading Materials

Suggested reading materials on the nVoy Packet Broker appliance.
1. Myricom nVoy Series Packet Broker Getting Started Guide.

2. Myricom nVoy Series Packet Broker Quick Reference Guide.
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Appendix 5: nVoy Packet Broker - Filter User Guide

The Filter User Guide provides the background information, conceptual model, and
typical data path design patterns that allow users to manage packet filters effectively
and efficiently.

Packet Filters

Packet filters are often used to match protocol fields parsed from a packet against a
set of pre-defined rules to a verdict. Depending, on the implementation technologies,
there are hardware-based packet filters and software-based packet filters.

Hardware-based filters

Hardware based filters are implemented using dedicated resources found in hardware
chipsets. In the case of the nVoy Packet Broker, it is the TCAM based lookup engines
that are strategically placed along the packet processing pipeline. The main strength
for hardware based filters comes from its deterministic performance of the pipeline
operating at line rate speeds. The nVoy Packet Broker hardware-based lookup engine
is capable of processing packets at line rate regardless of packet sizes.

Software-based filters

Software-based filters run on highly optimized network processors or general purpose
processors optimized for data plane usage. They are flexible, feature-rich and can be
quickly re-engineered to offer new features. Software-implemented filter performance
is not nearly as high as hardware-based filters; however, they are good enough to
process tens of millions of packets per second.

At its core, the operating system organizes the filter configuration around the following
abstractions.

Filter Component
A filter component is a repository designated to hold filters and their relative location in
the data path.
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Filter Definition
A filter is defined by three groups of attributes.

1. Filter Qualifiers
Filter qualifiers, also known as fields, specify the match conditions.
2. Filter Actions

Filter actions define the action that needs to take place when a packet is found
to match all the qualifiers.

3. Filter Controls

Filter meta data specifies the name and enablement with an optional
description.

The following nVoy Packet Broker Web Ul screenshots provide an overall look and
feel of the above abstractions.

Total2 Filters [#d [# T | T,

MName: Field Value Mask Operations
- —---—--1 . - . . . S .
I rurers o &% | [TERT- e
Source Or Dest IPSA 192.169.0.100 255.255.255.240 1Q$
I ciTE Match Action Pass Ig .h,;';[@” 51

Source MACEA

Ingress Port #[Export to CSV] | @limport from CSV] 7 [Load from Templates] | (Save As Template] ?;iNew Filter]
Filters
4 =
Ingress Port Group = g A Overview
F-ﬂ—---- 2 B Ovenvi Filler MName  PASS 72.77.77.77
1 __ . Y3 Link Layer Fiekd i ® P QOno
p— ? o
l *. (@) etwork Layer Mirror/%mit through GRE Tunnel | ¥ " Usar New Outer Vian |2
F
1 - r aw Laper | 1200 @) True alse
Filter R Lo G " . L L ol |
1 Repons  awrentes vae ek HEX Vi XMk
1 JOmacea | Souee v [00:00:00:00:0001 FFFFFFFEFFFF [ 3 :I
1 H MACIE | Dustinaton * |00:00:00:00:00:02 FFFFFRFFFFFF 2 1
l VLAN 1 65535 _ Ox0001 OFFFF i I
1 I g ‘l locos 0 255 00 OnFF :
| I_,H_.' | B Ox0B00: P v (65535 0x0800 OnFFFF I
Egress Filter | i S 5 I
l———————-' End Polnts. Atributes Value Mok HEXVake HEX Mask. I
1% pen Source v [192169.0.100 255255255255 NM (OxCOAROOSE OuFFFFFFFF 1
L@' l PeB Source OR Destnation ¥ (222222222222 755255255255 MM OxDEDEDEDE OuFFFFFFFF
J° Precodence o 255 000 OFF |
DscP 0 Barst Efont v (255 0x00 OFF 1
1 108 0 255 Cx00 uFF 1
l m o4 255 00 OuFF 1
6 TCP v |[255 004 OuFF ]

Filter Fields

Filter Components

r—---——---—--——--1

1 1
M InfiniLoad 1 1 w+:DROP SPORT 34.34.34, 1 B Vinca 1
Port:32K-XG3-XEd = 1 Source Or Dest IP#A:192.169.0.100/p8= ] Port XG10 »
Speed SFP+: 10Gb Full Duplex I Source MAC#A00:00:00:00:00:00— 7 = Speed SFP+: 10Gb Full Duplex

Loopback:No Loopback
1 1 Enable VLAN Attachment Disabl
e e - ®
1
L__J

Filter Data Path Placement

Figure 1: Filter components and their place in the data path.

Myricom nVoy Series Packet Broker User Guide v 1.0 Page 161



CSHi

Description of Filter Building Blocks

The relationship among the filter component, filters, and fields is illustrated in Figure 2.

Each filter component can have one or more filters. Each filter has a collection of
fields. Each field serves as qualifier against the data carried in the packet.

After a packet arrives at the ingress port, the packet parser extracts all the fields from
the packet. These values are sent to the TCAM-based lookup engine where high
performance parallel lookup takes place against predefined filters. The lookup engine
outputs a verdict for each packet. The lookup engine uses the following formula to
evaluate a given value-to-filter definition.

(Field Value from Packet + Field Mask from Filter Definition) = Field Value

Only when all fields in a filter produce a match, the corresponding action in the same
filter will be taken. Examples of actions can be either dropping the packet, redirecting,
or mirroring the packet. When multiple filters match a given packet, the filter
precedence is determined by its order in the filter array.

PR Ficld (Source IP)
Filter Filters
1+
Component _ I Ficld (Source Port)
\H‘\“"H
Field (Source Port)

Fields

Value Matched Filter
Action

Parsed e
From

Packet

Field (Dest. IP)

\

°—’l
Field (Dest. Port) =2

Figure 2: Relationship among the filter component, filters, and fields.
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An example of a match process is shown in Figure 3 below.

I
'.=.:_:_77“':“'[ ___ -: :

Filter Definition Editor

Total:2 Filters | % F | "

Name Field Value Mask Operations
Match Action Pass [ ISR
HTTPS Source Or Dest IP#A 192.168.0.1 255.255.255.0 g
Source Or Dest PORT#A 443 HTTI 65535 (S8 3
Match Action Pass ([ 050 )
SSH Source Or Dest IP#A 192.168.0.0 255.255.255.24 Pl
Source Or Dest PORT#A 22: 55H 65535 (g 9

[Pass Unmatched] #y[Drop Unmatched] | #[Export to CSV] | €[Import from CSV] f [Load from Templates] [f[Save As Template] T, [New]

Figure 3: lllustration of a match process on the nVoy Packet Broker Web Ul.

Example

In the above example, there is one filter component sitting in between the ingress and
egress ports. In this filter component, two filters are configured to allow only HTTPS or
SSH traffic to pass. The traffic is specified by its source or destination port number. An
additional field is also specified to ensure the matched traffic only comes from a
specific IP range.

Source or Destination port number for HTTPS 443
Source or Destination port number for SSH 22
IP Range 192.168.0.0/24.

Table 1: Specifying the source and destination ports for HTTPS and SSH.

Since the configuration assigns Source Or Dest to each port and IP, bi-directional

NOTE: traffic can be matched and passed

The following traffic patterns should pass this filter component:
e Source IP = 192.168.0.100 AND Destination Port = 443
e Destination IP = 192.168.0.100 Source Port is 443
e Source IP =192.168.0.100 AND Destination Port = 22
e Destination IP = 192.168.0.100 Source Port is 22

The following traffic patterns should not pass this filter component:

e Source IP =192.168.1.100 AND Destination Port = 443
e Destination IP = 192.168.0.100 Source Port is 80
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Types of Filters

The nVoy Packet Broker provides two types of filters known as Ingress and Egress
filters to facilitate its network visibility data path. The relative location of each
component in the packet processing pipeline is represented in Figure 4.

The nVoy Packet Broker Web Ul Configuration Editor uses Ingress Filter Component
and Egress Filter Component to represent the ingress filter and the egress filter
respectively.

Egress Filter

Ingress Port \ Aggregation Ingress Filter
Replication — Load balancer 4 | Egress Filter
Ingress Port ! )
‘ \ Egress Filter
Ingress Port — Agpregation Ingress Filter | Egress Filter
: / (g /
», M u
| | |

Figure 4: Relative location of the Ingress and Egress ports in the packet processing
pipeline.

Each filter type can only be evaluated one time at the hardware level.
NOTE: Concatenation of filters in the Web Ul is possible, however it may lead to over-
committed hardware resources due to the flattening process.
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Ingress Filters

Ingress filters are mainly used as pass filters to split ingress traffic into orthogonal
traffic classes and then passing each traffic class to the next processing element. By
default, all non-matched traffic is dropped. Ingress filters can associate matched
packets with additional actions such as tunneling or VLAN attachment.

Example 1:

A typical example of Ingress Filters is shown in Figure 5. The ingress traffic is split by
Filters A and B. The catch-all port C continues to receive all the traffic.

Ingress Filter A | AAA Egress Port A
Ir Filter B 58 E Port B
. 1gress Filter . ress Port
Traffic: ABADCBA )
Ingress Port i > Replication ABADCBA Egress Port CatchAll

Figure 5: Ingress filtering when traffic is split into orthogonal classes.

Example 2:
When it is difficult to split traffic into orthogonal traffic classes, such as the filter setup
in Figure 6, the overlapped traffic "C" will appear at the output of the first filter.

AACA |

Ingress Filter AC Egress Port A

4

BB
Ingress Filter BC | | Egress Port B

Traffic: ABADCBA

ABADC BA Egress Port CatchAll

Ingress Port - > Replication

Figure 6: Ingress filtering behavior when traffic is not split into orthogonal classes.
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Example 2: Suggested workaround

A suggested workaround is to introduce a new filter to filter out "C", followed by
aggregation to combine the traffic together to produce AC and BC.

' , - AAA
4 IngressFilter A | » AACA Egress Port A
| >
| I Filter C | L '
. 1gress Filter | > |
Traffic: ABADCBA 1 ¥ i E CBB > Egress Port B
B
Ingress Port F—» Replication f~—»  Ingress Filter B >
Aggregators
| ABADCBA » Egress Port CatchAll

Figure 7: Ingress filtering with added filter and aggregation components.

One more solution to overcome the above non-orthogonal case is suggested in the
next section with the help of the Egress Filter.
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Egress Filters

An Egress Filter can be connected to one and only one egress port. In other words,
the egress filter is a localized filter, and only impacts the traffic to that egress port. In
this release, the action of the egress filter is limited to “drop” only.

Example 1:

One typical usage of egress filtering is to drop a known traffic pattern without affecting
the other ports, as shown in Figure 8. The "Drop AB" on Port A will not impact Port B
from transmitting B.

Egress Filter DC
= Egress Port A
Drop AB
Egress Filter DB E Post B
. - | gress Port
Traffic: ABADCBA ' Drop AC

ABADCBA Egress Port CatchAll

Ingress Port - > Replication

Figure 8: An example of egress filtering.

Example 2:

In the case where it is difficult to split traffic into orthogonal traffic classes, the ingress
filter is used to filter out the traffic of ABC, followed by an egress filter to drop traffic B
and C on its corresponding egress interface.

AACA
Egress Filter
Egress Port A
Drop B
BCB
Egress Filter
/| Ingress Filter ABC ABACBA . £ ; Egress Port B
Drop A
Traffic: ABADCBA
Ingress Port > Replication ABADCBA Egress Port CatchAll

Figure 9: Egress filtering with an added ingress filter component.
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Filter Configuration Work Flow

The section describes how to create a domain filter from the nVoy Packet Broker
Web UL.

We suggest that you follow the directions in this section to acquaint yourself with
NOTE: the basics of creating a filter domain first before moving on to the more detailed
procedures in the nVoy Packet Broker User Guide.

Creating a filter

1. Click New Flow Domain from the Flow Domains panel or Create Domain from
the Device View panel of the Web Ul Dashboard, as shown in Figure 10.

Status Operations
-] O
e e 9 —-_——— @ 'f. E;usgozo_.é INTERFACES CRIGTUILLY | ResouRce | [ $Y5L0G | @ e
] é—,] New Flow Domain... I@ Flow Domain Operations.- 1 & Create Domain_ | 1 £1 00 f Deactivate (5] Del e Dupdicate () Darwrlaad Dx
e b e

Figure 10: Select Create Domain or New Flow Domain.

2. Enter the domain name in the text box of the Input Domain name window and
click OK.

The Configuration Editor window appears.

3. Drag and drop the following components from the Components panel into the
workspace:

e 1, Ingress port
e 1, Ingress filter
e 1, Egress port

e 1, Egress filter

Drag and Drop

M ingresspait = Filter 3 Egressiiflert B Egressportt
Fort Tatat 0 Totat &

L ® ® ®

o e
e P .
Egress Filer

. B Ingress filter Egress filter

AggreEalon

M- k

Figure 11: Configuration Editor.
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4. Double-clicking a filter component or clicking New Filter Definition... in the
Components Properties panel (Figure 12), launches the Filter Definition Editor
window, as shown in Figure 13.

= Data Path Components

El & Flierbamgle
) Inpressportl
Ot
10, Egresshilter]
W Ingresspaontt t3: Egressfitert B Egressportt I Esresspont
- ey,
Component Properties
Mame: Filterl
T " rrmirin o)
e -
Figure 12: Selecting a filter component to define.
The Filter Definition Editor enables the user to add, edit, delete, duplicate, and
enable and disable filters. The editor also enable users to load and save filter
templates to the Web UI.
LHitter Definition Editor )
Name Fleld Value Mask Py
F]&s_s_m #y(Drop Unmatched) | #{Export to CSV] | @{Import from CSV] 7 [Load from Templates] HJSJveAsTemphtel
New Filter...
V’ OK @ Cancel

Figure 13: Filter Definition Editor.

5. Click [New] to create/configure a new filter.

The Filter Configuration Editor window appears, as shown in Figure 14.
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Fiter Configuration Editor ®
Bl gl A Overview Ghi =
B Overview Filter Mame  [Filter-1
Actions [ (
¥R Link Layer Field @ Faze @ Drop ) )
. [ Mirrar/Xmit through GRE Tunnel | ¥ | [ Use New Outer Vian |2
|fi] Network Layer = _ N
Enable @) True () False
[] Transport Layer § -
| Link Layer Fields all
I R T . - L3 AT et
[Jmacsa | Source ¥ 00:00:00:00:00:01 FRFFFEFEFEFF OxD000K OWFFFFFFEFFFFE
MACEB | Destination — v 00:00:00:00:00:02 FF.FF:FFFFFRFF 000000000002 OXFFFFFFFFFFFF
O vian 1 65535 0x0001 OxFFFF
O cos o 255 0x00 OxFF
|| 2 EtherType |Ox0B00:IPva | »l65535 Ox0B00 OxFFFF
| ® I
I paa v 1101 255.255.255.255  |NM OxFFF Ll
O ipes | Source OR Destination v 2.202 255.255.255.255  |NM |0x02020002 OxFFFFFFFF I
[ Precadence o 255 0x00 OxFF
O psce [O:BestEffot w255 0x00 OxFF
U108 0 255 0%00 OxFF
Bm ) 255 040 OxFF
O protocot |8 TCP v |255 05 OxFF
« I ¥ [ETrnenict | oaiar EialAd = Bl
TG Do Vae W'"Ek’_] @G

Figure 14: Filter Configuration Editor.

6. Set your Overview, Link Layer Fields, Network Layer Fields, and Transport
Layer Fields values.

To add an outer VLAN ID, go the Adding an Outer VLAN ID in this section.
7. Click OK.

The Filter Definition Editor re-appears displaying the newly configured filter.
Figure 15. shows the Filter Definition Editor with three configured filters.

Filter Definition Editor 10}
Total:3 Filters [# (¢ 7 kW T,
Name Fleld Value Mask Operations
Match Action Pass [[ZNE R
Filter-1 P o o
rce Or Dest IPHA 1101 255.255.255.255 (o1e 8
Match Action Pass WEAR TS
Filter-2 &
Source Or Dest IP#A 2101 255.255.255.255 (e 3¢ 8
Match Action Pass [[2NE R
Filter-3 = s ~ 7y
urce Or Dest PORT#A 80: HTTF 65535 (e 3

wi [Pass Unmatched] =y [Drop Unmatched] | #{Export to CSV] | {Import from C5V] Y |Load from Templates] [ (Save As Template] T'[New]

Figure 15: Filter Definition Editor with three configured filters.

Myricom nVoy Series Packet Broker User Guide v 1.0 Page 170



CS2i

8. After the filters are created, follow the general connectivity rules to connect the
filters to upstream and downstream components.

NOTE: The Egress Filter can only be connected to one egress port.

For more information on connecting components
to other upstream and downstream components,
go to section 4.2.1 Create Domain tab.
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Domain Compiler Warning

The current version of the nVoy Packet Broker contains a domain compiler that is
particularly sensitive to filter behaviors. Therefore, if your domain contains filter
components, you may encounter a domain compiler warning like the one shown in
Figure 16.

The options available to you are as follows:
e CONTINUE - exit the editor and start running the domain.
o OK - exit the domain editor and leave domain disabled.

e CANCEL - return to editing the domain to verify your flow's logic.

If you believe that your domain's filters conform to best practices, then you may select
CONTINUE to activate the domain.

Confirm B3

The domain configuration has the following error(s):
(1) Component Drop SRC IP 155.155.” cannot be connected to
Component 5-tuple Load Balance

(2) Component Drop SRC IP 99.111." cannot be connected to
Component 5-tuple Load Balance

Press OK to close the domain editor with domain in disabled state;
Press Cancel to edit the domain;
Press Continue to activeate with possible failures.

' A, Continue ! V OK | @ Cancel

Figure 16: Domain compiler warning window.
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Adding an Outer VLAN ID

To add an outer VLAN ID to outgoing filter packets, follow these steps:

1. Check the Use New Outer VLAN checkbox in the Overview panel of the Filter
Configuration Editor window and specify the VLAN ID value, as shown in

Figure 17. In this example the VLAN ID value is 411.

Filter Configuration Editor
=] | Overview
B g an / .
) Overview Filter Name  [Pass Unmatched
Actions
¥2 Link Layer Fietd| " ® Pass @ Drop
L pi i v it 4
i MNetwork Layer _| Mirror/Xmit through GRE Tunnel Use Mew Outer Vian 411
Enable @) True () False
] Transport Layer
Link Layer Ficlds
End Points Attributes Value Mask HEX Value HEX Mask
| MACEA | Source OR Deslination v 00:00:00:00:00:00 00:00:00:00:00:00 Ox000000000000 Ox000000000000
U Macse | Source OR Destination v [00:00:00.00:00:02 FF:FF:FF:FF:FF:FF 0x000000000002 OxFFFFFFFFFFFF
L wviean 1 65535 00001 0xFFFF
"l cos 0 255 0x00 OXFF
1 EtherType [0x0800:IPv4 [ *]65535 0x0800 OxFFFF
Network Layer Fields
End Points Attributes Value Mask HEX Value HEX Mask
O 1w | Seurce OR Destination v 1101 [255.255.255.255 |NM | Ox01010001 OxFFFFFFFF
IP4B | Source OR Destination v [2202 ;255.255.255.255 [NM | 0x02020002 OxFFFFFFFF
| Precedence 0 255 Ox00 OxFF
LI DSCP | 0: Best Effort ¥ | 255 000 OxFF
T 108 0 255 Ox00 OxFF
2 TTL 64 253 Oxa0 OxFF
[ Protocol | 6: TCP ¥ 255 w06 OxFF
b | | Tranennet | sver Flaide %
[ Reset To Default Value | ' OK | [@ Concel|

Figure 17: Selecting an outer VLAN ID value from the Filter Configuration Editor.

2. Select the Egress Port in the Configuration Editor and check the Enable VLAN
Attachment: checkbox to enable VLAN attachments, as shown in Figure 18.

Component Properties
Name: Vinca PO

Port: VINCA.PO (...)
Cable ID:

Loopback:__ No Loopback
Enable VLAN Attachment: (¢ ]

Speed: SFP+: 10Gb Full Dug v

A/

Figure 18: Enabling the VLAN attachment.

You are not obliged to add a VLAN ID value to attach to your packets. If that’s the
case, you can skip the Filter Configuration Editor entirely and simply enable the VLAN
attachment in the Egress Port, as shown in Figure 18. The nVoy Packet Broker selects
a value for you. Subsequently, all Egress Ports within the domain will choose unique

VLAN ID's to attach to.
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